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Study Guide 

  
Congratulations Congratulations on your enrollment in a distance education course from the 

Distance Learning and Technologies Department (DLTD) of the Marine 
Corps Institute (MCI).  Since 1920, the Marine Corps Institute has been 
helping tens of thousands of hard-charging Marines, like you, improve their 
technical job performance skills through distance learning.  By enrolling in 
this course, you have shown a desire to improve the skills you have and 
master new skills to enhance your job performance.  The distance learning 
course you have chosen, MCI 0614, Digital/Switching Equipment Operators 
Course, provides instruction to all Marines having duties of installation, 
operation, managing and maintaining wireline communications.  This course 
consists of learning experiences necessary to perform those duties associated 
with the Digital Technical Control (DTC) van, the Compact Digital Switch 
(CDS) and the REDCOM ISDN Gateway Exchange (IGX). 

  
Your Personal 
Characteristics 

• YOU ARE PROPERLY MOTIVATED.  You have made a positive 
decision to get training on your own.  Self-motivation is perhaps the most 
important force in learning or achieving anything.  Doing whatever is 
necessary to learn is motivation.  You have it! 

 
• YOU SEEK TO IMPROVE YOURSELF.  You are enrolled to improve 

those skills you already possess, and to learn new skills.  When you 
improve yourself, you improve the Corps! 

 
• YOU HAVE THE INITIATIVE TO ACT.  By acting on your own, you 

have shown you are a self-starter, willing to reach out for opportunities to 
learn and grow. 

 
• YOU ACCEPT CHALLENGES.  You have self-confidence and believe 

in your ability to acquire knowledge and skills.  You have the self-
confidence to set goals and the ability to achieve them, enabling you to 
meet every challenge. 

 
• YOU ARE ABLE TO SET AND ACCOMPLISH PRACTICAL 

GOALS.  You are willing to commit time, effort, and the resources 
necessary to set and accomplish your goals.  These professional traits will 
help you successfully complete this distance learning course. 

 
Continued on next page 
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Study Guide, Continued 

  
Beginning Your 
Course 

Before you actually begin this course of study, read the student information 
page.  If you find any course materials missing, notify your training officer or 
training NCO.  If you have all the required materials, you are ready to begin. 
 
To begin your course of study, familiarize yourself with the structure of the 
course text.  One way to do this is to read the table of contents.  Notice the 
table of contents covers specific areas of study and the order in which they are 
presented.  You will find the text divided into several study units.  Each study 
unit is comprised of two or more lessons and  lesson exercises. 

  
Leafing 
Through the 
Text 

Leaf through the text and look at the course.  Read a few lesson exercise 
questions to get an idea of the type of material in the course.  If the course has 
additional study aids, such as a handbook or plotting board, familiarize 
yourself with them. 

  
The First Study 
Unit 

Turn to the first page of study unit 1.  On this page, you will find an 
introduction to the study unit and generally the first study unit lesson.  Study 
unit lessons contain learning objectives, lesson text, and exercises. 

  
Reading the 
Learning 
Objectives 

Learning objectives describe in concise terms what the successful learner, 
you, will be able to do as a result of mastering the content of the lesson text.  
Read the objectives for each lesson and then read the lesson text.  As you read 
the lesson text, make notes on the points you feel are important. 

  
Completing the 
Exercises 

To determine your mastery of the learning objectives and text, complete the 
exercises developed for you.  Exercises are located at the end of each lesson, 
and at the end of each study unit.  Without referring to the text, complete the 
exercise questions and then check your responses against those provided. 

 
Continued on next page 
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Study Guide, Continued 

  
Continuing to 
March 

Continue on to the next lesson, repeating the above process until you have 
completed all lessons in the study unit.  Follow the same procedures for each 
study unit in the course. 

  
Preparing for 
the Final Exam 

To prepare for your final exam, you must review what you learned in the 
course.  The following suggestions will help make the review interesting and 
challenging. 
 
• CHALLENGE YOURSELF.  Try to recall the entire learning sequence 

without referring to the text.  Can you do it?  Now look back at the text to 
see if you have left anything out.  This review should be interesting.  
Undoubtedly, you’ll find you were not able to recall everything.  But with 
a little effort, you’ll be able to recall a great deal of the information. 

 
• USE UNUSED MINUTES.  Use your spare moments to review.  Read 

your notes or a part of a study unit, rework exercise items, review again; 
you can do many of these things during the unused minutes of every day. 

 
• APPLY WHAT YOU HAVE LEARNED.  It is always best to use the 

skill or knowledge you’ve learned as soon as possible.  If it isn’t possible 
to actually use the skill or knowledge, at least try to imagine a situation in 
which you would apply this learning.  For example make up and solve 
your own problems.  Or, better still, make up and solve problems that use 
most of the elements of a study unit. 

 
• USE THE “SHAKEDOWN CRUISE” TECHNIQUE.  Ask another 

Marine to lend a hand by asking you questions about the course.  Choose 
a particular study unit and let your buddy “fire away.”  This technique can 
be interesting and challenging for both of you! 

 
• MAKE REVIEWS FUN AND BENEFICIAL.  Reviews are good habits 

that enhance learning.  They don’t have to be long and tedious.  In fact, 
some learners find short reviews conducted more often prove more 
beneficial. 

 
Continued on next page 
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Study Guide, Continued 

  
Tackling the 
Final Exam 

When you have completed your study of the course material and are confident 
with the results attained on your study unit exercises, take the sealed envelope 
marked “FINAL EXAM” to your unit training NCO or training officer.  
Your training NCO or officer will administer the final examination and return 
the examination and the answer sheet to MCI for grading.  Before taking your 
final examination, read the directions on the DP-37 answer sheet carefully. 

  
Completing 
Your Course 

The sooner you complete your course, the sooner you can better yourself by 
applying what you’ve learned!  HOWEVER--you do have 2 years from the 
date of enrollment to complete this course.   

  
Graduating! As a graduate of this distance education course and as a dedicated Marine, 

your job performance skills will improve, benefiting you, your unit, and the 
Marine Corps.  

  
Semper Fidelis! 
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STUDY UNIT 1 

THE AN/TSQ-227 DIGITAL TECHNICAL  
CONTROL FACILITY 

 
Overview 

 
Objectives The Digital Technical Control (DTC) facility supports the Marine Air-Ground 

Task Force (MAGTF) Command and Control Communications mission 
objectives for deployed Marine forces by providing the following: 
 
• User access  
• Circuit switching 
• Circuit multiplexing  
• Transmission multiplexing 
• Network management 
• Electronic data security 
• Manual and electronic patching 
• Digital voice order-wire capability 
 
The commercial-off-the-shelf (COTS), government-off-the-shelf (GOTS), 
and non-developmental items (NDI) make-up the components of the DTC 
facility that are housed in an S-280C/G shelter and mounted on a seven-ton 
tactical vehicle.  The DTC facility is part of the backbone of the Marine 
Corps’ digital communications network. 

 
Scope This study unit is designed to familiarize you with the DTC facility, (referred 

to as the DTC from this point forward) and provide the necessary knowledge 
and techniques to properly install and prepare it for operation. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

 
Lesson See Page 

Fundamentals  1-3 
Preparation for Operation 1-21 
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LESSON 1 

FUNDAMENTALS 

Introduction 

 
Scope The DTC consists of an S-280C/G shelter that is modified to accommodate 

technical control, ancillary equipment, and miscellaneous support items.  Two 
shelter mounted environmental control units (ECUs) provide heating and 
cooling for the shelter.  

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall how the DTC is transported. 
 
• Recall functions of the transition unit nest assembly (TUNA).  
 
• Recall the capabilities of the DTC. 
 
• Identify the two internal walls for classifying equipment. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 1-3 
Description 1-4 
Features  1-5 
DTC Operator Responsibilities 1-9 
Capacity  1-10 
Roadside Equipment  1-11 
Curbside Equipment  1-13 
Additional Equipment 1-15 
Lesson 1 Exercise 1-19 
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Description 

 
Mission  The DTC provides the Marine Corps with the capability to control the 

technical aspects of switching networks, both analog and digital, in the 
tactical environment.  

 
Purpose The DTC is designed to house all the features required to service a command 

post staff communications needs.  

 
Overall 
Dimensions 

The DTC shelter is transported mounted on a dedicated 7-Ton MK23 
Medium Tactical Vehicle Replacement (MTVR).  The DTC’s dimensions are 
listed below: 
 
• Length 180 in.  
• Width 87.50 in. 
• Height 87.20 in 
• Square 109.38 sq. ft. 
• Cube 794.79 cu. ft.  
• Weight 9,662 lbs. 

 
Configurations When set up in the operational configuration, a tent is collocated with the 

shelter and houses call service attendant positions with associated equipment, 
as well as a circuit switch management workstation. 

 
Diagram  Diagrams showing the panels on the outside of the DTC are shown below:  
 
 
 

 

 

 

 

 

Roadside 
View 

Front 
View 

Curbside 
View
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Features 

 
Operational 
Characteristics 

The DTC facilitates the management of digital and analog links, trunks, and 
circuits.  It provides the means through which the communications resources 
at a node are monitored, controlled, and managed for users.  These resources 
consist of a hybrid mixture of analog digital communications equipment.  The 
DTC is capable of interoperating with other services’ and agencies’ 
equipment throughout the Department of Defense (DoD) within the scope of 
its mission. 

 
Power 
Requirements 

The DTC system requires a 120/208 VAC, 3-phase, five-wire, 
50/60-hertz (Hz) commercial power source or a 30-kilowatt (kW) mobile 
tactical generator.  The system is designed to accept power via an existing 
camp power grid as part of a mobile electronic power distribution system. 

 
Main Functions The DTC provides five main functions: 

 
• Patching facility 
• Multiplexing 
• Circuit switching 
• Network management  
• COMSEC/TRANSEC 

 
Patching 
Facility 

The DTC allows the operator the ability to reroute circuit(s) upon equipment 
failure, or design from mission requirements.  The main patch panels the 
operator will be focused on are the COAX and loop patch panels.  Their basic 
functions are listed on the next page. 

Continued on next page 
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Features, Continued 

 
Patch Panels Patch panels within the DTC follow a specific order in their operation.  For 

example, COAX patch panels, INs are only patched to OUTs and OUTs to 
INs.  This principle holds true throughout the patch panels.  The equipment 
interfaces are wired to the Group Patch Panels (GPPs) as Send-Odd Receive-
Even (SORE). 
 
Patch panels provide break access and monitoring capabilities for the Single 
Row Nest loop subscriber interface.  Patch panels are labeled 1 through 15 for 
the first set of panels and 16 through 30 for the second set of panels. 

 
Loop Patch 
Panel (LPP) 

The LPP signal entry panel is used for interfacing 2/4/6 wire circuits from the 
commercial circuit switch (CCS), and the tactical circuit switch (TCS) also 
known as the compact digital switch (CDS).  A diagram of a loop patch panel 
is shown below: 

 
 
 
 
 
 
 
 

 
COAX Patch 
Panel 

The COAX patch panel provides an interface from the coaxial cables signal 
entry panel to the shelter and the various switching equipment.  A diagram of 
the COAX patch panel is shown below: 

 
 
 
 
 
 
 
 
 

Continued on next page 
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Features, Continued 

 
Multiplexing Multiplexing is sending multiple signals or streams of information on a 

carrier at the same time in the form of a single complex signal and then 
recovering the separate signals at the receiving end.  In analog transmission, 
signals are commonly multiplexed using frequency-division multiplexing 
(FDM) in which the carrier bandwidth is divided into subchannels of different 
frequency widths, each carrying a signal at the same time in parallel. 
 
In digital transmission, signals are commonly multiplexed using time-division 
multiplexing (TDM), in that the multiple signals are carried over the same 
channel in alternating time slots. 
 
The DTC provides multiplexing of both line and trunk circuits.  Digital 
equipment dominates the DTC so you must be aware of the 
MASTER/SLAVE equipment settings connected to it to prevent loss of 
services.  The DTC will usually provide master timing.   

 
Circuit Switch 
Function 

The DTC is equipped with two switchboard systems: 

• Compact Digital Switch (CDS) (tactical telephones) - Tactical Circuit 
Switch (TCS) 

 
• REDCOM ISDN Gateway Exchange (IGX) [Plain old telephone service 

(POTS) and integrated services digital network (ISDN) capable terminals] 
 
The REDCOM IGX is otherwise known as the commercial circuit switch 
(CCS).  

 
Network 
Management 

The DTC is heavily reliant on the computerized control of all the subsystems 
being used to provide communications services.  The DTC manages these 
subsystems with the use of panaview and HP openview applications.  

Continued on next page 
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Features, Continued 

 
COMSEC/ 
TRANSEC 

The DTC is also capable of protecting the data signals from unauthorized 
monitoring.  Both line and trunk circuits are encrypted with various controlled 
cryptographic items (CCI) operating in the DTC system.  
 
The items responsible for line encryption are grouped together in the 
transition unit nest assembly (TUNA).  Additional items such as the KIV-7 
and KY-57 also perform circuit encryption for trunks and the order wire 
function.  The KY-68 DSVT completes line encryption on the subscriber’s 
end of the line.   
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DTC Operator Responsibilities 

 
Operator/ 
Maintainers 

The DTC table of organization (T/O) calls for Marines of various military 
occupational specialty backgrounds.  Primarily, the DTC is managed by the 
technical controller (MOS 2823), but switchboard operator Marines (MOS 
0614 or Skill Designator 0618), and call service attendants/field wireman, 
(MOS 0612) may find themselves attached to units that operate the DTC.  

 
Tasks The DTC team is required to perform specific functions in its employment. 

These tasks are listed below: 
 
• Operating the DTC to include set-up and tear-down 
• Initializing and configuring application software 
• Installing, setting up, and configuring all components of the DTC 
• Monitoring system operation and network performance 
• Fault isolating using Built-in-Test (BIT)/Built-in-Test-Equipment (BITE) 

and General Purpose Test Equipment (GPTE) 
• Restoring system and application software 
• Removing and replacing failed LRUs 
 
Note: The technical controller is responsible for the management of the 

entire DTC system, but the switchboard operator must be well versed 
with the DTC to promote smooth operation. 
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Capacity 

 
Services The DTC can provide service to satisfy several operational taskings.  It is 

designed to fit four main criteria; it must be flexible, robust in its applications, 
provide multiplexing, and trunking to transmission and outside 
communications nodes.  For purposes of this course, the switchboard 
equipment (CDS and REDCOM IGX) is the focus of the DTC’s service 
provided. 

 
Total Loop By combining the Single Row Nest (SRN) of the CDS and the REDCOM 

IGX eight Modular Switch Units (MSU), the switchboards can provide a total 
of 520 total subscribers.  
 
Note: These switchboards are covered in detail in Study Units 2 and 3 of this 

course. 

 
Total Trunk The DTC provides access for up to 12 external Digital Trunk Groups (DTG) 

(which all can be secured) or 12 T1 circuits (combinations increments of 
two). 

 
Total Loop 
Patch Panel  

The loop patch panel contains thirty jack strips with 48 PJ-831 details.  A jack 
detail provides for normal through line to equipment with monitor jacks. 
Patch cords, plugs, and special purpose test cables accompany the DTC. 

 
Signal Entry 
Panels 

The DTC signal entry panels contain the connectors for interfacing 
equipment.  The DTC contains the following types of cable connectors: 
 
• (45) CX-11230 COAX connectors 
• (9) Fiber Optic Modem(FOM) CX-13295 connectors  
• (45) CX-4566 26 pair connectors  
• (12) T-1 connectors 
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Roadside Equipment  

 
Introduction The DTC equipment classification is dispersed on two internal walls:  

roadside and curbside.  There are six equipment racks along the roadside wall 
of the DTC numbered A1 through A6.  The items of note found on the 
roadside of the DTC are 
 
1  Power control panel 
2  Uninterrupted power supply (UPS) 
3  Local call service position 
4  Local workstation 
 
Note:   The DTC is a highly complex communications system.  For 

simplicity, we will only be focusing on portions directly pertaining to 
the scope of this course. 

 
Diagram A diagram of the roadside equipment is shown below and a list of functions 

follows on the next page. 
 

 

 

 
 

 

 

 

 

 

 

 

Continued on next page 
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Roadside Equipment, Continued 

 
Functions The table below describes the parts and their functions for the roadside 

diagram on the previous page. 
 

Item Part Function 
1 Power Control Panel The power control panel controls, distributes, and 

monitors prime AC and DC power in the DTC shelter.  
The panel is separated into two sections, the power 
control and the circuit breaker sections.   
 
The power control section contains circuit breakers, 
current and frequency meters.  
 
The circuit breaker section contains:  Uninterruptible 
Power Supply (UPS) AC input and output circuit 
breakers; UPS maintenance bypass switches; a remote 
workstation circuit breaker; circuit breakers for 
equipment racks, outlet strips, and utility outlets for 
both roadside and curbside locations; and utility outlets. 

2 Uninterrupted Power 
Supply (UPS) 

The UPS provides emergency backup power upon loss 
of the primary power source.  It can handle its assigned 
critical loads for a period of 20 minutes.  It will provide 
10 minutes of backup power to its workstation loads to 
allow the operator to initiate an orderly shutdown of the 
workstations.   

3 Local Call Service 
Position (LCSP) 

The CCS LCSP allows the DTC operator to provide 
directory and calling assistance to all DTC subscribers.  
The CCS LCSP is a REDCOM 160-button flat panel 
dispatch console.  

4 Local Workstation  
(L-WS) 

The L-WS provides the DTC operator the capability to 
manage and configure all controllable items of 
equipment in the DTC.  The workstation is a Sun 
Ultra10 workstation model, with trackball and an 18-
inch monitor flat panel display.  
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Curbside Equipment  

 
Introduction The second group of DTC equipment is mounted on the curbside wall 

containing six equipment racks numbered A7 through A12.  The items of note 
found on the roadside listed below are: 
 
1 Transition Unit Nest Assembly (TUNA) 
2  Loop patch panels 
3  Compact Digital Switchboard (CDS) 
4  Modular Switching Units (REDCOM) 

 
Diagram A diagram of the curbside equipment is shown below and a list of functions 

follows on the next page. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Continued on next page 
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Curbside Equipment, Continued 

 
Functions The table below describes the parts and their functions for the curbside 

diagram on the previous page. 
 

Item Part Function 
1 Transition Unit Nest 

Assembly (TUNA) 
Each assembly contains one KGX-93 Automatic 
Key Distribution Center (AKDC) and eight KG-82 
Loop Key Generator (LKGs).  The AKDC 
interfaces with the LKGs and provides automatic 
key generation, distribution, and storage for the 
DTC.  Under TCS control, the AKDC and LKGs 
provide the crypto synchronization, 
resynchronization, and key transfers necessary to 
provide end-to-end encrypted digital traffic between 
local DSVTs and across the network. 

2 Loop Patch Panels There are EQUIPMENT and LINE patches that are 
normal-through connected and a MONITOR jack 
that bridges the LINE jack.  Inserting a patch cord 
into either the EQUIPMENT or LINE jack breaks 
the normal-through connection and provides access 
to the patched side of the circuit. 

3 Compact Digital 
Switchboard (CDS) 

Provides legacy telephone services to DTC 
subscribers, interfaces to Tri-services Tactical (TRI-
TAC) and Mobile Subscriber Equipment (MSE) 
networks, and COMSEC Parent Switch (CPS) 
support for COMSEC Subordinate Switches (CSS) 
such as the SB-3865. 

4 Modular Switching 
Units (REDCOM) 

Provide Integrated Services Digital Network (ISDN) 
and commercial services to DTC subscribers and 
interfaces to the Defense Switched Network (DSN), 
newer commercial-based tactical switches, and 
commercial networks.  The CCS consists of eight 
Modular Switching Units (MSUs). 

 
Additional 
Components 

The DTC has the following additional equipment stored internal to the shelter 
when packed for embarkation or movement necessary for operation and 
troubleshooting: 
 
• Remote Workstation 
• Fault Assistance Module (FAM) Kit 
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Additional Equipment 

 
Remote 
Workstation 

The remote workstation contains four components that control the DTC from 
outside the shelter.  These components are listed below: 
 
• Transit case 
• Workstation host 
• Remote call service position (RCSP) 
• Modular dispatch console (REDCOM) 

 
Diagram and 
Functions List 

A diagram of the remote workstation equipment and a list of their functions 
are shown below: 

  

                  
   
 

Item Part Function 
1 Monitor Allows user interface 
2 Ethernet Hub Provides connection to the DTC 
3 Dial Up Modem Provides connection to the DTC 
4 Processor Coordinates all functions of the DTC 
5 Signal Entry Panel Provides connections for Ethernet, Dial up and Short 

haul modems 
6 Power Entry Panel Provides power to remote workstation 
7 Short Haul Modem Provides connection to the DTC 
8 Transit Case Houses and protects items during movement 

Continued on next page 
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Additional Equipment, Continued 

 
Remote Call 
Service Position 
(RCSP) 

When the remote workstation is employed, the Remote Call Service Position 
(RCSP) is also used.  It controls all CDS operator call service functions.  
Diagrams of the front and rear views are shown below:  
 
Note: The remote call service position will be covered in more detail in 

Study Unit 2, Lesson 2. 
 

      

  

      

        
 
 

Continued on next page 
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Additional Equipment, Continued 

 
Modular 
Dispatch 
Console  

The modular dispatch console is used to perform the operator function on the 
REDCOM along with the RCSP.  A diagram of the modular dispatch console 
is shown below: 
 
Note:  The remote call service position will be covered in more detail in 

Study Unit 3, Lesson 1. 
 

       

Continued on next page 
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Additional Equipment, Continued 

 
Fault 
Assistance 
Module (FAM) 
Kit 

The DTC facility is fielded with a FAM Kit to assist the technical controller.  
The kit contains a set of “known good” circuit cards to use when 
troubleshooting the tactical circuit switch. 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 4 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1 The DTC facility is transported mounted on a  _________ vehicle. 

 
a. MK23 
b. M813 
c. M808 
d. M23 

 
Item 2 The transition unit nest assembly controls what specific function of the DTC 

system? 
 
a. Transmission security 
b. Timing 
c. Multiplexing 
d. Line encryption 

 
Item 3 The DTC’s trunk capability can provide ____ total trunk lines for the TCS. 

 
a. 16 
b. 12 
c. 10 
d. 9 

 
Item 4 The DTC is dispersed by two internal walls: ___________ and curbside. 

 
a. operator  
b. technical  
c. roadside 
d. internal 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 a 1-4  
2 d 1-8 
3 b 1-10 
4 c 1-11 

 
Summary In this lesson, you have learned the description, features and capabilities and 

internal components that comprise the DTC.  In the next lesson, you will 
learn how to prepare the DTC for operation.    
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LESSON 2 

PREPARATION FOR OPERATION 

Introduction 

 
Scope Before any operation can begin, the DTC must first be “made ready.”  Along 

with the advanced communications capabilities of the DTC, comes the 
required ancillary equipment necessary for proper operation.  This equipment 
greatly enhances the DTC operating team effectiveness.   

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall maximum cable length for the remote workstation. 
 
• Identify the grounding points of the DTC. 
 
• Recall the purpose of the power entry panel. 
 
• Recall the precautions when applying power to the DTC system. 
 
• Identify the various signal entry panels. 
 
• Recall the workstation operating software commands. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 1-21 
Site Selection 1-22 
Ground Points 1-23 
Power Entry Panel 1-24 
Applying Power 1-25 
Roadside Signal Entry Panel 1-28 
Curbside Signal Entry Panel 1-29 
Remote Signal Entry Panel 1-30 
Workstation Operating Software 1-31 
Lesson 2 Exercise 1-34 
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Site Selection 

 
Criteria When selecting the site to operate the DTC, you need to determine if it will be 

operated within the DTC shelter or by using the Remote Workstation (R-WS) 
and Remote Call Service Position (RCSP).  If operating from a site outside 
the DTC, several factors must be considered before its set-up.  These factors 
include: 
 
• Power requirements. 
• Grounding requirements. 
• Distance of the RWS and RCSP from the DTC. 
• External shelter considerations; tent/hardstand building; environmental 

control measures. 
• Trunk and subscriber cables need to be made to the Signal Entry Panel 

(SEP) of the DTC. 
 
Note: The remote operation site must not exceed the 40-foot remote 

workstation cable length.    

 
Environmental 
Control 
Measures 

The DTC circuitry is very susceptible to extreme temperatures, moisture, and 
dust.  Special care must be taken to prevent any unfavorable conditions when 
operating the DTC.  The main concern is ensuring the DTC circuitry is never 
in danger of overheating.  The DTC is equipped with two environmental 
control units (ECU).  The ECUs are mounted side-by-side on the rear of the 
shelter that channel air between the equipment racks and walls of the DTC.  
The ECU control panel is located on the interior curbside wall of the DTC.  A 
diagram of the ECU location is shown below: 

ECUs 
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Ground Points 

 
Proper 
Grounding 

Proper grounding protects personnel and equipment from harm or damage.  
Grounding provides current a path for protective devices such as circuit 
breakers, fuses, lightning arresters, and surge or transient protectors to 
function properly.  With proper grounding, harmful currents are either 
interrupted or diverted over intentional conductive paths to earth by these 
devices.  Static electricity’s potentially disastrous effects are also prevented 
by proper grounding practices.  The DTC has two main grounding points:  
 
• Internal (chassis ground) 
• External (earth ground) 

 
Internal When operating from the DTC shelter, internal wiring grounds the equipment 

to the chassis of the DTC.  The chassis then provides a common ground point 
for all internal equipment, thus protecting the operators.  The operator is not 
required to modify any chassis ground connections before or during 
operation. 

 
External The grounding stud (E1) is located on the power entry panel (PEP) and the 

signal entry panels (SEP).  Below is a diagram of the location of the PEP 
external ground point. 
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Power Entry Panel 

 
Description The power entry panel provides a connection for an external power source.  It 

also filters incoming power to the power distribution panel located on the 
van’s interior equipment rack. 

 
Power Supply The DTC requires power from an external source.  It can operate either from a 

generator or house power depending on your site configuration.  The DTC 
equipment receives power from the internal wiring of the DTC.  Power is 
connected to the power entry panel (PEP) on the exterior of the van shown in 
the diagram below: 

 

                                       

 
Power Cables The DTC is equipped with three power cables:  two 50-foot barrel connector 

cables and one 10-foot power stub.  The power stub makes a connection 
between the power entry panel and the power cable.  
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Applying Power  

 
Safety 
Precautions 

Before any power is applied to the DTC, a few simple, but important steps 
must be followed as shown in the table below: 

 
Step Action 

1 Double-check all cable connections (power and ground). 
2 Ensure correct power is being supplied. 
3 Ensure all power control circuit breakers are in OFF position. 
4 Ensure all equipment circuit breakers are in OFF position. 

 
Power Control 
Section 

The power control section contains:  a main, 3-phase AC circuit breaker; AC 
and DC control voltage circuit breakers; phase-sensitive voltage, current, and 
frequency meters.   

 
Apply Power After you are confident the DTC is ready for power, place the power control 

panel circuit breaker in the ON position. 

Continued on next page 
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Applying Power, Continued 

 
Prioritize 
Initialization 

The DTC’s several communications systems all require power to operate.  
Some items require power before others can be operated or managed.  This 
priority of initialization only applies to the workstation and the Automatic 
Key Distribution Center (AKDC) of the TUNA for wireline encryption.  
Below is a diagram of the AKDC.  

 

                                           
   

  
Power Up 
AKDC 

Below is the basic sequence for applying power to the AKDC. 

 
Step Action 

1 Place the power switch in the ON position.   
2 Set AKDC NORM/ZEROIZE switch to ZEROIZE position. 

3 On the AKDC, follow the bouncing light (Alarm/Random) until 
the red and yellow lights go off. 

4 Place the NORM/ZEROIZE switch in the NORM position. 

Continued on next page 
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Applying Power, Continued 

 
TUNA 
Applications 

There are two HGF-93 TUNAs (TUNA 1, TUNA 2) that comprise part of the 
TCS COMSEC module.  Each assembly contains one KGX-93 AKDC and 
eight KG-82 LKGs.  The AKDC interfaces with the LKGs and provides 
automatic key generation, distribution, and storage for the DTC.  Under TCS 
control, the AKDC and LKGs provide the crypto synchronization, 
resynchronization, and key transfers necessary to provide end-to-end 
encrypted digital traffic between local DSVTs and across the network. 
 
Note: Further steps for configuring the KG-82 and can be found in TM 11-

5805-804-13&P, but are outside of the scope of this lesson. 

 
Loop Key 
Generator 
(LKG) 

A diagram of the LKG is shown below: 
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Roadside Signal Entry Panel 

 
Description The roadside signal entry panel contains two types of cable connectors: 

 
• COAX 
• Fiber Optic 

 
Diagram A diagram of the roadside signal entry panel is shown below: 
 

 

 
COAX Signal 
Entry Panel 
(CXSEP) 

There are four COAX Signal Entry Panels.  CXSEP 1, 2, and 3 each provide 
12 CX-11230 dual coaxial cable connections.  CXSEP 4 provides only 9 CX-
11230 connectors for a total of 45 coaxial cable connections.   

 
Fiber Optic 
Cable Signal 
Entry Panel 
(FOSEP) 

The FOSEP provides an interface for fiber optic transmission system signals.  
The SEP consists of nine MD-1272/G FOMs that convert Conditioned 
Diphase (CDI) or Non-Return to Zero (NRZ) signals to a fiber optic interface.  
The SEP provides interfaces to CX-13295 cables.  The FODEP is also located 
on the roadside portion of the DTC. 
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Curbside Signal Entry Panel 

 
Description The curbside signal entry panel provides connections to two types of 

connectors:  
 
• Loop Signal Entry Panel (CX-4566 hybrid connector)  
• T1 Signal Entry Panel (binding post connector) 

 
Diagram A diagram of the curbside signal entry panel is shown below: 
 
 

            

 
Loop Signal 
Entry Panel 
(LSEP) 

The loop signal entry panel is used to connect tactical and commercial 
subscribers to the DTC.  LSEPs 1, 2, and 3 each have 15 MS “MIL SPEC” 
connectors for a total of 45 (26 pair) Hermaphroditic Optical Connector 
(HOC) cables.   

 
T1 Signal Entry 
Panel (T1SEP) 

The T1 SEP provides a point for 12 T1 circuits to enter or exit the DTC.  The 
T1SEP also provides a connection point for the DTC GPS antenna. 
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Remote Signal Entry Panel 

 
Description The remote signal entry panel  (RSEP) contains connection points for the 

remote workstation.  The RSEP has the following connectors: 
 
• 1 MS connector 
• 48 binding posts wired in parallel 
• 3 LAN connectors  

 
Diagram A diagram of the remote signal entry panel location is shown below: 
 

  

 
Function The RSEP is located on the rear exterior shelter wall of the DTC.  It is used to 

extend circuits and remote operator functions from the DTC shelter into an 
external operating shelter.  It provides connectively for the R-WS, external 
Local Area Networks (LANs), and Remote CSP (RCSP) all of which are 
found in the R-WS. 

 

Remote 
Signal 
Entry 
Panel 
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Workstation Operating Software 

 
Sun 
Workstation 
On-Line 
Operational 
Program 
(SWOLOP) 

The DTC workstation operates on a highly complex program designed to 
operate multiple applications of a communications system.  The software is 
known as the Sun Workstation On-Line Operational Program (SWOLOP).  
Basic familiarization of SWOLOP will provide you with an understanding of 
how the CDS and REDCOM switchboards are managed by the DTC.  

 
Local or 
Remote 
Workstation 
(L-WS)/(R-WS) 

Both workstation configurations will display the same start-up messages and 
prompts.  Follow the steps in the table below when preparing the workstation 
(local or remote) for operation.  
 

 
Step Action 

1 Turn on workstation power switch. WS power indicator lights, and 
WS perform a start-up test.  Results will be displayed on monitor. 
(Message will be displayed to prompt the operator to log-in.)   

2 Type user ID and press enter. 
3 Type password and press enter. 

 
Workstation 
Monitor 
Display 

The DTC workstation will display both the system main window and control 
panel window after successful workstation initialization.  Main menu will 
consist of the following commands: 
 
• System 
• Network Management 
• Utilities 
 
Note: The scope of this lesson will only discuss Network Management.  The 

Utilities command appears again under a second heading on page 1-
36, but is part of the Workstation Operations Menu. 

 
Network 
Management 

At main menu, select network management, and then select CDS 
management.  This function focuses the operator on CDS specific actions. 
 
Note:  The operator must connect the SWOLOP software to the CDS to allow 

any command input. The messages “SWOLOP has connected to 
Switch Unit A” and “SWITCH PROCESSOR OFFLINE” are the two 
main messages the operator will receive to indicate the system is ready. 

Continued on next page 
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Workstation Operating Software, Continued 

 
Menu 
Commands 

The workstation operation is the overall command heading for workstation 
operation commands/functions.  Workstation operation functions include the 
following: 
 
• Configuration 
• Utilities 
• Displays Active Windows 
• Restart SWOLOP 
• Shutdown SWOLOP 

 
Configuration The SWOLOP software has four configurations for the operator to process: 

 
• Automatic System Log Set-up:  Allows the operator to configure when the 

system automatically saves the system log.  This command is used to 
select whether or not to save the system log on workstation shutdown, 
restart, or at predefined time and size intervals.  

 
• Enable/Disable Alert Audible:  Allows the operator to turn the audible 

tone on or off for the status alerts. 
 
• Enable/Disable RSMI:  The Remote Solider Machine Interface (RSMI) 

command provides the operator with the ability to change the enabled or 
disable status of the remote Man-Machine (MAMA) function. 

 
• Start/Shutdown Remote Workstation:  Allows the operator to start or shut 

down access for a remote workstation. 

 
Utilities The utilities feature provides access to the file maintenance command.  File 

maintenance provides the operator the ability to display the directories and/or 
files within another directory.  The operator can display the directory and its 
associated files; copy files; copy specific files from or to a floppy disk; copy 
the system disk; delete files; install workstation software; initialize a floppy 
or load disk; and eject a floppy disk or CD-ROM. 

Continued on next page 
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Workstation Operating Software, Continued 

 
Directory 
Display 

When a source or destination device is selected, the list of the highest-level 
directories and files will be displayed in the corresponding directory display, 
and the following soft buttons will be activated: 
 
• System Disk:  Copy and Delete 
• Load Disk:  Copy, Delete, and Initialize 
• Floppy Disk:  Copy, Delete, Eject (Source), and Initialize 
• CD-ROM:  Copy, Install, and Eject (Source) 
• EEPROM:  Copy, Delete, and Initialize 
• Floppy Disk:  Eject (Destination) 

 
Displays Active 
Windows 

This feature allows the operator to display a list of all active windows and to 
select a window to be brought to the foreground.  When a window in the list 
is highlighted and “select” is chosen, the window opens. 

 
Restart 
SWOLOP 

This feature provides the operator the ability to restart SWOLOP from the 
main menu.  Upon selection from the main menu, SWOLOP will be restarted. 

 
Shutdown 
SWOLOP 

This feature provides the operator the ability to shut down the SWOLOP 
software in preparation of shutting down the workstation.    
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 8 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1 During the site selection process, it is determined the remote workstation (R-

WS) will be used. What is the maximum distance the R-WS can be from the 
DTC? 
 
a. 20 ft. 
b. 40 ft. 
c. 50 ft. 
d. 100 ft. 

 
Item 2 One of the DTC external ground point _____ is located on the power entry 

panel. 
 
a. GD 1 
b. P1 
c. E1 
d. EE 

 
Item 3 The power ________ panel provides a connection for an external power 

source. 
 
a. supply 
b. receiver 
c. connection 
d. entry  

 
Item 4 When applying power to the DTC, ensure the circuit breakers are in the 

______ position for all DTC equipment. 
 
a. on 
b. off 
c. ready 
d. break 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Item 5 The DTC roadside signal entry panel has four coax signal entry panels 

(CXSEP) that contain a total of _____ coax connectors. 
 
a. 15 
b. 30 
c. 33 
d. 45 

 
Item 6 The DTC curbside signal entry panel has three loop signal entry panels 

(LSEP) that contain a total of ____ connectors. 
 
a. 15 
b. 20 
c. 30 
d. 45 

 
Item 7 The DTC remote signal entry panel provides connections for the 

______________ and remote CSP. 
 
a. local workstation 
b. remote call service position 
c. remote workstation 
d. environmental control unit  

 
Item 8 Workstation operation functions include the following commands: 

Configuration, _________, Displays Active Windows, Restart SWOLOP, and 
Shutdown SWOLOP. 
 
a. File Management 
b. Security 
c. Supervisor 
d. Utilities  

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 b 1-22 
2 c 1-23  
3 d 1-24 
4 b 1-25 
5 d 1-28 
6 d 1-29 
7 c 1-30 
8 d 1-32 

 
Summary In this lesson, you have learned the proper workstation initialization and 

workstation operations commands.   
 
In the next study unit, you will be introduced to the fundamentals of the CDS 
and its associated equipment.   
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STUDY UNIT 2 
 

COMPACT DIGITAL SWITCH  
 
Overview 

 
Introduction The advancement of tactical switchboard technology has allowed the 

development of communication devices to have greater operational 
capabilities than ever before.  Commanding officers now have the ability to 
place telephone calls from austere conditions to office spaces at the rear of the 
battlefield just as if they were sitting in garrison.  One device that makes this 
possible is the GDC4 Compact Digital Switch (CDS).  When this device is 
coupled with the single row nest, this becomes a system known as the 
Tactical Circuit Switch (TCS) and is housed and operated from the AN/TSQ-
227 Digital Technical Control (DTC) van. 
 
The DTC provides the signal cable connections, power requirements, and 
COMSEC devices required to properly operate the CDS.  Reference to the 
DTC will be made throughout the study unit as it relates to the operation of 
the GDC4 CDS, or simply the CDS.   

 
Scope This study unit is designed to provide the necessary knowledge needed to 

identify components and techniques to properly operate and troubleshoot the 
GDC4 CDS. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

 
Lesson See Page 

Fundamentals  2-3 
Operation 2-23 
Troubleshooting 2-59 
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LESSON 1 

FUNDAMENTALS  

Introduction 

 
Scope The compact digital switch (CDS) is the smallest, most advanced tactical 

trunk switch available.  It employs state-of-the-art technology, compatible 
with legacy telephone services networks.  The CDS allows for operation 
when mounted in the DTC or in a transit case for external operation.   
 
This lesson introduces you to the CDS and provides you with the knowledge 
needed to prepare it for operation.   

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall capabilities of the CDS. 
 
• Recall configuration requirements of the CDS. 
 
• Identify equipment needed to operate CDS. 
 
• Identify equipment used to connect subscribers to the CDS.  

Continued on next page 
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Introduction, Continued 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-3 
Description 2-5 
Controls, Indicators, and Connectors 2-6 
Single Row Nest  2-9 
Litton CCAs 2-11 
Common Equipment CCAs 2-13 
Configurable Slot CCAs 2-16 
Remote Call Service Position 2-17 
RCSP Installation Requirements  2-19 
Subscriber Requirements 2-20 
Lesson 1 Exercise 2-21 

 



MCI Course 0614 2-5 Study Unit 2, Lesson 1 

Description 

 
Features The CDS is modular, scalable, flexible, rapidly deployable, and possesses 

fully interoperable-features.  Local and remote workstations for internal and 
external shelter operation accompany the CDS when mounted in the DTC 
van.  Features of the CDS system are listed below: 

 
Feature  Description 

Compact Digital 
Switch 
Design 

Rack-mounted, non-redundant, COMSEC parent, digital 
switch unit which provides full interoperation with existing 
TRI-TAC and mobile subscriber equipment (MSE) tactical 
systems 

Commercial 
Access  

Capable of supporting a T1 Group interface 

Visual Error 
Indicators 

Circuit cards feature built-in tests to determine faulty 
operation and Light Emitting Diodes (LEDs) to warn of 
failed components 

System-level 
Diagnostics 

Built-in self-test features of main processor 

System Planner 
Flexibility 

Off-line creation of switch database loaded from floppy disks

 
Capabilities The capabilities of the CDS make it suitable to support the current U.S. 

strategies concerning global force protection.  The CDS system provides 
 
• A single row nest (SRN) for up to 120 individual loops 
 
• Support for up to 12 DTGs at channel rates of 16 or 32 kbps 
 
• Combined advanced commercial features with tactical interoperability 
 
• Up to four stored databases 
 
• Enhanced Switch Operations Program (ESOP) software, with a graphical 

user interface that aids the switch operator during database development 
and troubleshooting 

 
• Seven Trunk Encryption Devices (TEDs) (KIV-19) that provide 

transmission security 
 
• Timing by Global Positioning System (GPS) station clock 
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Controls, Indicators, and Connections 

 
Front Panel The CDS front panel contains operating controls and indicators and a display 

for the Digital Voice Orderwire (DVOW).  A diagram of the front panel is 
shown below and an explanation of each callout is found on the next page. 

 

Continued on next page 
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Controls, Indicators, and Connections, Continued 

 
Description The front panel provides status indicators and switches for general control of 

the CDS as shown in the table below.  
 

Item Part Function 
1 SUMMARY FAULT indicator Lights to indicate a failure internal to the 

CDS. 
2 FAN FLT/OV TEMP lamp Lights to indicate the fan failed, or the 

internal temperature is out of tolerance 
range. 

3 LAMP-ALM TST/RESET switch Tests the indicator and audible alarm or 
shuts off the audible alarm. 

4 VOLUME control Adjusts the volume of the audible alarm. 
5 POWER ON/OFF Switch Applies or removes source power to the 

CDS.  The POWER indicator will 
illuminate when power is applied. 

6 EUB INITIATE pushbutton Initiates the Essential User Bypass (EUB) 
function; the toggle switch places the 
CDS in the EUB or normal mode. 

7 Control Display Unit (CDU) Displays the command/status for the 
Digital Voice Order Wire (DVOW) 
function.  Keypad is used to enter the 
commands and generate database 
information for DVOW function. 

8 PROCESSOR display  (diagnostic 
codes) 

Used to indicate operational levels of the 
processor. 

9 AUTO/MANUAL PROGRAM 
LOAD selector 

Used to select method of load instruction. 

10 LOAD pushbutton Used to initiate a load instruction. 

11 RESTART switch Used to initiate a restart condition or 
instruction.  (Used for checkpoint dumps 
only.) 

12 ACTIVE/STDBY/ 
OFFLINE indicator 
(green)/(yellow)/(red) 

Used to indicate current state in which the 
processor is functioning: 
Green = Active 
Yellow = Stand By 
Red = Off Line 

13 PROCESSOR:  PROGRAM TEST 
Thumbwheels 

Used to select location of the processor 
that will be used for information input or 
output. 

Continued on next page 
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Controls, Indicators, and Connections, Continued 

 
Rear Panel The rear panel of the CDS houses all the connectors for system interfaces 

when the CDS is installed in the DTC.  It has connectors for power, 
grounding, I/O functions, and COMSEC functions.  The cooling vent is also 
on the rear panel.  Generally, operators do not need to be concerned with the 
CDS rear panel since it is normally housed within the DTC. 
 
Below is a diagram of the CDS rear panel. 

 

Continued on next page 
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Single Row Nest  

 
Description The single row nest (SRN) is a rack-mountable, digital multiplexer used to 

provide up to 120 individual loop and trunk line interfaces.  The tactical 
circuit switch (TCS) is comprised of the CDS and the SRN.  The SRN can 
accommodate up to 39 circuit card assemblies (CCAs), with six slots (17 
through 22) being configurable to mission requirements.  It also contains a 
power supply, cooling fan, low speed detector switch, and over temperature 
switch. 

 
Functions The SRN is divided into three sections:  litton, common equipment, and 

configurable slots.  It provides a variety of services through the installation of 
different Digital Line Termination Units (DLTUs).  The DLTUs are 
interchangeable and depict what subscriber equipment is being used: 
 
• Diphase Loop Modem-A (DLPMA) (most commonly used CCA) 
• 4-Wire Line Termination Unit (4WLTU) 
• 2-Wire Line Termination Unit (2WLTU) 
• Multi-frequency Line Termination Unit (MFLTU) 
• 20-Hertz Closure Line Termination Unit (TCLTU) 
• NATO Interface Line Termination Unit (NILTU) 
 
The SRN interface also accommodates external loop and trunk interfaces for 

 
• Subscriber-to-subscriber calls 
• Subscriber-to-network calls 
• Network-to-subscriber calls 
• Network-to-network calls 
 
Below is a block diagram of the SRN and associated card compliment. 

 
 
 
 
 
 
 
 
 
 
 

Continued on next page 
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Single Row Nest, Continued 

 
Circuit Card 
Assembly 
Configuration 

The table below provides details for each type of circuit card assembly used 
within the SRN. 

 

 
Configuration 
Kit  

The configuration kit contains circuit cards that can be used to configure the 
SRN to interface with various equipment for specified missions.  The table 
below lists the card types and the quantity in the configuration kit. 

 
Card  Qty 

Diphase Loop Modem-A 6 
20-Hertz Closure Line Termination Unit 3 
Multi-Frequency Line Termination Unit 3 
4-Wire Line Termination Unit 3 
NATO Interface Line Termination Unit 2 
T1 CEPT 2  1 
Digital Transmission Group Signaling Module 1 

 

Card Type Part Number Card 
Qty 

Ckts/ 
Card 

Total 
Ckts 

Interface Example Network Connections Config. 
Kit 

DLPMA SME820423-3 24 4 96 4w Dig. Subscriber  DSVT, DNVT, SB-3865, SEN  
2WLTU SME822724-3 6 4 24 2-wire Subscribers, 

Tactical Telephones 
(Common Battery) 

2-wire, STU-III, TA-838,   

DTGSM 06-2754400-2 4 2 8 Digital Transmission 
Group (w/Common 
Channel Signaling) 

AN/TTC-42, SB-3865, TRI-TAC, 
STEP 

 

T1CEPT2 06-27554043-1 2 2 4 T1/E1 Commercial CS, Commercial 
transmission, TDC, STEP 

 

        
DLMPA SME820423-3 6 4 24 4w Dig. Subscriber  DSVT, DNVT, SB-3865, SEN Yes 
4WLTU SME822727-2 3 4 12 4-wire PABX, 4-wire 

Analog 
4-wire Analog (TA-838), 4-wire 
PABX (SB-3614) 

Yes 

NILTU SME822891 2 2 4 NATO STANAG 5040 NATO Yes 
T1CEPT2 06-27554043-1 1 2 2 T1/E1 Commercial CS, Commercial 

transmission, TDC, STEP 
Yes 

TCLTU SME822879-3 3 2 6 2w DCO, 20-MHz 
Ringdown 

2-wire DCO, TA-312 Yes 

DTGSM 06-2754400-2 1 2 2 Digital Transmission 
Group (w/Common 
Channel Signaling) 

AN/TTC-42, SB-3865, TRI-TAC, 
STEP 

Yes 

MFLTU SME822632-3 3 2 6 4-wire SF Trunks (types 
34 & 36) 

SB-3865, SB-3614, DSN, 
Commercial Office 

Yes 
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Litton CCAs 

 
Control 
Function 

There are six types of circuit card assembly (CCAs) in the SRN that control 
switching functions: 
 
• Multiplexer/Demultiplexer (MXDMX) Card 
• 4:1 Multiplexer (4/1 Mux) Card 
• Transmission Group Module/Orderwire (TGMOW) Card 
• Group Modem (GPMDM) Card 
• Timing Generator (TIMTG) Card 
• 20 Hertz Generator (20RNG) 

 
Multiplexer/ 
Demultiplexer  
Card 

The MXDMX uses time-division multiplexing to interleave 8, 9, 16, 18, 32, 
or 36 channel groups into a single data stream. 

 
4:1 Multiplexer 
Card 

The 4:1 MUX combines the outputs of the four MXDMX CCAs in the SRN 
into a single data stream, which is then sent to the TGMOW CCA and then 
the GPMDM CCA.   
 
The 4:1 MUX card built-in test equipment (BITE) LED located on the card 
edge shows BITE input from all the other individual functions in the SRN 
except for those from the DLTUs and the 20RNG CCAs. 
 
Cable length dipswitches determine the cable length setting for the group 
modem function.  The cable length is normally set for 0-100 feet.  Group rate 
switches are used to select the group rate for the SRN.  The group rate is 
normally set for 4608 kb/s with a 32 kb/s loop rate. 

 
Transmission 
Group 
Module/Order
Wire Card 

A transmission group module circuit and an engineering orderwire signal 
processor circuit provide time buffering and frame synchronization for the 
multiplexed bit stream.  The circuit also provides an external balanced non-
return to zero (NRZ) base band signal for use in cryptographic or other 
terminal equipment. 

 
Group Modem 
Function 

The group modem (GPMDM) card consists of high-speed modulator and 
demodulator circuits, timing circuits, cable equalization circuits, and fault 
circuits. 

Continued on next page 
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Litton CCAs, Continued 

 
Timing 
Generator 
Card 

The timing generator card (TIMTG) generates local timing or recover clock 
from the group modem interface. 

 
The TIMTG provides the SRN with a timing generator that operates in either 
master or slave mode. 

 
20 Hz 
Generator  

The 20RNG card provides 20 Hz voltages for ringing out on two wire 
common battery lines and 20 Hz ringdown lines and trunks.  The 2WLTU and 
TCLTU interface cards process the circuit. 
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Common Equipment CCAs 

 
ESTIC Card The Enhanced Standard Interface Controller (ESTIC) circuit card controls a 

number of functions within the CDS.  A few of the functions include 
  
• Supporting the transfer of data, commands, and status between the Litton 

L-3050V central processor and all of the other controller/interface circuit 
cards in the CDS 

• Providing both automatic and manual database load and reload functions 
• Non-volatile storage for up to four databases 
• Non-volatile storage for Circuit Switch On-Line Operational Program 

(CSOLOP) 
• Supporting front panel interface Control Alarm Panel (CAP) functions 
 
Note:  The ESTIC card is a common equipment card. 

 
Switching 
Controller/ 
Interface 
Group 

Four central processor group cards comprise the CPU card compliment: 
 
• Central Processor Unit (CPU) card  
• Quad I/O card  
• Memory card 
• Termination card  
 
CPU is responsible for arithmetic and control functions of the system. 

Continued on next page 
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Common Equipment CCAs, Continued 

 
Central 
Processor Unit 

The central processor unit card is divided into five major sections: 
 
• Instruction Controller:  Directs sequence of operation within the CPU.   
 
• Program Level Controller:  Controls the operation of one of the key real-

time features in the computer.  Ensures the highest priority program that is 
available to be run is running. 

 
• Arithmetic Controller:  Makes possible various field operations of the 

processor. 
 
• Memory Interface Controller:  Provides process addressing and data 

access functions. 
 
• Processor Registers:  Consists of sixteen 32-bit registers that may be used 

as accumulators, index registers, or to hold instructions during execution 
of loop programs. 

 
Quad I/O 
Exchanger 
Card 

The primary function of the quad I/O card is the control of communication 
between the CPU, memory, and ESTIC cards. 
 

 
Memory Card The memory card provides a 1024k-word solid state memory feature.  Each 

word is 32 bits plus 4 bits of parity. 

 
Termination 
Card 

The termination card provides bus termination for the TCS.  It is essentially a 
collection of pull-up resistors and connectors and is attached to the back plane 
of the nest assembly. 

 
Matrix 2 Card The matrix 2 card switches digital circuits using an 8-bit byte time slot 

interchange technique to switch digital data. 
 
Note:  It is a common equipment card. 

Continued on next page 
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Common Equipment CCAs, Continued 

 
Digital 
Conference 
Bridge Unit 
Card 

The DCBU card provides 20 ports for digital conferencing.  It can be 
programmed to operate using two conference bridges of 10 parties each or 
four bridge of five parties each. 
 
Note:  It is a common equipment card. 

 
CCU2 Card The CCU 2 card performs three major functions: tactical loop signaling, 

tactical trunk signaling, and Routing Signaling Buffer (RSB). 
 
Note:  It is a common equipment card. 

 
Communica-
tions Security 
Controller 2 
Card 

The COMSEC controller 2 card provides the control functions and data 
interface required for 16 Loop Key Generators (LKGs). 
 
Note:  It is a common equipment card. 

 
Master Timing 
Generator 
Card 

The MTG card is comprised of crystal oscillators, a synthesizer, and driver 
circuitry used to distribute the master clock signal to other components of the 
CDS. 
 
Note:  It is a common equipment card. 

 



MCI Course 0614 2-16 Study Unit 2, Lesson 1 

Configurable Slot CCAs 

 
DTGSM Card The DTGSM card provides buffering and framing for two diphase or non-

return to zero (NRZ) Tri-Services Tactical Communications (TRI-TAC) 
DTGs (4½ to 144 chn). 

 
T1/CEPT2 
Card 

The T1/CEPT2 card enables continuous variable slope delta (CVSD) loop 
subscribers to communicate with non-tactical subscribers through the defense 
switched network (DSN), commercial circuit switch (CCS), and commercial 
telephone companies. 

 
Digital Voice 
Order Wire 
(DVOW) 

The DVOW card provides the signal processing and interface connectivity to 
provide an engineering orderwire function for up to 12 DTGs. 
 
Note:  Not a configurable slot card but resides in slot 23. 

 



MCI Course 0614 2-17 Study Unit 2, Lesson 1 

Remote Call Service Position 

 
Remote Call 
Service Position 
(RCSP) 
Console 

The RCSP console is a component used in conjunction with the DTC.  The 
operator uses the console to provide assistance to subscribers. 
 
The front panel houses the status indicators, switches, control knobs, and 
keypads.  It also has an access cover for the card nest. 

 
Front Panel 
Diagram  

The front panel of the RCSP console is shown in the diagram below. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Continued on next page 
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Remote Call Service Position, Continued 

 
Rear Panel The RCSP console rear panel has the connectors for Power, GND, CSP 

SIGNALING and VOICE PORT cables.  A diagram of the rear panel is 
shown below: 

 

 

 
Components The following items are components of the RCSP console: 

 
• Power cable 
• Ground cable 
• H-250 handset  
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RCSP Installation Requirements 

 
Considerations Several factors must be considered before setting up the RCSP.  These factors 

include: 
 
• Power requirements.  The RCSP power supply can operate on either 

(103.5 to 208 Vac) or (19 to 33 Vdc). 
 
• Grounding requirements.  The 25 ft. ground strap is used to ground the 

RCSP and must be connected before applying power. 
 
• Distance of the RCSP from the DTC.  The remote operation site must not 

exceed the 40-foot remote workstation cable length and, connection to the 
RSEP is normally done using WF16 Unshielded Twisted Pair (UTP) 
telephone cable.    

 
• External shelter considerations; tent/hardstand building.  Keep cable 

distance and construction methods in mind to ensure connectivity. 
 
• Environmental control measures.  Ensure electronic equipment does not 

overheat. 
 
Note:  The CDS operator is directly responsible for the installation of the 

RCSP. 
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Subscriber Requirements 

 
Terminal 
Equipment 

The CDS is compatible with tactical, digital telephone equipment.  The two 
types of digital terminals are digital secure voice terminal (DSVT) and digital 
nonsecure voice terminal (DNVT).  The CDS provides the power for the 
terminals via the telephone signal connection.  
 
The CDS has limited analog capabilities; however, it is not the preferred type 
of terminal for analog use.    

 
Distribution 
Devices 

The CDS can also operate in conjunction with line termination units (LTUs), 
remote multiplexer/combiners (RMCs), and distribution boxes J-1077 and J-
2317.  The digital distribution devices require a COAX (CX-11230) modem 
cable connection and a 26-pair (CX-4566) connection to the J-1077/J-2317 
distribution frames. 
 
Note:  Power to the end terminal is not required from the RMC or the LTU. 

 
Terminal 
Connection 
Methods 

All telephone devices normally require WF-16 field telephone wire when 
connecting to the tactical network. 
 
Note:  Wires must be transposed between the binding posts of the distribution 

device and receive and transmit binding posts of the terminal.  The 
LTU does not require the transposing of wires.  They are connected 
RCV to RCV and TX to TX. 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 4 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1 The single row nest (SRN) of the compact digital switch  (CDS) provides up 

to  _________ individual loop interfaces. 
 
a. 90 
b. 100 
c. 120 
d. 150  

 
Item 2 Configuration CCAs are located in slots _____ through _____ of the SRN. 

 
a. 5, 15 
b. 17, 22 
c. 1, 4 
d. 12, 15 

 
Item 3 The operator can use the ________ console to communicate with and provide 

assistance to subscribers. 
 
a. R-WS 
b. RED 
c. RCSP 
d. RSEP 

 
Item 4 The CDS can use the RMC and the ______ to extend call service to 

subscribers. 
 
a. LTU 
b. SB-3865 
c. AN/TTC-24 
d. AN/GSC-54 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 c 2-5 
2 b 2-9 
3 c 2-17 
4 a 2-20 

 
Summary This lesson covered features, capabilities, components, functions and proper 

installation requirements of the CDS and RCSP.  In the next lesson, you will 
learn how to operate the CDS system and perform database operations. 
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LESSON 2 

OPERATION 

Introduction 

 
Scope As an operator, you must know how to operate the switchboard and perform 

call service requirements such as workstation/CDS initialization and 
workstation operations commands, and ESOP commands that are used to 
bring the CDS to an on-line operational state. 

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
  
•  Identify power up procedure for the CDS. 
 
•  Identify procedure to manually load the CDS operating program. 
 
•  Identify fault controls and indicators. 
 
•  Recall functions of the Enhanced Switch Operation Program (ESOP) 

database. 
 
•  Identify COMSEC functions. 
 
•  Recall the procedure to affiliate tactical telephones into service with the 

CDS. 
 
• Identify the procedure to place an outgoing call using the Remote Call 

Service Position. 

Continued on next page 
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Introduction, Continued 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-23 
Initializing the CDS 2-25 
Observing Faults 2-29 
Introduction to the CDS Database 2-31 
Building a Unique Local Database  2-35 
CDS COMSEC Functions  2-41 
KGX-93  2-42 
KG-82 Loop 2-44 
KIV-19  2-46 
CDS Subscriber Affiliation  2-50 
CDS Operator Functions from Call Service Position 2-52 
Lesson 2 Exercise 2-55 
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Initializing the CDS 

 
Initialization Basic initialization of the CDS is accomplished by performing the power-on 

procedure and by loading the CPU with the proper database. 

 
Operator 
Requirement 
NOTE 

Since the CDS is most often configured within the DTC, you must transition 
between the power distribution panel, CDS, COMSEC cabinet, and 
workstation when initializing the CDS for operation.  All functions cannot be 
performed solely at the local (or remote) workstation. 

 
Before Power  Before applying power to the CDS, perform the following steps. 
 

Step Action 
1 Ensure proper DTC grounds are established. 
2 Ensure correct power is being supplied to the DTC via the power 

entry panel. 
3 Set PROGRAM TEST thumbwheel to position 10. 

 
Note:   The thumbwheel must be set to 10 to utilize the processor 

load function. 
4 Set the program load switch to proper position (Manual/Auto). 

 
Note:   The manual position should be used when the CDS is 

initially started up or if a new database is being loaded.  If 
the CDS has been brought off-line after the manual 
procedure has been completed, use the auto position to 
perform the automatic CDS load procedure. 

 
Power-On 
Procedure 

The power-on procedure for the CDS is listed in the table below. 

 
Step Action 

1 Place the POWER ON/OFF switch to the ON position.  POWER 
indicator should illuminate.   

2 Observe that all indicators light momentarily, and the audible 
alarm sounds. 

3 Press the LAMP-ALM TST/RESET pushbutton; the audible alarm 
and all indicators except the OFF-LINE indicator should be off. 

Continued on next page 
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Initializing the CDS, Continued 

 
Loading 
Database 

Follow the steps in the table below to perform a database load:  

 
Step Action 

1 Apply power to the TCS Communications Security (COMSEC) 
units. 

2 Press and release the LOAD pushbutton on the front panel of the 
CDS.  The following diagnostic codes will be displayed in the 
processor display window of the CDS: 
 
• 777777 
• 103050 
• 203050 
• 303050 
• 000000 
 
Once loading is completed, the CDS displays a diagnostic code 
650000 and the OFFLINE indicator will be ON. 

3 Select network management, and then select CDS management on 
the DTC workstation (either local or remote). 
 
Note:   After about 1 minute, the Sun Workstation Online 

Operating Program (SWOLOP) Main Menu (DTC 
workstation) window will be displayed.  Monitor the 
system for the following:  (1) Workstation in the process of 
acquiring database. (2) Failed to acquire switch database 
(select OK). 

 
           The SWOLOP software must be connected to the CDS to  
           allow any command input by the operator.  The messages 
           “SWOLOP has connected to Switch Unit A” and “SWITCH 
           PROCESSOR OFFLINE” are the two main messages the 
           operator will receive to indicate the system is ready. 

Continued on next page 
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Initializing the CDS, Continued 

  
Loading 
Database, 
continued 

 

 
Step Action 

4 Select Switch Operations; then select Switch Initialization from the  
drop-down menu of the SWOLOP Main Menu. 

5 Select a database stored on the load disk or floppy disk to be 
loaded into the processor.  This command will automatically bring 
the CDS from off-line to standby.  Then to transition to an on-line 
state, use the three commands ADB (Assign Database), ASI 
(Assign Switch Initialization), and (AOD-91) Assign Online 
Diagnostics. 

6 Select the database name using the drop-down menu option to 
load, then choose the Execute button on the workstation screen. 

7 Verify the following system message appears on the workstation:  
 
“WORKSTATION IS IN THE PROCESS OF ACQUIRING 
  DATABASE.” 

 
System Log window will also display the following: 

 
• Started Switch Initialization 
• Workstation database action complete 
• Switch database available for WS 
• Switch date and time set 
• AOD switch Initialization complete 

8 Observe the following at the front panel of the CDS: 
 

• Transitions the CDS processor OFFLINE indicator to STDBY 
and then to ACTIVE. 

 
• ACTIVE indicator light comes on. 
 
• Processor code status window displays cycling code of 

660000. 

Continued on next page 
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Initializing the CDS, Continued 

 
Automatic 
Load Function 

The automatic load procedures will load position 1 of the four database 
positions on the ESTIC Circuit Card Assembly (CCA).  Follow all steps used 
to manually load program but place the “Program Load” switch to the Auto 
position.  

 
Shutdown 
Procedures 

Follow the steps in the table below to perform a proper shutdown of the CDS: 

 
Step Action 

1 Select Workstation Operations, and then shutdown SWOLOP 
command at SWOLOP main menu of the workstation. 

2 Observe that LND and SWOLOP menu command areas disappear. 
3 On the CDS front panel, place the POWER ON/OFF switch in the 

OFF position. 
4 Observe that all CDS control panel indicators are off. 
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Observing Faults 

 
Initial Fault 
Indicators 

The CDS has a number of fault indicators to inform the operator of problems 
within the system.  Such indicators include audible alarms, visual indicators 
in the form of LEDs, front panel indicators, and workstation monitor 
messages.  
 
Fault and status reports are provided from the built-in test equipment (BITE) 
automatically, when a fault has been detected.  

 
Front Panel 
Indicators 

CDS front panel indicators will provide information to the switch operator via 
codes that appear in the processor display.  The codes are then translated into 
information as you continue the systematic troubleshooting approach.  
Additionally, the SUMMARY FAULT and FAN FLT/OV temp fault lamps 
will illuminate when faults occur.  Faults in the CDS internal power supply or 
high operating temperatures will illuminate the indicator.   

 
Workstation 
Monitor 

System fault messages will be displayed in the system log area on the local or 
remote workstation monitor.  ESOP local network diagram (LND) will 
provide visual indication of any type of link fault. A fault will be represented 
with the color of red on the LND.  An example of the LND is shown below. 

 

 

Continued on next page 
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Observing Faults, Continued 

 
Workstation 
Monitor, 
continued 

The workstation monitor also displays a “rack map” graphic.  This is a 
graphic depiction of the CDS switching nest, loop nest, and Communications 
Security (COMSEC) nest with the current status of the displayed cards using 
the colors in the table below: 

 
Color Status 
Green Good  
Yellow Marginal  

Red Failed or Out of Service  

 
Rack Map 
Examples 

Below are examples of the rack map screens for the COMSEC, Switching and 
SRN racks:  
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Introduction to the CDS Database 

 
Enhanced 
Switch 
Operation 
Program 
(ESOP) 
Database 

ESOP software provides an interactive display which is used to add, delete, 
modify, or display database parameters.  Each interactive display can be 
called to the ESOP WS screen from the SWOLOP main menu windows.  
Each SWOLOP menu option has a three-letter Man Machine (MAMA) 
interface command associated with the desired display.  When a specific 
command is entered, the portion of software needed for that command is 
loaded into the overlay area of memory for use by the interactive displays.  
The CDS database is organized as follows for the purpose of operator input 
to the database: 
 
•  Programming Switch Parameters and Common Equipment (CEQ) 
•  Programming Digital Transmission Groups (DTG), Trunk Group 
        Clusters (TGC) and Trunks  
•  Programming Network Routing 
•  Programming Subscriber Features/Classmarks 
•  Programming Communications Security (COMSEC) 
•  Programming Traffic Restrictions and Traffic Metering 
•  Programming Nodal Control Functions 
 

 
ESOP Interface The ESOP interface is designed to make it easier to program and operate the 

CDS in a tactical switching network.  Real-Time Graphical Status Display - 
Provides the operator with a dynamic view of all local network links, as well 
as prioritized status and error conditions of the switching equipment.  It 
allows the operator to add, modify, or delete interswitch communication links 
by simply selecting a link and node type.  The system automatically generates 
the appropriate database configurations. 

 
Database 
Queries 

Database queries allow the operator easy access to information such as switch 
configuration, local network connectivity, and subscriber directory 
information.   

 
On-Line Help Assists the operator with troubleshooting and infrequently performed 

operations and complicated procedures.  This includes an on-line presentation 
of the technical manuals and hypertext links and search features to speed 
access to critical information. 

Continued on next page 
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Introduction to the CDS Database, Continued 

 
Local Database 
Creation 

The CDS database sets up the switch with the correct switch ID and 
equipment installed for your switch.  This will allow a standard database to be 
developed for your switch.  Local database creation must be performed with 
the CDS off-line.  Different unique mission databases can be developed from 
your local database. 
   
Operators should ensure all needed common equipment (CEQ) is assigned 
and in-service for their switch.  After all necessary information has been 
entered for your switch, you should write this information to the workstation 
hard drive (load disk) and a floppy disk for storage. 

 
First Step- 
Common 
Equipment 

You will first load the switch CEQ database.  The CEQ database will be 
issued with the CDS.  It will contain all CEQ assignments (signaling buffers, 
conference bridges, loop key generators, digital receivers, and the 255 
profiles).  This function is completed with each mission. 

 
Common 
Equipment 
(CEQ) 
Database 
Components 

The components of Factory CEQ Database include: 
  
• Signaling buffers 
• Conference bridges 
• Loop Key Generators  
• Digital receivers 

 
Signaling 
Buffers 

There are four signaling buffers used by the CDS.  You must be aware of 
which is used within the network architecture when programming the 
database: 
 

• Trunk Signaling Buffers (TSBs) - Terminate common channel signaling 
used on TRI-TAC interswitch trunk groups. 

 

• Routing Signaling Buffers (RSBs) - Terminate flood search routing 
signaling channel. 

 

• DIBTS Signaling Buffers (DSBs) - Terminate in-band signaling used on 
SB-3865s. 

 
• Terminal Service Command - Used between CDS and call service 

equipment. 

Continued on next page 
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Introduction to the CDS Database, Continued 

 
Conference 
Bridges 

The purpose of a conference bridge is to provide conference capability 
between subscribers.  The digital conference bridge unit (DCBU) card 
provides 20 conference ports that can be configured in either of two 
combinations; two conference bridges of ten parties each or four conference 
bridges of five parties each. 

 
Loop Key 
Generators 
(LKGs) 

The purpose of the LKGs is to provide channel encryption for DSVT, secure 
conferences, and approved loops.  They are used for key distribution and 
certain secure call processing.  During a DSVT-to-DSVT call, the LKGs are 
only used for call setup. 

 
Digital 
Receivers 

The purpose of the digital receiver is to collect dialed digits.  The features of 
the digital receiver are 
 
• Connected to a subscriber loop upon request for service 
• Connected directly to the loop for non-secure calls 
• Connected to the plain text inlet for DSVT calls 

Continued on next page 
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Introduction to the CDS Database, Continued 

 
Completing 
Sequence 

After the CEQ database is loaded, the following commands are used to 
complete your local database assignment: 
 
• The first command to be used in this section is Assign Switch 

Initialization (ASI).  It is used to inform the central processor unit (CPU) 
what switch hardware and what portion of the common baseline software 
this switch will use.  It is also one of the few database commands that must 
be performed before the switch is brought on-line. 

 
• The Assign Switch Classmarks (ASC) is the next command used to 

 define specific switch classmarks such as Routing (Alternate and 
 Gateway), Satellite links NATO home area code, and Database auto-save 
 parameters. 

 
• The Assign NYX Routing (ANY) follows and is used to define the home 

 area code. 
 
• The Assign Terminal Type (ATT) is next and it is used to define the Call 

 Service Position assignment (Local and Remote). 
 
• Lastly, Assign Digital Transmission Group (ADT) is used to define the 

 Single Row Nest (SRN) assignment. 

 
Assign 
Terminal Type 
(ATT) 

The assign terminal type command is used to add, modify, and delete 
conference bridge assignments.  
 
The equivalent ESOP command is Nodal Management, then Resource 
Allocation, then Conference Bridges.  This command relates to subscribers 
and can be accessed by either of these two means. 
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Building a Unique Local Database 

 
Begin the 
Planning  

Several steps are required prior to loading the unique database into the CDS.   
Many of the mission requirements needed to build the database will be 
provided to you in the form of cutsheets and diagrams.   

 
Switch Bubble 
Diagram 

During the planning stages of a tactical switching network, a switch bubble 
diagram should be developed to show switch connection throughout the 
network. 
 
Digital transmission group number, trunk group cluster number, data rate, 
switch type, and connectivity mode are some of the information that should 
be included on this diagram.  You and outside switch operators will use this 
information to develop the switch network database.  Below is an example of 
a switch bubble diagram. 

 

 
 

Continued on next page 
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Building a Unique Local Database, Continued 

 
Procedures to 
Build a Unique 
Local  
Database 

Once the common equipment parameters have been programmed into the 
CDS, the unique attributes of a specific database are then loaded.  This is the 
detailed information that pertains specifically to the local subscribers and link 
connectivity.   
 
The home switch data (area code, primary switch locator number, etc…) will 
be added to the CEQ database to form a local switch database.  After the 
switch local database has been developed, you can develop the switch mission 
database.  Either the local switch database or the common database must be 
read into the CPU each time the switch is initialized.  Follow the steps in the 
table below to build a local database:  

 
Step Command Action performed  

1 Assign Switch 
Initialization (ASI) 

Used to inform the CPU on what switch hardware and 
what portion of the common baseline software this 
switch uses.  It is also one of the few database 
commands that must be performed prior to the switch 
being brought on-line.  ASI also contains the Home 
Switch ID (NNXX). 
 
Note:   More detail about this command is contained in 

TM 11-5805-804-13&P. 
2 Assign Switch Classmark 

(ASC) 
Used to define the basic operating parameters for the 
switch  regarding trunks, satellite links, etc. 
 
• NATO home area code. 
• Database autosave parameters. 
 
Note:   More detail about this command is contained in 

TM 11-5805-804-13&P. 
3 Area Code Routing (ANY) Used to define the home area code.  This command 

must be completed when the local database is 
generated. 
 
Note:   Primary/Alternate TGCs - These entries are not 

required when defining your home area code. 

Continued on next page 
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Building a Unique Local Database, Continued 

  
Procedures to 
Build a Unique 
Local Database, 
continued 

 

 
Step Command Action 

4 Assign Terminal Type 
(ATT) 

Used to define the call service position parameters in 
the database. 

5 Assign Digital 
Transmission Group 
(ADT) 

Used to define the Single Row Nest (SRN) 
assignment.  Of the 27 parameters used to generate 
database information for this command, five are not 
used with the CDS.   
 
Note:   More detail about this command is contained in 
 TM 11-5805-804-13&P.  

 
Programming 
Network 
Connectivity 

The circuit switch network engineer is responsible for the design of the CS 
network and must define those critical elements necessary to ensure network 
consistency.  The transmission system must be identified, which will be used 
to carry the signal.  For the CDS this will be identified as Digital Trunk 
Group (DTGs) or analog trunks.  Routing must be identified.  This will 
determine the path the subscriber’s call will take through the network to 
complete their call.  For the CDS this will be identified as Trunk Group 
Cluster (TGC).  Trunks must be identified that will be used to process traffic.  
For the CDS, individual trunks will be assigned to a TGC.   
 
Note:   More detail about these programming commands are contained in  
 TM 11-5805-804-13&P. 

 
Flood Search 
Routing 

In a telephone network, nondeterministic routing in which a dialed number 
received at a switch is transmitted to all switches, i.e., flooded, in the area 
code directly connected to that switch.  Flood search routing allows 
subscribers to have telephone numbers independent of switch codes.  Flood 
search routing provides the highest probability that a call will go through even 
though a number of switches and links fail. 

Continued on next page 
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Building a Unique Local Database, Continued 

 
Deterministic 
Routing 

In a switched network, switching in which the routes between given pairs of 
nodes are pre-programmed are determined in advance of transmission. 

 
Routing 
considerations 

The CDS has the capability of “Flood Search” routing.  This default setting 
will search for other flood search switches in a network.  Deterministic 
switching equipment such as the AN/TTC-42, and SB-3865 within the same 
tactical network will require specific routing data to be entered into the 
database. 
  
Note:   More detail about this command is contained in TM 11-5805-804-

13&P. 

 
T1 Trunk 
Programming 

T1 is a term (and an industry) that has evolved from early telephone company 
voice multiplexing and transmission facilities.  T1 is currently used to 
describe almost any communications link operating at 1.544 MB/s.  Allows 
the use of commercial networks or defense switched networks (DSNs) to 
extend a tactical interface.  The CDS allows a TRI-TAC DTG to be converted 
to a T1 commercial type trunk to allow calls between TRI-TAC and 
commercial networks. 

 
Digit 
Translation 

With the multitude of dialing features the advanced communications network 
provides today, the CDS offers a convenient feature - Digit Translation.  
Assign Digit Translation (ADX) provides full digit translation capability for 
both incoming and outgoing calls. It provides the capability to add, delete, or 
modify incoming or outgoing digits.  It provides routing to international 
country codes and to the new North American numbering plan, which 
eliminates the restriction of a 0 or 1 for the second digits in an area code.  It 
also provides the required digit translations for T1 interfaces.   
 
Note:   More detail about this command is contained in TM 11-5805-804-

13&P. 

Continued on next page 
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Building a Unique Local Database, Continued 

 
Programming 
Communications  
Security 
(COMSEC) 

The Circuit Switch (CS) network engineer is responsible for the design of the 
CS network and specifically must define the required keys for the network.  
The Key Variable Management (KVM) plan, at a minimum, should include: 
 
• An overall KVM concept, specifying the source for each required key. 
• Designation of the Inter-theater Command, Control, and Communications

 Security (IC3S) keys to be used. 
• Designation of COMSEC net control authority for electronically generated 

 keys. 
 
You will be briefed on the network architecture as far as the COMSEC 
Parent/Co-parent relationships with the outside communications nodes.  

 
Key 
Management 

The key storage table found within the CDS operator’s manual lists the 
optional COMSEC keys required for a specific network, along with a 
recommended range of storage locations for each key type and the required 
format for data entry on the Assign Variable Locations (AVL) command.  
COMSEC Variable Location-Assign Variable Location (AVL) is used to 
identify the COMSEC ID (HUS storage location) for any optional key for the 
TCS.  ESOP command is Switch Operation, then COMSEC, then COMSEC 
Variable Location.  Net Rekey-Assign Net Rekeying (ANR) is used to 
identify a specific net or group of nets for a rekeying cycle or to initiate a cold 
start for the SB-3865.  ESOP command is Switch Operation, then COMSEC, 
then Net Rekey.   
 
Note:   More detail about this command is contained in TM 11-5805-804-

13&P. 

Continued on next page 
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Building a Unique Local Database, Continued 

 
Traffic 
Metering  

Traffic metering concerns the collection of information related to the usage 
and efficiency of switch resources.  The traffic metering function can monitor 
and generate traffic count reports for designated loops, destinations, and trunk 
groups.  This function also allows the display of traffic counts and reports.   
 
Examples of the data collected are: 
 
• Switch Traffic Report (R1) 
• Summary for TGCs (R3) 
• Completed primary TGC calls 
• Incomplete primary TGC calls 
• Precedence Report for TGCs (R4) 
• Loop Traffic Report (R5) 
• DTG History Report 
• Traffic Summary Report 

 
Completing 
Procedures of 
Writing Local 
Switch 
Database  

After all information has been entered for the switch unique assignment, this 
information should be written to disk. As mission assignment changes, this 
information can then be recalled and modified for your future mission 
assignment.  Follow the following steps to save the database to disk: 
 

 
Step Action 

1 Select Database Management; then Switch Database Action on 
2 Select Write. 
3 Select a name for your unique switch database. All database file 

names must begin with the letter DB and then up to six additional 
characters or numbers (DBXXXXXX). 

4 Select Execute to start the write function. 

 
Completion After the database files are written for your switch, you can now be switched 

to an On-Line state or remain Off-Line to complete your mission database 
assignment (recommend remaining off-line). 
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CDS COMSEC Functions  

 
Communications  
Security 
(COMSEC) 
Management 
 

The CDS system is capable of processing classified information up to and 
including the secret level.  The system design must ensure the integrity and 
security of this information against any potential attack.  The CDS COMSEC 
is established and maintained through the use of different types of COMSEC 
equipment and their assigned COMSEC keys.  COMSEC is a critical aspect 
of the CDS system, and you, as an operator, must understand their purpose 
and function. 

 
Main 
COMSEC 
Items   

The CDS has two main COMSEC systems: 
 
• Transition Unit Nest Assembly (TUNA)  
• Trunk Encryption Device (TED) 
 
Each system is made up of several individual items that complete the 
COMSEC functions required to operate the CDS within the tactical network.   
 
Note:   For more detailed information on operation of the COMSEC 

equipment, refer to TM-11-5805-804-13&P.  

 
Transition Unit 
Nest Assembly  

There are two HGF-93 TUNAs (TUNA 1, TUNA 2), that comprise part of the 
CDS COMSEC module.  Each assembly contains one KGX-93 Automatic 
Key Distribution Center (AKDC) and eight KG-82 Loop Key Generators 
(LKGs).   

 
TUNA Power 
Supply 

The TUNA power supply contains two Lambda HSC-28-2.0 power supply 
units that provide +28-Vdc operating power to each of the HGF-93 TUNA 
assemblies.  The front panel contains two circuit breakers, two 28-Vdc power 
indicators, and test points. 
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KGX-93 

 
Automatic Key 
Distribution 
Center  

The AKDC interfaces with the LKGs and provides automatic key generation, 
distribution, and storage for the DTC.   Under CDS control, the AKDC and 
LKGs provide the crypto synchronization, resynchronization, and key 
transfers necessary to provide end-to-end encrypted digital traffic between 
local DSVTs and across the network.  The AKDC is shown below: 

 

 
               

Continued on next page 
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KGX-93, Continued 

  
Automatic Key 
Distribution 
Center, 
continued 

 

 

Item  Part  Function 
1 CMD Indicator Yellow indicator that indicates when the AKDC is ready to accept a manual 

command. 
2 ADRS A indicator Yellow indicator that indicates that an address or further data is required by the 

entered command. 
3 ADRS B Indicator Yellow indicator that indicates a second address is required by the entered 

command. 
4 NORM/ZEROIZE 

(PULL) switch 
A locking, two-position switch that allows normal operation in the NORM position 
and erases memory in the ZEROIZE (PULL) position. 

5 ERROR Indicator Red indicator which, during manual operation, indicates: 
 

a. an error was made during manual entry 
b. bad parity 
c. a failure during the performance of a manual diagnostic command 
d. an available FILL key was not extracted 

6 ZROD indicator Red indicator key indicates completion of zeroization.  If the AKDC is on battery 
power, the indicator will only flash once.  In either case, the indicator is delayed by 
4 seconds. 
 
Note:   When the AKDC is operating on main power, the ZROD indicator remains 

lit until a good key is written to an address location other than a diagnostic 
write. 

7 Command Restriction 
pushbutton  

Restricts manual access to certain commands via the AKDC front panel. 

8 Power On Indicator Green indicator that indicates power has been applied to the AKDC. 
9 POWER ON/OFF 

toggle 
Applies power to the AKDC. 

10 KVG RANDOM 
pushbutton 

changes certain Key Variable Generator (KVG) operating modes when pressed 
during initialization. 

11 KVG Random 
Indicator 

Yellow indicator that indicates certain KVG initialization.  It is extinguished after 
the KVG RANDOM pushbutton is pressed. 

12 Keypad Used for imputing data. 
13 Alarm indicator reset 

pushbutton 
Resets alarm. 

14 Alarm indicator 
 

Lights when an alarm is triggered. 

15 GOOD FILL indicator Lights when a proper fill is loaded. 
16 KVG start indicator Lights when the KVG has been activated. 
17 Operation display Shows codes and input data. 
18 LAMP TEST/LOCAL 

LKG pushbutton 
Illuminates all indicators on LKGs. 
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KG-82 Loop 

 
Loop Key 
Generator 
LKG 

Eight KG-82 LKGs located in the TUNA provide crypto synchronization, 
resynchronization, and key transfers necessary to provide end-to-end 
encrypted digital traffic between local DSVTs and across the network.  A 
diagram of the KG-82 is shown below: 

           
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Continued on next page 
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KG-82 Loop  

 
Loop Key 
Generator 
LKG, 
continued 

 

 
Item  Part  Function 

1  BUSY indicator 
(yellow) 

Lights when the LKG is in full operation. 

2 ALARM indicator (Red) Lights steadily to indicate that there is an alarm condition 
in the LKG.  Flashes during alarm check. 

3 Mode Plate Indicates that the LKG is strapped for MODE 1 or 
MODE 2 operation (encryption settings). 

4 FCTN switch Selects the LKG operating mode.  Requires a screwdriver 
to change function positions, which are 
 
1- circuit switch to message trunk 
2- message switch redundant   
    synchronization 
3- message switch non-redundant 
    synchronization. 
 
Switch position setting is not critical when installed in a 
circuit switch 

5 MODE INIT pushbutton Initiates action that has been selected by FCTN selector 
switch. 
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KIV-19 

 
Trunk 
Encryption 
Device (TED) 

TEDs provide COMSEC and transmission security (TRANSEC) for the TRC, 
TCS, and LDRM trunks.  The KIV-19s perform digital data encryption and 
decryption employing symmetrical keys.   

 
Front Panel The KIV-19s are mounted in a 19-inch adapter that provides electrical and 

mechanical interfaces for two KIV-19 modules.  Each adapter also contains a 
built-in, removable power supply.  An image of the KIV-19 is shown below 
and an explanation of each part’s function can be found on the next page. 

 

Continued on next page 
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KIV-19, Continued 

 
Front Panel, 
continued 

 

 

Item  Part  Function 
1 FILL connector Permits connection of the KIV-19 with DS-101 and 102 

(common fill) compatible key fill devices. 
2 ON pushbutton switch Momentary switch that controls the application of primary 

power to the KIV-19. 
3 STBY pushbutton switch Momentary switch that controls internal battery power. 
4 UPDATE two-digit display Numeric display indicating current key update count. 
5 ACTUATE pushbutton 

switch 
Momentary switch that causes function selected by the 
SCROLL switch and indicated by the LEDs to be activated. 

6 RESTART LED indicator Indicates that the restart function is selected. 
7 CHNG KEY LED indicator Indicates that the change key function is selected.  
8 LOAD LED indicator Indicates that the load function is selected. 
9 LCL UPDATE  

LED indicator 
Indicates that the local update function is selected. 

10 ALARM TEST  
LED indicator 

Indicates that the alarm test function is selected. 

11 LAMP TEST  
LED indicator 

Indicates that the lamp test function is selected. 

12 ZEROIZE  
LED indicator 

Indicates that the zeroize function is selected. 

13 SCROLL pushbutton 
function switch 

Selects the operational functions (# 6-12) to be performed 
by the KIV-19. 

14 ALARM red LED status 
indicator 

Indicates that an alarm condition exists, and transmission of 
cipher text has been blocked.  Flashes once for a successful 
alarm check and for certain operator errors. 

15 RESYNC 
green LED status indicator 

Indicates that the local receive KG (RESYNC) is in sync 
with the distant transmitter.  When extinguished, the receive 
plain text line is held at a logic 1. 

16 FULL OPR 
yellow LED status indicator 

Indicates that the local KIV-19 (FULL OPR) receiver is in 
sync, and either outgoing traffic or synchronization 
information is being transmitted. 

17 OLD KEY 
yellow LED status 
indicator 

Indicates that a change key procedure was initiated but 
not completed.  Indicator extinguishes when a change 
key procedure is executed successfully. 

18 PARITY 
green LED status 
indicator 

Indicates that valid keying material has been loaded.  
Indicator extinguishes during the next change key 
operation 

19 PWR ON indicator Indicates power being applied to the unit. 
20 Data Key port Slot for encryption key insertion. 

Continued on next page 
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KIV-19, Continued 

 
Scroll 
Pushbutton 
Functions 

The following table describes the operational functions of the KIV-19: 

 
Function Description 

RESTART function Initiates synchronization in the current 
variable after a power transient or 
unsuccessful CHANGE KEY attempt. 

CHNG KEY function Performs a CHANGE KEY procedure and 
initiates synchronization with a new variable.  
If KIV-19 is in FULL OPERATE without a 
new TEK having been loaded, the current 
TEK will be updated in both the local and 
remote KIV-19 and synchronization initiated.  
If no variables are loaded, the command is 
ignored. 

LOAD function Transfers a TEK from a fill device to a 
storage location in the KIV-19. 

LCL UPDATE function Initiates a local update procedure where the 
TEK is updated at one end of the link only, 
and a restart procedure is automatically 
initiated. 

ALARM TEST function Initiates an alarm check sequence of the KIV-
19 (does not change ALARM status lines at 
rear P2 connector). 

LAMP TEST function Activates the LED indicators on the front 
panel (does not change ALARM status lines 
at rear P2 connector). 

ZEROIZE function Initiates a command to zeroize all TEKs 
stored in the KIV-19.  

Continued on next page 
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KIV-19, Continued 

 
Power Supply 
Graphic 

The graphic below is the front panel of the KIV-19 power supply:  

 

 

 
Data Transfer 
Device (DTD) 

The two most common DTDs available for use are the CYZ-10 and the  
KYK-13.  The KYK-13, being the older VINSON-style of communications 
encryption device, can still be used to maintain encryption data when 
troubleshooting individual loops or other AKDC requiring encryption 
software updates. 
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CDS Subscriber Affiliation 

 
Affiliation 
Definition 

Affiliation is the operation by which wire subscribers physically connect to a 
circuit switch routing (CSR) switch (which is a flood search switch).  Then 
the directory number (DNs) is stored in the flood search routing function 
(FSRF) directory of their home switch.  This allows the subscriber to place or 
receive calls without switch attendant intervention.  If the DN of a subscriber 
is not stored in the local directory of any flood search switch in the network, 
this subscriber cannot receive or place a call, except calls to the switch 
attendant (emergency access). 

 
Subscriber 
Directory 
Management 

Each flood search switch has a total of 2,048 entries available in the FSRF 
local directory list.  The switch local directory maintains subscriber numbers 
and associated features in one of the following tables: 

 
Function Description 

Preaffiliation Local subscribers that will be provided service to 
the network by your switch.  It does not include 
subscribers connected to any non-flood search 
switches that are connected to your switch. 

Affiliation Subscribers who have activated phone numbers. 
Disaffiliation Subscribers who have deactivated phone numbers. 
Duplication Entries from the local subscribers of other flood 

search switches in the network that have been 
duplicated to your switch. 

Blacklisting Subscribers who cannot affiliate or reaffiliate 
successfully. 

 
Preaffiliation  Preaffiliation is the process by which subscriber telephone numbers are 

placed into a switch’s database for the purpose of gaining access to the 
switching network.  This operation is essential in the affiliation process, since 
a subscriber cannot affiliate if his/her DN is not stored in the database of a 
switch in the network. 

Continued on next page 
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CDS Subscriber Affiliation, Continued 

 
Affiliation 
Steps 

When a newly connected DNVT subscriber goes off-hook, he should receive 
an error tone, which is the signal to begin the affiliation sequence.  To 
affiliate his/her phone number, the installer must follow the steps in the table 
below:  

 
Step Action 

1 Press “8” 
2 Press “R” 
3 Dial a three-digit personal code (PC) (assigned by the Switching 

Chief) 
4 Dial the directory number of the subscriber (minus the area code). 

 
Note:   If the subscriber is local and the affiliation request is 

granted, the switching function grants service to the 
subscriber. 

 
DSVT 
Affiliation  

When a Digital Secure Voice Terminal (DSVT) is being installed, the 
affiliation steps are the same as those of a Digital Nonsecure Voice Terminal 
(DNVT).  The encryption software being used to protect wireline 
transmissions is required to be loaded into the DSVT for it to work properly 
with the network.  The loading of the “X” and “U” variables (with the use of 
the DTD) needs to be done before affiliation.  
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CDS Operator Functions from Call Service Position 

 
Operator 
Functions 

As a switch operator, one of your major tasks is to provide assistance to the 
subscribers that you are supporting.  Completion of calls that cannot be 
handled automatically is a fundamental duty of a switchboard operator.  
Additional operator tasks include 
 
• Placing a call 
• Answering incoming calls 
• Extending a call to the commercial network 
• Place a call on hold 
• Upgrading call precedence 

 
Placing a Call To place an outgoing call, the call service circuits must be in the idle state.  

Outgoing calls are dialed from the CSP console as shown in the table below: 
 

Step Action 
1 Press the CALL SEIZE pushbutton to connect the line.  
2 Listen for dial tone. 
3 Enter the directory number using the keypad. 
4 Listen for the called party to answer. 
5 Press the COMMON RELEASE button to end the call. 

 
Answering 
Incoming Calls 

When a subscriber, or another switchboard operator, calls the CSP, a ring 
tone will be heard at the CSP and the QUEUE ANSWER or DIR ANSWER 
pushbutton will illuminate.  The incoming call is answered by pressing the 
queue.  

 
Step Action 

1 Press the QUEUE ANSWER or DIR ANSWER pushbutton. 
2 Talk to caller and determine the type of assistance required. 

Continued on next page 
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CDS Operator Functions from Call Service Position, Continued 

 
Extending a 
Call to the 
Commercial 
Network 

When the network architecture includes a trunk to a commercial or outside 
network, a specific dialing sequence is required.  The sequence is 
accomplished as in the table below: 

 
Step Action 

1 Press the QUEUE ANSWER pushbutton. 
2 Talk to caller and ask for the commercial number. 
3 Press the CALL SEIZE pushbutton.   
4 Listen for dial tone. 
5 Access the commercial trunk by pressing 5, then C on the keypad.  
6 Listen for second dial tone. 
7 Enter the commercial number on the keypad. 
8 Press the COMMON RELEASE pushbutton and release the line. 

 
Place a Call on 
Hold 

Just like other digital switchboards within the Marine Corps inventory, the 
CDS has the ability to have two calls on hold simultaneously.  The procedures 
to manage multiple incoming calls are in the table below: 

 
Step Action 

1 Press the QUEUE ANSWER or DIR ANSWER pushbutton. 
2 Talk to caller. 
3 Press the appropriate HOLD pushbutton (1 or 2).  HOLD 

pushbutton will light. 
4 Press the lighted HOLD 1 or HOLD 2 pushbutton to reconnect the 

line. 
5 Service the call. 

Continued on next page 
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CDS Operator Functions from Call Service Position, Continued 

 
Precedence 
Dialing 

Nearly every telephone within a tactical network will require the same level 
of service – ROUTINE.  There are, however, a few times when specific 
billets require a higher precedence be granted for a call to be processed 
through busy circuits.  To change the precedence level of a subscriber, follow 
the following steps: 

 
Step Action 

1 Press the QUEUE ANSWER pushbutton. 
2 Talk to caller and ask for the number. 
3 Press the CALL SEIZE pushbutton and listen for dial tone. 
4 Press Flash Override (FO), Flash (F), Immediate (I), or Priority (P) 

on the keypad for desired precedence. 
5 Enter the number on the keypad. 
6 Press the COMMON RELEASE pushbutton and release the line. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 7 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1  Power-up the CDS by placing the POWER ON/OFF switch to the ON 

position.  The________ indicator should illuminate and observe that all 
indicators light momentarily and the audible alarm sounds.  
 
a.  SUMMARY FAULT 
b.  FAN FLT/OV TEMP 
c.  POWER 
d.  ACTIVE 

 
Item 2  To manually load the current program into the CDS, ensure that the POWER 

ON/OFF switch is ON and the PROGRAM LOAD switch is in the 
_________ position. 
 
a.  AUTOMATIC 
b.  ACTIVATE 
c.  MANUAL 
d.  LOAD 

 
Item 3  The SUMMARY FAULT indicator when lit indicates a fault condition in the 

____________________ or the CDS itself.  
 
a.  External power source 
b.  Internal power source 
c.  COMSEC suite 
d.  Ground post 

 
Item 4  The Enhanced Switch Operating Program (ESOP) database functions include; 

Programming Digital Transmission Groups (DTG), _____________ and 
Programming Subscriber Features/Classmarks. 
 
a.  Assign Database Transfer 
b.  Assign Switch Initialization  
c.  Programming Network Routing 
d.  Assign On-Line Diagnostic 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Item 5 Eight KG-82 LKGs located in the TUNA provide crypto synchronization, 

resynchronization, and _____ transfers necessary to provide end-to-end 
encrypted digital traffic between local DSVTs and across the network.   
 
a.  key 
b.  bulk 
c.  user 
d.  crypto 

 
Item 6  The affiliation procedure requires four elements: “8,” “3-digit personal code,” 

____, and “directory number.” 
 
a.  I 
b.  R 
c.  P 
d. F 

 
Item 7  When placing outgoing calls from the Remote Call Service Position (RCSP) 

first, connect the line by pressing the CALL SEIZE pushbutton, listen for dial 
tone, enter the number using the RCSP keypad, and press the ___________ 
pushbutton to disconnect the call. 
 
a.  RELEASE 1 
b.  COMMON RELEASE 
c.  RERING 
d.  DIR ANSWER 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 c 2-25 
2 c 2-25 
3 b 2-29 
4 c 2-31 
5 a 2-44 
6 b 2-51 
7 b 2-52 

 
Summary In this lesson, you have learned the proper operation of the switchboard and 

related call service requirements; workstation/CDS initialization and 
workstation operations commands, and ESOP commands that are used to 
bring the CDS to an on-line state.  In the next lesson, you will learn how to 
troubleshoot the CDS.   
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LESSON 3 

TROUBLESHOOTING  

Introduction 

 
Scope This lesson will introduce you to the operator techniques for troubleshooting 

faults correcting faults and malfunctions, and reestablishing lost 
communication links due to power outages or service interruptions.  You will 
also be introduced to the basic equipment maintenance. 

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall the areas where CDS power outages could occur. 
 
• Identify troubleshooting techniques to identify signal outages. 
 
• Recall the fault isolation process. 
 
• Recall the rules to handle circuit cards. 
 
• Recall the equipment status results when using the on-line diagnostics of 

the CDS. 
 
• Identify requirements when replacing inoperative components. 
 
• Recall the procedure to restart services after correcting faults. 

Continued on next page 
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Introduction, Continued 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-59 
Power Outages 2-61 
Signal Outages 2-63 
Automatic Fault Isolation 2-65 
Circuit Cards 2-67 
Assign On-line Diagnostics 2-69 
Replacing Inoperative Items  2-72 
Restart Services 2-73 
Lesson 3 Exercise 2-74 
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Power Outages 

 
Power 
Concerns 

As a switchboard operator, one of your primary responsibilities will be to 
troubleshoot failed equipment faults as quickly as possible and then restore 
communications.  Power is one element of communications systems that 
cannot be compromised; it must be provided on a continual basis to ensure 
the reliability of a network.  Although providing power is not a primary 
responsibility of the communicator, you must be well versed in how it is 
delivered to the system.  This greater appreciation of power distribution 
promotes the positive operational status of a network.  

 
CDS Power 
Equipment 

When mounted in the DTC van, the CDS draws required power from the 
PCP.  The DTC backup power comes in the form of uninterruptible power 
supplies (UPS).  The UPS engages to prevent processor crashes when a power 
outage occurs.   

 
UPS 
Limitations 

The UPS is not designed to operate the CDS or telephones when activated.  
Loss of communications will occur until the primary power is restored.  

 
Loss of Power There are five main areas where faults or a loss of power to the CDS could 

occur: 
 
• External power supply (generator or house power) 
• Power connection to the power entry panel (PEP) of the DTC 
• Circuit breaker panel of the power control panel (PCP) of the DTC 
• Power ON/OFF switch on front panel of CDS 
• DTC ground connections 

 
External Power 
Supply 

If the external power supply causes the outage, operator troubleshooting is 
rather limited.  Utility or contractor personnel are usually responsible for 
troubleshooting and correcting external power supply faults.   

Continued on next page 
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Power Outages, Continued 

 
DTC and CDS 
Power 
Connections 

The four other areas, (see previous page) where the loss of power can occur 
are in relatively close proximity of each other; two of the areas are inside and 
two areas outside of the DTC.  You can troubleshoot these areas without 
additional assistance: 
 
• PEP- ensure solid connections are made. 
• Ground connections - ensure ground point promotes conductivity (water, 

rock salt) 
• PDP/Circuit breaker panel- ensure switches are in proper positions. 
• CDS power switch- ensure switch is in the ON position. 

 
Preventive 
Measures 

There are a number of preventive measures to take to minimize the risk of an 
unplanned power outage: 
 
• Properly install all power cabling. 
• Prevent accidental “tripping” of circuit breaker controls by limiting 

movement around control panels. 
• Establish and maintain high-conductive electrical grounding points. 
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Signal Outages 

 
Signal Cables  Signal cable outages require the same basic troubleshooting techniques as for 

power outages.  The interruption of signal flow will cause the operator to 
become aware of a problem through visual inspection and subscriber/network 
supervisor complaints.  ESOP Local Network Diagram (LND) will provide 
visual indication of any type of link fault.   

 
Signal Losses  There are two main areas where signal faults could occur: 

 
• Cables to distant equipment 
• Signal Entry Panel (SEP) of the DTC 

 
Distant End 
Equipment 

The cause of an unplanned signal outage may be determined through 
coordination with the distant end.  Once the fault has been corrected, further 
coordination between nodes may be necessary.  Rekeying of subordinate 
switches from their COMSEC parent and placing trunks back into service are 
examples of functions in restoring lost connectivity.  

 
Signal Entry 
Panel 

The local end of a trunk or subscriber line that connects to the DTC signal 
entry panel may be the cause for the outage.  You should make sure there is a 
proper connection made between cables and receptacles.  Performing a 
loopback test can also be used to validate the signal path.  

Continued on next page 
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Signal Outages, Continued 

 
Loopback 
Techniques 

Loopback tests can be used on a link to determine if the fault lies in a certain 
assemblage.  In telephone systems, a loopback test occurs when a signal is 
sent to a network destination and is returned as received to the originator.  
The returned signal may help diagnose a problem.  Sending a loopback test to 
each telephone system piece of equipment in succession, one at a time, is a 
technique for isolating a problem. 
 
You must remember to perform only one loopback test at a time.  If more 
than one loopback is inserted into the link, you may receive false indications.   
One type of loopback test is performed using a loopback plug that is inserted 
in a port on a communications device (or cable end).  The effect of a loopback 
plug is to cause transmitted (output) data to be returned as received (input) 
data, simulating a complete communications circuit. 

 
Loopback Test 
Points 

Some of the loopbacks that may be performed to isolate a fault are 
 

• Cable loopbacks 
• Signal Entry Panel (SEP) loopbacks on a shelter 
• Patch panel loopbacks 

 
Preventive 
Measures 

There are a number of preventive measures that can be taken to minimize the 
risk of an unplanned signal outage: 
 
• Install all signal cabling properly. 
• Limit movement around trunk/loop cables to prevent accidental 

disconnection. 
• Use proper cables per mission requirements. 
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Automatic Fault Isolation 

 
Situations The CDS is a complex piece of electronic equipment and prone to faults 

while operating in a tactical or austere environment.  Situations that require 
more in-depth troubleshooting are rated on a priority scale and specific 
procedures are followed in the troubleshooting process.  

 
Concept Automatic fault detection is accomplished by using software that runs 

periodic test routines and monitors hardware fault and status lines.  In 
addition, subscriber trouble reports provide the mechanism to detect faults 
affecting single subscriber terminals.  System fault messages indicate the 
nature of the fault.  When you approach any troubleshooting procedures, it is 
important that the approach is systematically broken down into functional 
areas: 
 
• CDS front panel 
• ESOP workstation monitor 
• Local Network Diagram (LND) 
• ESOP rack map diagrams [switching nest, loop nest, and communications 

security (COMSEC) nest] with the current status of the displayed cards 
using the colors green (good status), yellow (marginal status), and red (bad 
status) 

 
Priority Fault messages and indications are ranked according to priority.  System fault 

isolation must be performed before any individual troubleshooting procedure 
is attempted.  Analysis of fault messages and non-message fault indications 
while referencing the system isolation flow chart accomplishes system fault 
isolation.  You are then able to interpret the different fault messages.    
 
When multiple fault messages are received, higher priority faults must be 
serviced first.  Higher priority faults are serviced first because they can cause 
additional faults of a lower priority.  Examples of the highest fault priorities 
are 
 
• Over temperature (exceeds 140 Deg F.) 
• Control and alarm panel loop test failure 
• Trunk failure 
 
Note:  A complete list of fault priorities and system isolation flow charts can 

be found in TM-11-5805-804-13&P. 

Continued on next page 
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Automatic Fault Isolation, Continued 

 
Establishing 
Priority 

Once a problem has been identified, the operator has specific actions to 
isolate the fault and to restore services.  Follow the steps in the table below to 
determine the fault and restore communications: 

 
Step Action 

1 Record priority of all fault messages and indications. 
2 Perform fault isolation to determine the highest priority fault. 
3 Troubleshoot the problem with the highest priority and then go to 

the problem of next highest priority. 
4 Continue this procedure until all messages have been addressed. 
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Circuit Cards 

 
Handling  When handling printed circuit cards, all of the rules must be observed.  The 

rules are as follows: 
 
• Follow proper electrostatic discharge (ESD) procedures.  Use an ESD 

wrist strap whenever handling cards. 
• Use a proper card extractor to remove cards; pliers damage the cards. 
• Replace one card at a time. 
• If the replacement card does not correct the problem, remove replacement 

card and reinstall the original card.  Follow instructions in the 
troubleshooting flow chart. 

• Check the card being replaced.  If a card being replaced has strapping 
jacks, strap the replacement card the same as the one you are replacing. 

• Do not completely remove CCA with the card extractor. 
• Do not use excessive force when inserting CCAs. 
• Ensure that all pins are straight on replacement CCA. 

 
Special Tools The two special tools needed to handle circuit cards are the ESD wrist strap 

and the card extractor.  The ESD wrist strap grounds the operator to the 
equipment preventing damage from static electricity.  The tools are shown 
below: 
 

 
 

Continued on next page 
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Circuit Cards, Continued 

 
Correct Circuit 
Card Faults 

Often during movement between operating locations, circuit cards become 
jarred loose from the slot.  Reseating circuit cards both before installation and 
during troubleshooting, can clear faults and ensure proper operation.  Follow 
the steps in the below to reseat cards: 

 
Step Action 

1 Remove front cover of the CDS. 
2 Remove all circuit cards.   
3 Reseat the cards in systematic order. 
4 Apply power and observe for additional faults. 
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Assign On-line Diagnostics 

 
Purpose of 
AOD 
Commands 

Assign on-line diagnostics (AOD) and maintenance commands are used to 
perform switch diagnostic tests.  All user-initiated tests are accomplished 
using AOD commands.  These commands can assist you in almost all areas of 
switch maintenance.   

 
Workstation 
screen 

When operating the CDS and a diagnostic query is requested, choose 
maintenance and diagnostics at the main menu bar.  You will be prompted for 
additional parameters to perform a test, when applicable.   
 
Each test requires the selection of a test name/number.  In addition, certain 
tests may require the entry of additional parameters to execute the test. When 
execute is selected from the command window, and if additional parameters 
are required for performance of a test, a second window provides prompts. 

 
AOD Test  The AOD test results are broken down into five equipment status codes: 
 

Code Description 
Unit Good Indicates the command test has been completed and no 

errors have been detected.   
Unit Failed Indicates an error has been detected.  An error vector 

code is displayed along with the failed status explaining 
the reason for failure.   

Unit Busy Equipment performing other function (In-Use).  This 
should tell you that it is good.  If you want to test the 
busy piece of equipment, you can mark that piece of 
equipment Out-of-Service and then retest it. 

Unit Undefined Equipment does not exist or is out of range. 
Invalid for 

Switch Type 
Indicates AOD command does not apply to this system. 

Continued on next page 
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Assign On-line Diagnostics, Continued 

 
AOD Test 
Codes 

A complete list of the AOD test codes can be found in TM-11-5808-804-
13&P.  The following are examples of the most common codes: 

 
AOD Test Action 
AOD-10 Individual Trunk Test:  This is a continuity test on the selected 

analog or digital trunk.  This test sends a test signal to a 
remote switch and measures the returned signal.   

AOD-15 Call Service Position (CSP) Test:  This test is initiated at the 
VDT, performed at the CSP, and terminated at the Video 
Display Terminal (VDT).  The test can be used to test a 
remote CSP (RCSP). 

AOD-24 DNVT Loop Test:  This test cues the Digital Nonsecure Voice 
Terminal (DNVT) and monitors the digital codeword response 
(SEIZE) with digital scanner, TDMX, processor, and digital 
receiver.  The switch responds with FORCE CLEAR; then 
DNVT responds with RELEASE.  The test is completed with 
RELEASE ACK response from the switch. 

AOD-31 Digital Subscriber Voice Terminal (DSVT) (KY-68) Loop 
Test:  This test makes a call between the DSVT under test and 
the DSVT at your position. 

AOD-34 Loop Key Generator (LKG or KG-82) Test:  This test loops 
the cipher text input to the KG-82 output.  A test signal is then 
sent to the plain text receive, and the plain text transmit is 
checked. 

AOD-39 Digital Line Termination Unit (DLTU) Test:  This test 
provides the user with the capability of testing all DLTU 
cards.   

AOD-48 COMSEC Controller Group Test:  This test sends test words 
to the communication security (COMSEC) controller and 
checks the status replies. 

AOD-91 Central Processor Unit (CPU) Switchover Command:  The 
CPU switchover command switches the operational state of 
the CPU to standby or off-line. 

AOD-93 AKDC Status Control Command:  The AKDC status control 
command is used to bring the AKDC on-line and to start call 
processing. 

Continued on next page 
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Assign On-line Diagnostics, Continued 

 
Periodically 
Initiated Tests 

As an additional preventive measure, you can schedule periodic tests.  These 
tests should be scheduled to meet availability requirements.  These tests may 
also be initiated at any time by the switch maintainer via ESOP.  Examples of 
the tests are listed below:  

 
Test Interval 

Conference Bridge Units 6 Hours 
Digital Receivers 6 Hours 
Digital Signaling Generator 6 Hours 
DSVT 6 Hours 
Essential User Bypass 24 Hours 
Loop Key Generator (2 Tests) 6 Hours 
Remote Special Devices 6 Hours 
Signaling Buffer Controller 120 Seconds 
Switching Controller Group 24 Seconds 
Time Division Matrix (3 Tests) 24 Hours 
COMSEC Controller 120 Seconds 
Trunks 6 Hours 
DIBITS Buffer 6 Hours 
DIBITS Trunk 6 Hours 
DNVT 6 Hours 
Message Processing Test 6 Hours 

 
Fault Initiated 
Tests 

The software runs fault initiated tests in response to a fault that has been 
detected.  Critical faults which interrupt the call process automatically trigger 
system diagnostics to commence.  Two conditions which activate the fault 
initiated tests are as follows: 
 
• Input/Output (I/O) Errors 
• Time Division Matrix 
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Replacing Inoperative Items  

 
Cards The configuration kit contains circuit cards that can be used to configure the 

SRN to interface with the appropriate equipment for the specified mission. 
The components of the configuration kit are not to be used as spare parts; 
however, situations may require an emergency replacement.  The circuit cards 
included in the configuration kit are listed in the part and quantity table 
below: 

 
Card Type Qty 

Diphase Loop Modem-A 6 
20-Hertz Closure Line Termination Unit 3 
Multi-Frequency Line Termination Unit 3 
4-Wire Line Termination Unit 3 
NATO Interface Line Termination Unit 2 
T1 CEPT 2  1 
Digital Transmission Group Signaling Module 1 

 
Induct Items 
Into 
Maintenance 

At the local unit level, you as an operator are responsible for inducting items 
requiring repair into the maintenance cycle.  Many items are covered by 
warranty and forwarded to the manufacturer and a new replacement piece is 
returned.  Maintaining proper accountability of the required maintenance, 
modifications and inventory of the CDS will promote its proper functioning 
when it is needed. 

 
Operator 
Responsibility 

You should be able to identify and repair faulted equipment associated with 
the CDS in order to provide reliable communications support for your 
command.  Repair actions at the organizational level may consist of removing 
suspected faulty Lowest Replaceable Units (LRUs) and replacing them. 
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Restart Services 

 
Automatic CDS 
Load 
Procedures 

Whenever the CDS has been brought offline, it will require a restart sequence 
for switching service to be restored.  Using the automatic load procedure 
brings the database (stored in position 1 of the ESTIC card) back into service. 
You must make sure that the database is the correct one having the specific 
mission requirements stored.  The following steps are used to bring the CDS 
back online: 

 
Step Action 

1 Apply power to the TCS COMSEC units.   
2 Apply power to workstation. 
3 Set PROGRAM TEST thumbwheel to position 10. 
4 Power up the CDS by placing the POWER ON/OFF switch in the 

ON position 
5 Set the AUTO/MANUAL switch to AUTO. 
6 Press and release LOAD switch.  Once loading is complete, the 

TCS front panel will display diagnostic code 650000.  The 
OFFLINE indicator is on. 

7 Log in on the workstation (remote or local). 
8 Select network management. 
9 Select CDS management. After about 1 minute, SWOLOP Main 

Menu window will be displayed.   
10 Observe the following at the CDS front panel: 

 
• ACTIVE indicator light on. 
• Diagnostic code status window displays cycling code of 660000. 
 
System software will automatically bring CDS to standby, then on-
line.   

 
Online Once the CDS has been successfully brought back to the online state, you 

should continue to monitor the system for further corrective actions needed.  
Periodic tests of both the trunks and switching system connections ensure the 
proper operation within the network architecture.  
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Lesson 3 Exercise 

 
Directions Complete exercise items 1 through 7 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1  There are five main areas where CDS power outages could occur.  They are 

external power supply (generator or house power), ______________, circuit 
breaker panel of the power control panel (PCP) of the DTC, power ON/OFF 
switch on front panel of CDS, and CDS ground points. 
 
a. power connection to the PEP of the DTC 
b. SEP of the DTC 
c. house power circuit breaker 
d. DTC generator  

 
Item 2  When troubleshooting the signal flow of the CDS, a ___________ will test 

for faults along a network. 
 
a. modem cable  
b. loopback 
c. multimeter 
d. fiber optic modem  

 
Item 3  The fault isolation requires placing faults into specific priority.  Fault 

isolation requires the operator to analyze the situation and _______________ 
before any actions are taken. 
 
a. call the switch supervisor 
b. restore power 
c. reload the operating program 
d. note the priority of all fault messages and indications 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Item 4  Circuit card handling rules state that you must use a ____________ to remove 

the cards from the slots. 
 
a. pliers 
b. vice grips 
c. card extractor 
d. card grip 

 
Item 5  The assign on-line diagnostic feature of the CDS will provide the operator 

with five equipment status results.  These status results are Unit Good, Unit 
Failed, Unit ___________, Unit Undefined, and Invalid for Switch Type. 
 
a. Online 
b. Busy 
c. Loop 
d. In-use 

 
Item 6  To complete the troubleshooting of the CDS, the operator is responsible for 

________________ items requiring repair into the maintenance cycle. 
 
a. discarding 
b. recycling  
c. inducting 
d. destroyings 

 
Item 7 What load procedure is used to restart the CDS after you have corrected a 

fault or replaced a component? 
 
a. Manual 
b. Restart 
c. Automated 
d. Automatic 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 a 2-61 
2 b 2-64 
3 d 2-66 
4 c 2-67 
5 b 2-69 
6 c 2-72 
7 d 2-73 

 
Summary In this lesson, you have learned techniques of troubleshooting the compact 

digital switch and reestablishing lost communications links due to outages or 
service interruptions.  You were also introduced to the basic equipment 
maintenance cycle. 
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STUDY UNIT 3 

THE REDCOM ISDN GATEWAY EXCHANGE 

Overview 

 
Introduction REDCOM’s IGX is a powerful Integrated Services Digital Network (ISDN) 

designed specifically for flexibility in a wide variety of switching 
applications.  It is an economical compact system that uses the latest in 
distributed digital stored program control technology.  The REDCOM IGX is 
also referred to as a commercial circuit switch (CCS).  

 
Scope This study unit is designed to provide the necessary knowledge and skills to 

properly install, operate and troubleshoot the REDCOM IGX. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

 
Topic See Page 

Fundamentals 3-3 
Operation 3-35 
Troubleshooting 3-69 
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LESSON 1 
 

FUNDAMENTALS 

Introduction 

 
Scope The REDCOM IGX is housed in and operated from the AN/TSQ-227 DTC 

van.  The DTC provides system power, signal cable connections and various 
interfacing components that are needed to properly operate this commercial 
circuit switch in a tactical communications network.  This lesson will 
introduce you to the REDCOM IGX and interfacing components that 
comprise a telecommunications system. 

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall components that control and operate the REDCOM IGX. 
 
• Recall the names of the two MSU controller boards. 
 
• Recall power requirements of the REDCOM IGX. 
 
• Determine the proper cabling requirements of the REDCOM IGX. 
 
• Identify the subscriber connections to the REDCOM IGX. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 3-3 
Description 3-4 
Modular Switching Unit 3-5 
Expanded Timeslot Interchange Board 3-8 
Ring Generator 3-9 
Port and Service Boards 3-10 
Dispatch Console 3-17 
Associated Items 3-23 
Power Requirements 3-24 
Cabling Requirements 3-25 
Subscriber Connections 3-28 
Lesson 1 Exercise 3-31 
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Description 

 
Introduction The REDCOM IGX is for commercial access.  This application of a CCS 

within a tactical communications system is a unique feature in the DTC.  An 
IGX host (computer) and dispatch console for internal and external shelter 
operation is used with the REDCOM IGX when mounted in the DTC van. 
 
Note:   The DTC is equipped with a total of eight MSUs.   

 
Features Capabilities 

• Rack-mounted to fit a standard 
19-inch rack. 

 
• Every rack is configured with the 

circuitry required to provide 
control and connection facilities.  
These cards are required for 
normal operation of the CCS and 
cannot be reconfigured.  These 
cards are: 
− Modular Switching Unit 

(MSU) Controller 
− Expanded Time Slot 

Interchange (ETSI) 
− Ring Generator 

 
• Analog and digital line cards 

− Supports common commercial 
analog telephones (POTS) and 
ISDN subscriber sets (STE) 

 
• Analog and digital trunks 

• Non-blocking, individual shelf 
capacity is 768 ports, (depending 
on configuration) 

 
• Dynamic Line Circuit provides: 

− 16 circuits per card, 304 
subscribers circuits per DTC 
(4864 96 ISDN maximum) 
total of 400 REDCOM 

− Up to 16 field-replaceable line 
circuit modules (daughter 
cards). 

− The capability to terminate T1 
circuits (24 channels [T1]. 

 
• System interface for a standard 2-

wire telephone (POTS). 
 
• Dispatch console with 

− 160 programmable keys for 
direct access to lines and 
trunks. 

 
• Provides 24 voice/data channels.  
• 7 Trunks 

 



MCI Course 0614                                                                                                                                               Study Unit 3, Lesson 1 3-5

Modular Switching Unit 

 
Main 
Components 

The REDCOM IGX main component is the Modular Switching Unit (MSU). 
Two additional items that control and operate the switchboard are the IGX 
host (computer) and the dispatch console. 

 
Modular 
Switching Unit 
(MSU) 

The MSU is a precision-built, high performance communications switching 
platform.  It houses all the service and line cards and the power supply.  
Similar to the CDS, the REDCOM IGX requires a computer to manipulate the 
database parameters.  A diagram of the MSU is shown below: 

    

 
 
 
REDCOM 
Rack Design 

Every rack is configured with the circuitry required to provide control and 
connection facilities.  These circuit cards are required for normal operation of 
the CCS and cannot be reconfigured.  These circuit cards are 
 
• Modular Switching Unit (MSU) controller 
• Expanded Time Slot Interchange (ETSI) 
• Ring generator 
• Port and Service Boards (cards) 

Continued on next page 
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Modular Switching Unit, Continued 

 
MSU 
Controller  

The MSU controller is composed of two boards: 
 

• MSU controller board 
• MSU supervisor board   
 
The controller board controls all activities within its respective shelf.  This 
distributed architecture provides each shelf protection from catastrophic 
failure due to processor related problems.  It also communicates with other 
shelves all the information necessary to establish a multi-shelf call.  Below is 
a diagram of the MSU controller: 

 

                                           
                                                           

Continued on next page 
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Modular Switching Unit, Continued 

 
MSU 
Controller, 
continued 

The MSU controller is designed to plug into the first two left-most slots on 
the CCS shelf.  The controls, connectors, and indicators of the MSU 
controller are listed in the table below: 

 
Item  Part Function 

1 PWR - Green LED 
Power 

Indicates power is supplied to the MSU 
Supervisor board. 

2 SWOV - Red LED 
Clock Switchover 

The shelf is not supplying PCM clocking 
for the CCS or has forfeited control of the 
PCM clock. 

3 PWR - Green LED 
Power 

Indicates power is applied to the MSU 
Controller board. 

4 WD - Red LED 
Watchdog Timer 

When flashing, the MSU controller 
microprocessor is not functioning 
properly. 

5 SALM - Red LED 
Software Alarm 

When lit, there are maintenance notes. 

6 LBUV - Red LED 
Low Backup Voltage 

Indicates data may not be valid in backed-
up SRAM, due to prolonged absence of 
system power. 

7 TR – Green LED Indicates that the ethernet controller is 
transmitting or receiving traffic. 

8 LK – Green LED Indicates that the ethernet controller is in 
twisted pair interface (TPI) mode.  Link 
integrity checking is ENABLED and the 
link has not been broken. 

9 RJ-45 Connection Provides the connection point for LAN 
connectivity. 

10 Red switch – ULCK Unlocks the SRAM from power-off state 
and restores to SRAM the default 
database stored in memory when power is 
applied. 

11 Black switch – CNCL Cancels the ‘ULCK’. 
12 Dual RS-232 interface Provides the connection to a VT-100 

compliant terminal or personal computer 
that can be used to communicate with the 
IGX. 
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Expanded Timeslot Interchange Board 

 
Expanded 
Timeslot 
Interchange 
(ETSI) Board 

The expanded timeslot interchange (ETSI) board is located in the third slot 
from the left, (marked with a blue index on the top of the IGX enclosure) 
directly adjacent to the MSU board set.  The ETSI Service Board occupies 
general card slot 0 of the IGX shelf.  

 
Description There are no switches or indicators on the ETSI board.  There are no 

mechanical keying elements on the edge connector to ensure that it is inserted 
in the correct slot. 

 
Functions The ETSI provides the switching matrix used by all calls entering or leaving 

the shelf.  It provides voice/data frequency (PCM) path switching between 
ports in the system.  It also supports the use of common service circuits, (dual 
tone multi-frequency senders/receivers, the tone plant, and an eight-party 
conference bridge) mounted directly on the ETSI Service board. 
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Ring Generator 

 
Description The ring generator card generates continuous ringing voltage supplied 

through a bus on the backplane.  The ring generator board must be installed in 
the rightmost slot of the MSU slots (dedicated slot).  
 
Note:   The CCS only needs to supply ringing voltage for analog line circuits.   

Below is a diagram of the ring generator card: 
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Port and Service Boards 

 
Service Slots The MSU rack contains 16 circuit card slots for general purpose port and 

service circuit boards.  Port Circuits take an external analog or digital signal 
and convert it into a PCM code.  This code is placed in a timeslot uniquely 
assigned to that port by the MSU Controller.  The port circuits supported by 
the IGX are: 
 
•  Line Circuits provide an interface to subscriber station sets. 
 
•  Analog Trunk Circuits provide an analog interface to other switching    

systems. 
 
•  Digital Trunk Circuits provide a digital interface to other switching 

systems. 
  
•  ISDN BRI Circuits provide an interface to BRI terminal equipment. 
 
•  ISDN PRI Circuits provide a digital PRI interface to other switching 

systems. 
 
•  Miscellaneous Circuits provide a variety of special interfaces and 

functions. 
 
Note:  The BRI and PRI Circuits are discussed later in this study unit. 

 
Service Circuits Service Circuits provide the resources needed to process and support the 

activities of the IGX.  In a typical installation, the first three listed circuits 
reside on an ETSI board.  The service circuits supported by the IGX are: 
 
• Receiver/Sender Circuits detect and generate tones, such as dual tone 

multiple frequency (DTMF), FM, R2, etc., that are used for call control.  
These are usually user-dialed digits but may also include system-generated 
control information. 

 
• Conference Circuits allow multiple lines or trunks to participate in a 

conference call. 
 
• Tone Plants provide various call progress tones (busy tone, dial tone, etc.). 
 
• Miscellaneous Service Circuits provide a variety of functions. 

 

Continued on next page 
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Port and Service Boards, Continued 

 
Line Circuits The main line circuit card this lesson will focus on is the Dynamic Line 

Circuit Card (DLC).  Each Dynamic Line Circuit Board module provides the 
system interface for a standard 2-wire telephone. The DLC is equipped with 
16 modules which control service to analog POTS telephone equipment. It is 
also equipped with two LEDs that give status conditions to the operator: 
 
• Busy LED-Indicates that one or more of the line circuit modules are off-

hook and flashes on and off to indicate that the +5 Vdc or –5 Vdc is 
missing. 

 
• Watchdog LED-indicates a microprocessor failure. 
 
A DLC can be installed between slots 2-15 on the MSU.   

 
DLC 
Illustration 

A side-view illustration of the DLC is shown below: 

                                                    

 

Continued on next page 
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Port and Service Boards, Continued 

 
E&M Trunk Analog trunk circuits, (referred to as E & M) are used to connect the IGX to 

older commercial facilities using existing commercial transmission 
equipment.  The multiple interfaces available facilitate the direct connection 
to a large variety of foreign transmission equipment, as well. 
 
These trunk boards are used to connect the IGX to similar types of trunks in 
other switching systems.  In some cases, the connection or wiring between the 
two trunks may consist of actual physical conductors.  But usually, there is 
some type of intervening transmission medium, such as a carrier, microwave, 
or fiber optics. 

Continued on next page 
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Port and Service Boards, Continued 

 
Digital Line 
Circuit BRI-S 
Board (4-wire) 

Each Basic Rate S (local connection)-Interface Board is installed in one of the 
port and service slots of the MSU.  The database must be properly configured 
to have this board in the slot.  The Basic Rate (S)-Interface cards are usable 
from any shelf.  Each of the two signaling channels for each circuit is 
assigned a timeslot.  Below is an edge-view illustration of the BRI-S Board: 

   

Continued on next page 
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Port and Service Boards, Continued 

 
Digital Line 
Circuit BRI-U 
Board (2-wire) 

Each Basic Rate U (remote connection)-Interface Board is installed in one of 
the port and service slots of the MSU.  The database must be properly 
configured to have this board in the slot.  The Basic Rate (U)-Interface 
Boards are usable from any shelf.  Each of the two signaling channels for 
each Basic Rate U-Interface circuit is assigned a timeslot.  A edge-view 
illustration of a BRI-U is shown below: 

 

                   

Continued on next page 
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Port and Service Boards, Continued 

 
T1 
Fundamentals 

Provides one 24-channel group at a T1 data rate of 1.544 MHz.  In the 
strictest sense, T1 refers to a system of copper wire cables and amplifiers or 
regenerators that reinforce the digital signal at intervals of about 1 mile. 

 
T1 Direct Digital 
Interface 
 

The digital T1 interface (MA0292) switch for selecting the LOCAL 
(maintenance loop-around) loop mode, normal operating mode (no loopback), 
or LINE (line loop) loop mode.  Each T1 Direct Digital Interface MA0292 
Board set is installed in two consecutive slots of the 1port and service slots of 
the MSU.  The database must be properly configured to have this board set in 
the two slots.  Each T1 Interface uses between 12 or 24 timeslots, depending 
on the number of channels enabled.  Dip switches located at the bottom edge 
of each board provide for cable length equalization.  All cards terminating 
into the local tactical network should be set to the lowest length setting (0-133 
feet).  An illustration of the front-edge of the T1 card is shown below: 

                  

Continued on next page 
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Port and Service Boards, Continued 

 
T1 Direct 
Digital  
Interface, 
continued 

The items of the T1 digital interface are explained in the table below: 

 
Part Function 

LOOP switch LOCAL (up) position:  Digitally connects the transmit 
bit stream back to the receive bit stream, testing the T1 
interface hardware and firmware. 
LINE (down) position:  T1 interface is in the line 
loopback mode.  Connects the receive line signal to 
transmit line signal. 

ALARM 
CUTOFF switch 

Two-position toggle not used in DTC. 
 

Test Jacks The XMIT and RCV bridge (B) jacks allow a T1 test set 
with a high impedance bridge setting to monitor the 
transmitted and received signals. 
The XMIT and RCV test (T) jacks allow for: 

 
• Drop and insert testing 
• Bit Error Rate (BER) measurements 

LOC Local Loopback LED - Illuminated when “LOOP” 
toggle is set to “LOC” 

LINE Line Loopback LED - Illuminates when “LOOP” toggle 
set to “LINE”.  

CFA Carrier Failure Alarm, Illuminates when T1 carrier is 
out-of-service. 

YEL Yellow Alarm - Illuminates when T1 terminal is unable  
to receive T1 signal. 

RED  Red Alarm - Illuminates when carrier loss for more than 
 2.5 sec. 

CAR  Carrier Alarm - Illuminates when T1 interface not  
 receiving T1 carrier. 

OOF Out Of Frame - Illuminates when T1 interface cannot 
frame on received bit stream. 

RAIS Receive Alarm Indication Signal 
TAIS Transmit Alarm Indication Signal T1 interface hardware 

problem or Control card failure 
MAJ Major Alarm - T1 hardware/firmware problem exists 
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Dispatch Console 

 
Provisions The dispatch console provides REDCOM’s IGX and PABX systems with 

one-button access to lines, trunks, conferences, and other special functions.  
The dispatch console’s compact design and rapid access and monitoring 
facilities make it highly efficient within a tactical environment.  Switches and 
indicators are conveniently placed.  Color-coded gray and blue shading 
separates the keyboard into logical sections.  An optional clear membrane 
overlay protects the console against damage and wear without hindering 
operation.   
 
If operating in an external site from the DTC, the IGX can be controlled by a 
portable dispatch console.  When employed, the portable dispatch console 
requires a connection to the 4-Wire CTI (Control Terminal Interface) card to 
transmit and receive audio and data to/from the IGX.  If the console is located 
within forty (40) feet of its associated system, the CTI board can also provide 
power to the console. 
 
Note:   The Portable dispatch Console can be operated from the R-WS of the 

DTC. 

Continued on next page 
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Dispatch Console, Continued 

 
Diagram An illustration of the dispatch console front panel is shown below: 
 
 

          
   
       Note:   Controls and indicators will be covered in greater detail in lesson 2. 

Continued on next page 
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Dispatch Console, Continued 

 
Console 
Programmable 
Keys 

Depending on the configuration, some keys may be customer-programmed to 
customize their function.  Up to 14 of the 164 programmable keys may be 
programmed with up to 30 digits each.  Any remaining programmable keys 
may be programmed with up to 8 digits each.  See the IGX user’s manual for 
more information regarding programmable keys.  The items or functions that 
may be assigned include: 
 
• Circuit access 

− Lines 
− Trunks (Individual or group) 
− Attendants 
− Conferences 

 
• Functions 

− Press-to-talk 
− Trunk hookflash (Operator recall) 
− Call hold 
− Relay activators 
− Position busy 
− Night service 
− Time 
− Page zone 

Continued on next page 
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Dispatch Console, Continued 

 
Console 
Transmission 
Module 

The console transmission module provides an interface to the handset/headset 
and a chime announcing calls waiting to be answered.  An illustration of the 
console transmission module is shown below: 

                                

                                         

 
Description  A description of the items on the console transmission module is shown 

below: 
 

Part Function 
Chime 

Volume 
Control 

Adjusts the audio level of the chime tone at the chime 
speaker. 

Chime Provides audible indication of waiting tone at the chime. 

Continued on next page 
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Dispatch Console, Continued 

 
Console  
Display Module 

The console display module provides the attendant with a complete display of 
ongoing activity.  It includes three alphanumeric displays that provide call 
information and are used to prompt and/or inform the attendant.  Status 
indicators further facilitate call handling.  An illustration of the console 
display module is shown below and a description of each item can be found 
on the next page. 

 

                           

Continued on next page 
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Dispatch Console, Continued 

 
Description A description of the items of the console display module is shown below: 
 

Part Function 
DISPLAY 

 
Shows information regarding the called or calling party, 
as well as miscellaneous information regarding call 
progress, time, etc. 

Active LED  
(A)/(B) 

Illuminates when the field has data to display. 

MAJOR 
ALARM 
Indicator 

(red) 

Lights when a major fault has occurred. 
 

MINOR 
ALARM 
Indicator 

(red) 

Lights when a minor fault has occurred. 
 

SPLIT Indicator 
(red) 

Lights when a party connected to the console is split off 
(cannot hear the attendant or be heard). 

CALL 
WAITING 
Indicator 

(red) 

Informs the attendant of call(s) waiting when the console 
is busy.  The flash rate increases as the number of 
waiting calls increase. 
 

2-PARTY 
Indicator 

(red) 

Lights when the attendant is actively handling two 
parties simultaneously. 
 

ACTIVE 
Indicator 

(red) 

Lights when the attendant is receiving or making calls. 
 

 
Console Power 
Module 

All system control consoles require a power source to convert voltage to 
proper operation level.  Depending on console configuration, the power 
module may or may not be a required module.  There are no operator controls 
or indicators on the power module. 
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Associated Items 

 
IGX Host The IGX) offers a host (computer) control interface via a standard serial port, 

allowing users to customize the system’s call-handling capabilities to suit 
their particular application.  The host control interface requires three facets: 
 
• The IGX switching system 
 
• An external host computer that runs application software to gather data 

and to assert commands 
 
• A serial link to carry commands and responses between the host computer 

and the IGX 
 
The host computer can be connected to the IGX via one of the two RS-232e 
serial links on the MSU Controller board.  These two communications links 
are referred to as Communications Port #0 and Communications Port #1 
(COM0 and COM1). 

 
Configuration 
Kit 

The kit contains added feature cards for enhancing the REDCOM IGX 
services.  It also stores additional cards to those already installed in the shelf. 
The configuration kit includes the following cards: 
 
• MTI - 2 
• Ring Generator - 1 
• 4W-CTI - 1 
• G/LSRD - 3 
• UCS - 1 
• BRI-U - 2 
• DTMF - 2 
• MF Sender/Receiver - 1 
• SF Trunk - 8 
• Line Card 8 (Expanded 1200 Ohm)- 3 
• E&M 2W/4W Type I and II – 3 each 
 
Note:   A complete list and functions of the SL-3 items required to operate the 

REDCOM IGX-C can be found in the SL-3 extract 10664A PCN 
12310664000. 
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Power Requirements 

 
Primary 
Operating 
Voltages 

Equipment that is intended for AC power is normally shipped configured for 
a specific power source (100, 120, or 240 VAC) and cannot be used with any 
other power source.  Primarily the REDCOM IGX is configured to operate at 
the 120 VAC range.  

 
External Power 
Source 

The REDCOM IGX requires power from an external source.  It can operate 
either from a generator or house power depending on your site configuration.  
Since the REDCOM is most often configured with the DTC, the same power 
supply techniques provide the necessary power required by the REDCOM 
IGX as found in Study Unit 1, Lesson 1. 
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Cabling Requirements 

 
DTC Signal 
Entry Panel 

Since the REDCOM IGX is most often mounted within the DTC, the same 
cable connection techniques to the signal entrance panel (SEP) are used.  The 
REDCOM IGX utilizes a combination of the trunk lines and the DTC Patch 
Panel to achieve connectivity between users and nodes alike.  Connections are 
made between panel jacks with single or dual patch cords. 

 
DTC Patch 
Panels 

The two patch panels we will focus on include the COAX SEP terminations 
and fiber optic modem (FOM) terminations.  The second group consists of 
internal DTC equipment terminations.  On the patch panels, INs are only 
patched to OUTs and OUTs to INs.  The equipment interfaces are wired to 
the group patch panels (GPPs) as send-odd receive-even (SORE). 
 
Patch panels provide break access and monitoring capabilities for the SRN 
loop subscriber interface.  Patch panels are labeled 1 through 15 for the first 
group of panels and 16 through 30 for the second group of panels. 

 
Loop Patch 
Panel 

The loop patch panel (LPP) SEP is used for interfacing 2/4/6 wire circuits 
from the CSS to the TCS.  An illustration of a LPP is shown below: 

 
 
 

 

 

Continued on next page 
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Cabling Requirements, Continued 

 
COAX Patch 
Panel 

The COAX patch panel (CXPP) provides an interface from the coaxial cables 
SEP to the shelter and the various switching equipment.  Terminations to the 
CXPP consist of three fundamental groups.  A diagram of the CXPP is shown 
below: 

                                
 
 
 
 
 
 
 
 

 
Groups Function 

1 Includes the COAX and T1 signal entrance panel (SEP) 
terminations and fiber optic modem (FOM) unbalanced 
conditioned diphase (CDI) terminations.   

2 Consists of numbered codes that support the tech control 
function and allow for alternative equipment interface 
connections. 

3 Consists of internal DTC equipment terminations that 
include unbalanced CDI, T1, and high bit rate digital 
subscriber line (HDSL) terminations and CDI test 
equipment terminations. 

 
Fiber Optic 
Modem (FOM) 
Patch Panel 

The fiber optic modem (FOM) patch panel provides an interface between the 
fiber optic cable SEP to the various switching equipment inside the DTC that 
uses fiber optic cable equipment. 

Continued on next page 
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Cabling Requirements, Continued 

 
Interoperability 
Within the 
DTC 

Since the IGX is housed within the DTC, trunk lines between the IGX and the 
CDS are already engineered between the two switchboards.  Below is an 
illustration showing the number and type of trunk lines and compatible 
equipment commonly used within a tactical network:  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Agencies and equipment supported 

 

Compact Digital Switch (CDS) + Single Row Nest (SRN)
Common  Baseline Circuit Switch (CBCS) software 
MSE/ULCS/TRI-TAC compatible: 
  
•US Army > MSE 
•US Air Force > TTC-39-A(V4) / ULCS 
•USMC                > ULCS / DTC (CDS) 
•US Navy > TSS (SMU) 
•JCSE                > TCCS (CDS) 
•DISA STEP > SMU / Type 34-36 / T1 
•Coalition > T1-E1 / DCO 

REDCOM IGX (x8 MSU [DTC])
COTS ISDN compatible: 
 
•US Army > T1 / Type 34-36 
•US Air Force > TDC-ICAP (IGX-C) 
•USMC                > DTC (IGX-C) 
•US Navy > T1 /  T1-PRI 
•JCSE                > TCCS (IGX-C) 
•DISA STEP > T1 /  T1-PRI 
•Coalition > T1-E1 / DCO 

Subscriber 
Terminals: 
 
•STE 
•STU III 
•POTS 
•(RWI) PSC-5 
/ SINCGARS 

Subscriber 
Terminals: 
 
•KY-68 
•DNVT 
•STU III 
•POTS 
•(RWI) KY-90 

CDS/REDCOM IGX 
Interoperability (DTC) 

(4) Commercial T-1 trunks 

CDS REDCOM 
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Subscriber Connections 

 
Terminal 
Equipment 

The IGX is compatible with two basic types of telephone equipment: 
 
• Analog plain old telephone service (POTS) 
• Digital integrated services digital network (ISDN) terminals 

 
POTS  POTS is a combination of devices that are common to everyday life.  Simple 

single-line telephones found in homes or offices fit this description just like 
tactical telephone devices like the TA-938.  A POTS telephone requires only 
a two-wire connection to the switch. 

 
Secure 
Telephone 
Equipment 

The secure telephone equipment (STE), or the older secure terminal unit III 
generation (STU-III) are examples of devices that will operate with the 
REDCOM.  The STU-III operates in the analog mode whereas the STE can 
support ISDN service. 

 
Integrated 
Services Digital 
Network 
(ISDN) 

ISDN has internationally-adopted standards for end-to-end digital 
communications using existing commercial telephone networks.  It provides a 
multi-service network to handle voice calls, data transfers, video and image 
services.  It maintains a compatibility interface with the existing POTS.  
Standards are still undergoing evolutionary changes for faster data rates while 
optimizing current bandwidth.  ISDN operates in two configurations: 
 
• Basic Rate S Interface (BRI-S)  
• Basic Rate U Interface (BRI-U) 

 
Basic Rate S 
Interface  
(BRI-S) 

The BRI-(S) interface provides the ISDN interface to the secure telephone 
equipment (STE).  The basic rate S interface characteristics are 
 
• Local 4-wire connections 
• Connects directly to the ISDN terminal 
• Maximum separation 1 kilometer (phone > J-1077 > SEP > BRSI card) 

Continued on next page 
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Subscriber Connections, Continued 

 
Basic Rate U 
Interface  
(BRI-U) 
 

The Basic Rate U (BRI-U) interface is the commercial reference point between 
the local exchange and the network termination.  It supports the 2-wire circuit 
interface to the commercial network terminal one (NT1).  The NT1 is not 
provided as part of the DTC.  The Basic Rate U Interface characteristics are 

 
• Remote 2-wire connections. 
• It must be terminated at a network termination 1 (NT1) for conversion 

from “U” interface to “S” interface for local distribution. 
• Can be located up to 18,000 feet from the CCS. 

 
Distribution 
Devices 

The REDCOM IGX can operate in conjunction with distribution boxes J-
1077 and J-2317.  The 26-pair (CX-4566) connection to the J-1077/J-2317 
distribution frames supply service to the end user device.  POTS devices often 
times require a connection block (C-Block) for connectivity between the 
device and the distribution frame.  The C-block provides a connector (female 
end) for the common RJ-11 or “Phone Jack” cord connection. 

 
Terminal 
Connection  

The US standard C-block has a four-wire capacity.  The wiring standard used 
in the C-block contains two pairs of wire.  The wires are identified by color; 
black, green, red and yellow.  An easy phrase that helps remember the correct 
pairing is “Christmas Trees and Bumblebees.” 
 
• Green/Red - colors associated with a Christmas tree 
• Black/Yellow - colors of a bumblebee  
 
Note:   Some telephone devices used by the IGX do not require a four-wire 

installation; only one pair is required.  The c-block/RJ-11 connection 
method must be used on commercial-type or desk telephone style 
terminals. 

Continued on next page 



MCI Course 0614                                                                                                                                               Study Unit 3, Lesson 1 3-30

Subscriber Connections, Continued 

 
RJ-11 and C-
Block Diagram 

A diagram of the RJ-11 and c-block are shown below: 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 5 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1  The REDCOM IGX consists of the following:  ring generators, 

______________, and up to sixteen port and service circuit boards 
(dependent on database configuration).   
 
a.  Ring generator 
b.  Power supply 
c.  MSU controller board 
d.  CSPC 

 
Item 2 The MSU controller is composed of two boards: the __________ board and 

the Supervisor board. 
 
a.  Controller 
b.  COMSEC 
c. Loop 
d.  Line  

 
Item 3 The REDCOM IGX is capable of running off of __________ VAC power. 

 
a.  100-400 
b.  90-220 
c.  100-240 
d.  90-400 

 
Item 4 Correct cabling requirements for the REDCOM IGX are made from the 

distant-end equipment, through the DTC and forwarded through the _______ 
Panel. 
 
a.  Receiver Entry 
b.  Power Entry 
c.  Line Entry 
d.  Patch 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Item 5 When connecting subscribers to the REDCOM IGX for service, the ______ 

rather than binding posts are used to make wireline connections. 
 
a.  RJ-11 
b.  RJ-45 
c.  RS-232 
d.  RS-432 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 c 3-5 
2 a 3-7 
3 c 3-24 
4 d 3-25 
5 a 3-29 

 
Summary In this lesson, you have learned the description, characteristics, components, 

functions, proper grounding, power requirements and cabling needed to 
install the REDCOM IGX.  In the next lesson, you will learn how to operate 
the REDCOM IGX system and database operations. 
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LESSON 2 

OPERATION  

Introduction 

 
Scope This lesson introduces you to the REDCOM IGX operating procedures and   

provides the necessary knowledge for proper operation of the switchboard 
and related call service requirements.  It includes REDCOM IGX 
initialization and Dispatch Console commands, and the REDCOM Shell 
(RSH) database commands that are used to bring the REDCOM IGX to an 
on-line, operational state. 

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Identify procedure to initialize the REDCOM IGX. 
 
• Identify fault controls and indicators. 
 
• Recall the signaling parameters of the IGX host. 
 
• Recall functions of the REDCOM Shell (RSH) database. 
 
• Identify components of user job screens. 
 
• Recall features of the STE and STU-III. 
 
• Identify the procedure to answer incoming calls using the dispatch 

console. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 3-35 
Initialization 3-36 
Observing Faults 3-41 
Host Configuration 3-42 
REDCOM Shell (RSH)  3-43 
System Administration Job 3-53 
STE and STU-III Operations 3-58 
Dispatch Console Operator Functions 3-63 
Lesson 2 Exercise 3-65 
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Initialization 

 
Basic 
Initialization 

Basic initialization of the REDCOM IGX is accomplished by performing a 
few steps:  

 
Step Action 

1 Power-on procedures of both the DTC power control panel. 
2 Applying power to the roadside rack A2 (REDCOM Call Service 

Position). 
3 Applying power to curbside racks A9, A10, and A11 (Modular 

Switching Units). 
4 Loading the REDCOM IGX with the proper database.   

 
Generic 
Operating 
Program 

The REDCOM IGX comes equipped with a factory generated generic 
operating program.  Once the user specifications have been established for the 
mission, a more detailed and specific program and subscriber database can be 
generated and stored within the REDCOM IGX memory.   
 
Note:   For more detailed information pertaining to this, refer to the 

REDCOM User’s Manual. 

 
Database 
Initialization on 
System Start-
Up 

When the system is booting up, several steps are automatically taken to 
determine where a specific database can be found.  Once a viable database is 
located, the search ends.  The table on the next page shows the order in which 
the IGX searches for and validates a database to use along with the operator 
selections: 
 
Note:   Programming language known as the REDCOM shell (RSH) will be 

discussed in detail later in this lesson. 

Continued on next page 
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Initialization, Continued 

  
Database 
Initialization on 
System Start-
Up, continued 

 

 
Stage Description 

1 System copies /sysrom (default database) to /systmp. 
2 System makes /sys a mirror image of /systmp. 
3 System validates the ACTIVE database in protected Random 

Access Memory (RAM), and then the operator must select from 
the following prompt options: 
 
YES:  Validates the EDIT database in protected RAM and  
 finishes the Boot-up process 
NO:   Copies ACTIVE database to EDIT database and finishes the Boot-
 up process 
NO:   Checks the PCMCIA for /card (if used) 
YES:  Then go to stage 4 
NO:   Validates files in /tmp directory 
YES:  Then go to stage 5 
NO:   Validates files in /sys directory 
YES:  Then go to stage 6 
NO:   Then go to stage 7 

4 Validates database files in the /card directory. 
5 Validates database files in the /tmp directory. 
6 Validates database files in the /sys directory. 
7 Validates database files in the /redcom directory. 
8 An empty database (default) is used. 

 
Clean 
Initialization 

If the ACTIVE and EDIT databases have become corrupt, or if you want to 
start fresh, the database cleanup procedure is valid as long as the /sysrom has 
not been corrupted as well.  This next section assumes that the default 
database is valid.  You do not want to erase the /sysrom; it would leave you 
with a totally empty database.  A complete database rebuild would have to be 
done.  Two methods for rebuilding a database are the hardware-induced and 
software-induced methods.  

Continued on next page 
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Initialization, Continued 

 
Hardware- 
Induced Clean 
Start Rebuild 

Follow the steps listed in the table below to perform a hardware-induced 
clean start rebuild: 

 
Step Action 

1 Verify all the cards are present and in the correct slots. 
2 Make sure that all configurable cards have been set for DTC 

operations. 
3 Make sure all cards are firmly seated in their slots. 
4 Unlock all shelves on the front panel of the MSU controller by 

pressing the “ULCK” button located on each MSU.  This will force 
the CCS to boot-up from the default database stored in the Erasable 
Programmable Read-Only Memory (EPROM). 

 
Note:    This can also be completed from the REDCOM Shell (RSH). 

5 Perform the steps outlined in the “Normal Start-up” procedures. 

Continued on next page 
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Initialization, Continued 

 
Software-
Induced Clean 
Start Rebuild 

Follow the steps listed in the table below to perform a software-induced clean 
start rebuild: 
 

 
Step Action 

1 Perform “Normal Start-up” procedures.  Upon completion, the system is connected to 
MSU-0 - rsh/tmp> 

2 Unlock and clean shelves: 
To unlock and clean one shelf: 
  

1 Type rsh/tmp>rlogin x (where “x” is the desired shelf) 
2 Type rsh(0/1)/tmp>dbunlk (unlocks the database) 
3 Type rsh(0/1)/tmp>reset (reloads the default database from /sysrom on that shelf) 
4 Enter password 
5 Answer prompt “Do you wish to continue (Y/N)”:  Yes 
6 Type rsh(0/1)/tmp>dblock (locks newly loaded default database) 

 
To unlock and clean all shelves: 
 

1 Type Rsh/tmp>dbunlk* (unlocks the database on all shelves) 
2 Type Rsh/tmp>reset* (reloads default database resident in /sysrom on each shelf) 
3 Enter password 
4 Answer prompt “Do you wish to continue (Y/N)”:  Yes 

  
Note:  This method can be carried from any one of the MSUs. 

Continued on next page 
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Initialization, Continued 

 
Shut down 
REDCOM 

After bringing up and operating the IGX, it is just as important to properly 
shut down your system.  The procedure is short and simple but must be 
carried out properly if you wish to maintain the existing database.   

 
Normal 
Shutdown 

Follow the table below to properly shut down the REDCOM-IGX: 

 
Step Action 

1 (MSU 0) Type:  rsh/tmp>lo<CR> or logout<CR>, press “Enter” 
and "LOGIN" prompt appears.  (A shelf other than "0": 
rsh(x)>lo<CR> or logout<CR>.) 

2 Exit HyperTerminal. 
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Observing Faults  

 
Fault 
Indicators 

Once the proper power has been applied to the REDCOM IGX, the operator 
must check the following fault indicators: 
 
• Ring Generator LEDs 
• MSU card indicators 

 
Ring Generator 
LEDs 

Besides sending the ring tone to the subscriber terminal, the Ring Generator 
also monitors the output of the DC power supply.  Three green LEDs indicate 
the presences of voltage on the +5, +12, and –48 volt buses.   

 
If… Then… 

All three green LED indicators are lit The power supplies on the backplane 
are normal, the red LED is off. 

The red LED is lit You have a loss of ring to the ring 
bus; either there is a ring generator 
circuit card assembly (CCA) 
problem or a blown fuse. 

 
MSU Card 
Indicators 

The MSU card controls all activities within its respective shelf.  This 
distributed architecture provides each shelf protection from catastrophic 
failure due to processor related problems.  Proper functioning of the 
REDCOM IGX will be displayed by the following indicators (either on or 
off), on the MSU: 
 
• MSU Controller PWR is ON. 
• Pulse Code Modulation (PCM) Clock Switch Over (SWOV) should be 

OFF. 
• MSU Supervisor PWR is ON. 
• Watch Dog Alarm (WD) is OFF. 
• Software Alarm (SALM) can be ON or OFF. 
• Low Battery Backup (LBUV) is OFF. 
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Host Configuration 

 
Man-machine 
Interfaces 
(MMIs) 

In most cases, the hardware connections are going to be preset prior to system 
deployment.  You will only have to change them under unique situations.    

 
IGX Host 
Configuration 

For intelligible communications to occur, the communication parameters for 
both the IGX and the host (computer) must agree.  The IGX supports a 
number of signaling parameters that you can change to match the host.  The 
table below explains allowed values for signaling parameters:  

 
Parameter Value 
Baud Rate The baud rate can be set for 110, 150, 300, 1200, 1800, 

2400, 4800, 9600, or 19.2Kbps.  The default value for 
baud rate is 9600 bps. 

Character Length This parameter is called bits per character and can be set 
to either 7 or 8 bits.  The default character length is 8 
bits. 

Parity This parameter indicates the type of parity checking that 
is to take place.  The IGX supports even, odd, low-
forced, high-forced, or no parity.  The parity default 
value is no parity. 

Stop Bits This parameter indicates the number of expected stop 
bits, and it can be set to either 1 or 2 stop bits.  The 
default value is 1 stop bit. 
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REDCOM Shell (RSH) 

 
User Jobs The REDCOM Shell (RSH) is the software interface between the user and the 

IGX system software.  User jobs are programs that allow users to display 
and/or modify the characteristics of the system.  The RSH is comparable to an 
operating system on a PC, with user jobs being the programs that the user can 
run.  The following user jobs are available through RSH: 

 
Job Function 

ADM System Administration Job – Used to perform 
administrative modifications to the system database, i.e., 
station numbers, class of service features, timers, 
dialcodes, and tonetables. 

GEN Database Generation Job – Used to perform massive 
changes to the system database, such as the size of 
database tables, the assignment of hardware types, and 
the assignment of time slots. 

MANT Maintenance Job – Used to perform various 
maintenance functions, such as changing the operating 
states of circuits and displaying IGX Maintenance 
Notes. 

XLD Database Upload/Download Job – Used to store and 
restore database files. 

BURN Reprogram System Memory – A flash memory card 
containing the program and files needed to update the 
processor’s flash memory which holds the IGX generic 
software load. 

CONV Database Conversion Job – Supplemental card job used 
to convert an existing database to work with a new load. 

BASIC The Programming Language BASIC Job – Provides a 
number of features facilitating development of special 
application software. 

HOST Host Job – Allows control of switching functions 
through a host computer. 

BOOK Phonebook Generation Job – Supplemental card job 
used to generate a phone book listing all station numbers 
and names sorted alphabetically. 

PSR Site Office Records Generation Job – Supplemental card 
job used to generate subscriber and system database 
records. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
RSH Menu  The illustration below gives an overview of the RSH and the user jobs: 

 
 

  

 
Databases 
 

A database consists of a series of tables with information.  Each table contains 
a series of entries, and each entry is made up of several parts.  The 
information contained in the tables are read and presented for viewing and 
modification via the system user jobs.  There are several databases that exist 
simultaneously in each running IGX shelf: 
 
• Permanent Default Database 
• Factory Database 
• Semi-Permanent Database 
• Active Database 
• Edit Database 

Continued on next page 



MCI Course 0614                                                            3-45                                                                     Study Unit 3, Lesson 2 

REDCOM Shell (RSH), Continued 

 
Types Information as to the types and description of the RSH databases used for 

operation is shown below: 
 

Type Description 
Permanent Default Database A database text file stored in long-term, permanent 

memory.  It holds the basic commands and “Help” 
files for the program. 

Factory Database An exact copy of the file as the database was shipped 
from REDCOM Laboratories. 

Semi-Permanent Database Holds information that is needed for unique 
parameters of a local database. 

Active Database Located in the system's RAM as a binary database.  It 
is the database used by the system to process calls. 

Edit Database Located in the system's RAM as a binary database.  It 
is the database used to hold all intermediate 
administrative changes until they are ready to be 
actively used by the system in handling calls.  All 
system administration is done to this Edit Database 
and then integrated into the Active Database via the 
ACTIVATE command in the various system user jobs. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
User Interface The RSH method of interfacing is the same as interfacing for the user jobs, 

except that it uses the terminal as one large scrolling window.  Below is an 
example of the IGX host screen with a description of each part.  

 

 
 

Item Part Description 
1 Display Window The large, fixed window in the upper portion of 

the screen.  This portion of the terminal screen 
is used to display information related to a 
particular user job screen.  As items are 
changed, their new values are reflected as 
appropriate in this window. 

2 Title The one-line, reverse text box located on the 
top border of the Display Window.  The title 
indicates the current user job screen. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

  
User Interface, 
continued 

 

 
Item Part Description 

3 Command Line(s) The lower portion of the screen directly below 
the Display Window.  The Command Line is 
the interactive portion of the screen. It is used 
to print prompts, accept commands, and print 
error messages. 

4 Prompt The indication in the Command Line that the 
system is ready to accept the next line of input. 
System prompts are formatted to indicate the 
current device within RSH or the current 
screen within the user job. 

5 More Information 
Indicator 

A column located on the left side of a Display 
Window.  Arrows in the area indicate there is 
more information to see above (“^”) or below 
(“^”) the current screen displayed.  Page 
forward (down) with Control-F or Control-N, 
and page backward (up) with a Control-B or a 
Control-P. 

6 Status Line A one-line, reverse text box located between 
the Display Window and the Command Line. 
The Status Line displays various relevant 
information, such as the current shelf and 
circuit address. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
Understanding 
Commands 

As an operator, you will be required to add information that controls the 
functions of the REDCOM.  Entering information on the host computer 
requires knowledge of the command syntax used by the RSH.  An individual 
command can consist of several parts as shown below.  However, while all 
commands have a keyword, not all commands require all the parts listed 
below in the sample command: 

 

  copy [/noinquire] /type={data|bin} <string> <string> [<string>] 
 
1. Keyword 
2. Optional Qualifier, shown in square brackets 
3. Required Qualifier 
4. Required Argument(s) 
5. Optional Argument, shown in square brackets 
 

Item Part Description 
1 Keyword 

 
The keyword is what names the 
command and separates it from all 
other commands. 
• The keyword is essentially the   
command, and every command has a 
keyword. 
• The keyword itself can have a value 
(e.g. keyword=<value>”). 
• The keyword can have any one of 
several possible value types. 
• The keyword always starts off the 
command. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
Understanding 
Command, 
continued 

 

 
Item Part Description 

2 Optional Qualifier(s) The optional qualifiers are like mini-
keywords in that each has its own 
name, but each is also associated with 
the keyword and cannot stand on its 
own as a command. 
• No optional qualifier is required to 
be specified in the input for the 
command to be complete. 
• Every optional qualifier has a name. 
• Each optional qualifier can have a 
value (for example, “qualifier = 
<value>”) or one of several possible 
value types e.g., qualifier = 
{<value1>|<value2>}”). 
• The optional qualifier(s) can be in 
any order after the associated keyword 
and can be mixed with required 
qualifiers and required arguments in 
any order. 

3 Required Qualifier(s) The required qualifiers are exactly like 
optional qualifiers, except all the 
required qualifiers must be specified 
for the command to be complete.   
  
Required and optional qualifiers can 
occur in any order and can be mixed 
together in the input, and they can be 
mixed with required arguments in any 
order. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
Understanding 
Commands, 
continued 

 

 
Item Part Description 

4 Required Argument(s) The required arguments are additional 
values associated with the keyword. 
• All must be specified to complete the 
command. 
• Required arguments do not have 
their own names; each is simply a 
value (e.g. the number 2, the date 12-
Mar-1994, etc.) 
• Each required argument can be any 
one of several possible types of 
values. 
• Must be specified in the input in the 
same order as the syntax dictates (i.e. 
their order is fixed), but they can be 
mixed with optional and required 
qualifiers in any order. 

5 Optional Argument Commands may specify an optional 
argument that is the last item in the 
command line. 
• As its name suggests, the optional 
argument does not have to be specified 
in the input order for the command to 
be complete. 
• The optional argument does not have 
a name in and of itself; it is simply a 
value. 
• The optional argument can be any 
one of several possible types of 
values. 
• An optional argument cannot be 
mixed with optional/required 
qualifiers, or with required arguments. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
On-Line Help On-line help is available within the REDCOM Shell (RSH) and for all the 

user jobs for every command in every screen.  The standard on-line help 
system contains two types of help: 
 
• Short Help  
• Long Help 

 
Short Help Provides a list of valid keywords or syntax help for a particular keyword.  It is 

displayed in the Command Line at the bottom of the screen.  Upon exiting 
help, control is returned to the current user job or the REDCOM Shell. 

 
Long  Help Provides a list of valid commands as well as syntax and text commands. It is 

displayed in the display window (the top portion of the screen).  Upon exiting 
help, control is returned to the current user job or the REDCOM shell. 

 
Enhanced 
Global Help 

Provides advanced help for items that are not commands along with the 
standard help feature.  However, useful help is available through the IGX’s 
Enhanced Global Help file called, “global.hlp”.  This IGX help file comes 
equipped with all the translator “type” definitions. 
 
Enhanced Global Help can be accessed from any screen at any time.  Another 
advantage of the IGX Enhanced Global Help file is that the user can modify 
it.  The user can add custom help keywords for various applications. 

 
Feature Listing 
Screen 

To view the available and activated features in the switch, type the command 
“feature” at the RSH prompt.  This command generates a feature setting list 
similar to the screen shown below.  All activated features will be identified 
with a non-zero value entry as shown in the illustration on the next page. 

Continued on next page 
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REDCOM Shell (RSH), Continued 

 
Feature Listing 
Screen 

To view the available and activated features in the switch, type the command 
“feature” at the RSH prompt.  This command generates a feature setting list 
similar to the screen shown below.  All activated features will be identified 
with a non-zero value entry as shown in the illustration below: 

 
         rsh /tmp> feat 
 

Feature setting for shelf: 0/0 
Number  Name     Value  Description 
---------------------------------------------------------------------------------- 

    1  acd       0  Automatic call distributor 
     2   phs       0  Personal handy phone system 
     3   csbri       0  Special PHS cell site interface 
     4  toll       1  Toll restriction 
     5   host       0  Host control, 1=read, 2= + write 
     6   format       0  Format PCMCIA cards 
     7   basic       0  BASIC program language 
    8   dsp_conf    0  DSP conference support 
     9   chain_c      0  Chaining conferences together 
     10   law_conv    0  A-law u-law conversion (IGATE) 
     11   xisdn        0  Experimental ISDN 
     12   psx        0  Power line system features 
     13   book        1  Phone book program 
     14   db_conv      0  Database convert program 
     15   psr        1  Print site records program (VLST) 
     16   co_mf        1  CO features FG-C, FG-D & equal access 
    17   co_800        1  CO 800 services 
     18   cluster        0  Multi-cluster switch operation 
     19   export        0  International features enabled 
     20   port_qty      0  Ports per shelf, 0=150, 1=300 
     21   custom        0  Custom PID support 
     22   cled        0  Remote console LED mapping 
     23   cpu        0  CPU speed 0=24Hmz 1=25Mhz 
     24   class        1  CO class features 
     25   isdn        0  ISDN Features PRI and BRI 

rsh /tmp> 
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System Administration Job 

 
ADM User Job 
(ADM) 

The System Administration (ADM) Job is used to perform administrative 
modifications to the system database, i.e., station numbers, class of service 
features, timers, dialcodes, and tonetables.  Programming a POTS telephone 
falls under this command.  The screens that the operator must navigate to 
monitor these functions are listed hierarchically in the table below: 

 
Screen Function 

CLUSTER Lists the MSU shelves.  (DTC only uses cluster 0) 
MSU (0 through 7) Lists the slots on the current CCS (MSU) shelf. 
SLOT (0 through 15) Lists the circuits on the current slot. 
CIRCUIT Displays information on the selected current circuit. 
TERMINAL The information is derived from the current terminal. 

 
Loop Program 
Methods 

Line characteristics can be assigned and modified on two levels: 
 
• Individual line  
• Groups of lines  
 
Additionally, there are system-level attributes that will affect the operation of 
lines (such as dialed digit translations, ringing cadence definitions, and inter-
digit dialing timers).  Since programming a loop is a very involved process, 
detailed information for this operation is available in the REDCOM Users 
Manual. 

 
Loop 
Parameters 

When programming a loop, you will have to set parameters.  Use the below 
chart to identify the appropriate screen that you must access to set your  
parameters: 

 
Parameter Screen 

Pulse Code Modulation (PCM) 
Companding Law 

SLOT level screen 

Pad Class CIRCUIT level screen 
Station Number and Name LINE CIRCUIT ATTRIBUTES 

screen 

Continued on next page 
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System Administration Job, Continued 

  
Loop 
Parameters, 
continued 

 

 
Parameter Screen 

Security-Related Attributes 
(Authorization Code Digits, 
Priority Levels, etc.) 

LINE CIRCUIT ATTRIBUTES 
screen 

Feature Access Flags 
(Conferences, Transfer, Call 
Waiting, etc.) 

LINE CIRCUIT ATTRIBUTES 
screen 

Special Hardware Flags (Dynamic 
Line Timeslot Sharing, Radio Line, 
etc.) 

LINE CIRCUIT ATTRIBUTES 
screen 

Other Miscellaneous Attributes 
(Ringing Tables, Data-Carrying 
Capabilities, etc.) 

LINE CIRCUIT ATTRIBUTES 
screen 

 
Trunk 
Programming  
Considerations 

The IGX can be connected directly to another IGX, a subordinate switching 
system, or to the public switched telephone network (PSTN) via a number of 
different trunk types.  In some cases, the wiring between the two trunks may 
consist of actual physical conductors.  Usually, there is some type of 
intervening transmission medium, such as a carrier, microwave, satellite, or 
fiber optics.  The reason there are so many different trunk boards offered is to 
facilitate direct connection to a variety of such transmission equipment.  The 
IGX can facilitate two types of trunks: 
 
• Analog 
• Digital 

 
Analog Trunk Analog trunks use analog signals (such as tones and changes in electrical 

levels) to exchange signaling information. They typically contain two circuits 
per board. A variety of line signaling options are supported. 

Continued on next page 
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System Administration Job, Continued 

 
Digital Trunk Digital trunks use digital information to exchange signaling information. 

They contain 24 or 32 channels per board-set.  PCM clocking circuits are 
required for the IGX to synchronize its digital span facilities with those in 
other switching systems (or similar equipment). 

 
Programming a 
Trunk 
(Network Links 
Command) 

The NETWORK LINKS screen is designed to be used in multi-cluster 
networks.  It allows the user to specify the talk paths and data paths in a 
multi-cluster network.  To function the network links screen properly, the 
MSU numbering, com port(s) and trunk group(s) also must be setup correctly. 
 
Once the slots have been properly defined in the database using the GEN job, 
you can customize them using the ADM job.  
 
Since this function is a very involved process, more detailed information is 
available in the REDCOM Users Manual. 

 
ADM 
Commands - 
Network Links 
Screen 

The following table gives examples of the commands used (command syntax 
and description) when programming a trunk within the REDCOM IGX: 

 
Command Description 

++entry Makes the next network link the current network link. 
--entry Makes the previous network link the current network 

link. 
destination= 
({0|0x0}.. 

{252|0xfc}) 

Sets the cluster that the current link is attached to. 
 

entry= 
{<decimal>| 

<hexadecimal>} 

Makes the current network link the entry specified. 
 

quit 
 

Leaves the current screen and returns to the main 
screen.  Any unsaved work will be discarded before 
returning to the main screen. 

source= 
({0|0x0} 
  {7|0x7}) 

Sets the source address for the current network link. 
 

Continued on next page 
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System Administration Job, Continued 

  
ADM 
Commands – 
Network Links 
Screen, 
continued 

 

 
Command Description 

state= 
{na|active|busy} 

Sets the current state for the current network link. 
 

Trunk = 
({0|0x0}.. 

{149|0x95}) 

Sets the trunk group used by the current link. 
 

type= 
{na|comport| 

trunk} 

Sets the type of link for the current network link. 
 

 
ADM Job - 
Traffic Usage 
Reports 

The REDCOM IGX system maintains logs (registers) that define functions, 
status changes, or circuit failures.  The system can interpret these entries, 
capture them, and then generate traffic usage reports that will help you  
manage and troubleshoot the CCS system.  

 
Report Data -
ADM Traffic 
Dump (TDMP) 

This report prints 60 lines of usage data per page.  A header at the top of each 
page includes: 

 
• Page number 
• Elapsed time since the registers were last cleared: 
• Ranges from 0 to about 182 hours 

 
Generating 
Reports 

The ADM Traffic Dump (TDMP) provides the means to generate traffic 
usage reports on individual ports (circuits) or groups of ports (circuits) from 
registers that record call attempts and accumulate usage data.  Reports can be 
generated: 

 
• Automatically:  By predetermined time intervals 
• Manually:  By entering the “Adm>tdmp” at the command prompt. 

Continued on next page 
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System Administration Job, Continued 

 
Viewing 
Reports 

To view the traffic usage report immediately, enter: 
“Rsh/tmp>tdmp<sp><session number>” 
 
Note:   If the space (sp) is not entered between “tdmp” and the “session 

number” the report will be generated upon the requested interval 
through the TRAFFIC DUMP OPTIONS screen.  
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STE and STU-III Operations 

 
Purpose  In 1984, the National Security Agency (NSA) initiated the Future Secure 

Voice System (FSVS).  It was an aggressive, accelerated program used to 
button up US voice communications by the end of the 1980s.  In 1986, 
National Communication Security Instruction (NACSI) 6002, "Protection of 
Government Contractor Telecommunications" was issued requiring defense 
contractors to transmit classified information and sensitive unclassified 
information solely over encryption equipment approved by the NSA. 

 
Types The two types of secure terminals used are the STE and STU-III.  The STU-

III is the older (analog) generation terminal the STE is the updated model 
which supports digital technology.  Both terminals offer a secure 
communication operation mode. 

 
Secure 
Terminal 
Equipment 
(STE) 

The L-3 Communications STE is a secure terminal that is securely 
interoperable (voice and data) with other STE terminals and STU-III 
telephones.  The STE provides nonsecure (clear) voice that is interoperable 
with conventional ISDN and PSTN telephones, STU-III terminals, and 
DNVTs.  The STE features include: 
 
• Information protected by U.S. Government FORTEZZA Plus KRYPTON 

Crypto Card (KOV-14) 
• External 100-250 VAC Power Supply 
• Alphanumeric display for identification and authentication 
• Speakerphone for both nonsecure and secure communications only 
• Speed dialing 

 
KOV-14 
FORTEZZA 
Card 

A Cryptographic Ignition Key (CIK) is used to unlock the secure 
functionality of a cryptographic device.  Conceptually, a CIK can be viewed 
as a key to a lock. 
 
The CIK for the STE is the KOV-14 card.  A “Fill Card” is a KOV-14 
programmed at the Central Facility with the CIK installed on the card.  The 
KOV-14 “Fill Card" contains all the keys and algorithms a STE uses for 
secure operation.  The card is classified to the level of the keying material 
because the secure functionality is unlocked when association occurs. 

Continued on next page 
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STE and STU-III Operations, Continued 

 
Illustration Below is an illustration of a STE terminal with the KOV-14 FORTEZZA 

card: 
 

 
                 

 
Secure 
Operation of 
STE 

When placing a call between two STE terminals, both units display the 
highest classification that is common to both units.  The highest common 
security classification level (e.g., SECRET) is displayed on the first line of 
the message window throughout the secure call.   

Continued on next page 
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STE and STU-III Operations, Continued 

 
Placing a 
Secure Call 

To place a secure call with the STE, follow the steps in the table below: 

 

Step Action 
1 Ensure crypto card is inserted and engaged (Card Insertion LED is 

lit).  
2 Lift the handset, press a call appearance button, or press the 

speakerphone button to take you off hook.   
3 Enter a telephone number via the keypad, speed dial, or redial.  A 

non-secure call must be made before going secure. 
4 After the call is established, press SECVOICE by choosing the 

appropriate softkey corresponding to the alphanumeric display. 

Continued on next page 
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STE and STU-III Operations, Continued 

 
STU-III An older generation of secure telephones is the Secure Terminal Unit- 3rd 

Generation (STU-III).  It serves the same purpose as the STE and is still 
maintained within some unit inventories.  The STU-III devices found today 
are manufactured by two companies; GTE (discontinued in 1999), and 
Motorola.  Common STU-III features include: 
 
• Information protected by U.S. Government Crypto Ignition Key (KSD-

64A) 
• External Power Supply, (100-250 VAC) 
• Alphanumeric Display for Identification and Authentication 
• Speakerphone (nonsecure mode only) 
• Speed dialing 

 
KSD-64 A The key storage device (KSD-64A) has a storage capacity of 64,000 bits of 

information.  The device is a key-shaped piece of plastic that contains a 
computer chip called an Electronically Erasable Programmable Read Only 
Memory (EEPROM).  The device is inserted like a key into a slot in the STU-
III and turned to engage its computer chip with the electronic components of 
the STU-III.  Since the KSD-64A is an EEPROM, NSA can use its special 
equipment to program it, erase the information it contains, and reprogram it 
with other information. 

 
Illustration Below is an illustration of a MOTOROLA STU-III terminal with the KSD-

64A: 
 

                                               

Continued on next page 
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STE and STU-III Operations, Continued 

 
Secure 
Operation of 
STU-III 

The steps to place a secure call with the STU-III are the same as the steps for 
the STE with one exception.  The KSD-64A is used instead of the KOV-14 
crypto card.  A similar message of the approved user and level of COMSEC 
will be shown on the display window of the STU-III after the connection has 
been completed. 

 



MCI Course 0614                                                            3-63                                                                     Study Unit 3, Lesson 2 

Dispatch Console Operator Functions 

 
Functions Once the mission data are programmed into the dispatch console and the CCS 

database, the day-to-day operation of the dispatch console is effortless.  
Detailed information as to the parameters required to program the console can 
be found in the REDCOM Users Manual.  This connects to CCS system via 
the 4-Wire Control Terminal Interface (4W-CTI) card (MSU 0, slot 8).  It 
draws power from CTI card and can transmit signals up to a maximum 
distance of 40 feet.  The console transmits and receives data via the 4-wire 
connection as well. 

 
Placing Calls To place an outgoing call, the call service circuits must be in the idle state.  

Outgoing calls are dialed as shown in the table below: 
 

Step Action 
1 Enter your PIN code (if necessary).   
2 Dial the station number or press the associated circuit key. 
3 Use the connected handset to speak to the dialed party. 

 
Answering 
Calls 

When a subscriber, or another switchboard operator, calls the dispatch 
console, a ring tone will be heard at the position and the busy indicator will 
illuminate.  The incoming call is answered as shown in the table below: 

 
Step Action 

1 Press the LOOP key. 
2 Service the call. 

 
Placing Calls 
on Hold 

Just like other digital switchboards within the Marine Corps inventory, the 
REDCOM has the ability to have multiple calls on hold simultaneously.  The 
procedures to manage multiple incoming calls are as shown in the table 
below: 

 
Step Action 

1 Press <HOLD> plus # followed by two digits (up to 100 calls) 
“FEATURE DONE” is displayed. 

2 Press the flashing line/trunk access key to retrieve a held call. 

Continued on next page 
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Dispatch Console Operator Functions, Continued 

 
Precedence 
Dialing 

To make priority calls with the priority dial codes (PRE), the dispatch console 
must have the proper maximum priority administratively assigned.  However, 
consoles without the proper level of priority can use the priority override 
feature by using the forced priority dial codes (ove).  To change the 
precedence level of a subscriber, follow the steps in the table below: 

 
Step Action 

1 Verify authorized subscriber and place incoming call on hold. 
2 Dial the priority dial code <PRE> ________ or the forced priority 

dial code <ove> ________ , then dial the station number. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 7 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1 When the system is booting up, several steps are automatically taken to 

determine where a specific ________ can be found.   
 
a.  Vendor 
b.  Database 
c.  User 
d.  Operator 

 
Item 2 The MSU Controller Board is equipped with eight LEDs that indicate the 

status of various settings.  What does SALM LED indicate? 
 
a.  Subscriber alarm 
b.  Security alarm 
c.  Software alarm 
d.  System alarm 

 
Item 3 The allowed signaling parameters of the IGX host are:  _________, Character 

length, Parity, and Stop bits. 
 
a.  data 
b.  local server 
c.  baud rate 
d.  remote 

 
Item 4 The REDCOM Shell (RSH) System Administration Job (ADM) is used to 

perform administrative modifications to the system database, i.e., station 
numbers, _______________, timers, dialcodes, and tonetables. 
 
a.  class of service 
b.  DSN access 
c.  hardware types 
d.  precedence 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Item 5 When manipulating the database, the components of the user job screens are 

as follows:  Display Window, _______, Command Line(s), Prompt, More 
Information Indicator, and Status Line. 
 
a.  Chapter 
b.  Title 
c.  Unit 
d.  Segment 

 
Item 6 When making a secure line check utilizing the STE, a ________ is required 

for the line encryption. 
 
a.  KSD-64A 
b.  KY-68 
c.  KOV-14 
d.  DSVT 

 
Item 7 To answer a call from the dispatch console for line check, press the ______ 

key on the console. 
 
a.  Keypad 
b.  Split 
c.  Loop 
d.  Spare 

Continued on next page 
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Lesson 2 Exercise, Continued   

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 b 3-36 
2 c 3-41 
3 c 3-42 
4 a 3-43 
5 b 3-46 
6 c 3-58 
7 c 3-63 

 
Summary In this lesson, you have learned the proper operation of the switchboard and 

related call service requirements; REDCOM IGX initialization and Dispatch 
Console commands and REDCOM Shell (RSH) database commands.  In the 
next lesson, you will learn how to troubleshoot the REDCOM IGX system. 
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LESSON 3 

TROUBLESHOOTING 

Introduction 

 
Scope This lesson will introduce you to troubleshooting and the basic equipment 

maintenance cycle.  As an operator you are responsible for determining the 
cause, locating the faulted part, and finally, getting the switch up and 
operating.  This lesson has been structured in the order of occurrence.  
Troubleshooting always precedes any maintenance.  This lesson includes the 
system aids to troubleshooting and the process for repairing faults. 

 
Learning 
Objectives 

At the end of this lesson, you will be able to 
 
• Recall the critical element of troubleshooting. 
 
• Identify the item that prevents a database crash. 
 
• Identify the area to inspect when troubleshooting signal cables to the 

REDCOM IGX. 
 
• Identify the process of Maintenance Job of the REDCOM IGX. 
 
• Identify the practices to handle circuit cards. 
 
• Identify maintenance procedures of the REDCOM IGX. 
 
• Recall procedure to restart the REDCOM IGX. 

Continued on next page 
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Introduction, Continued 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 3-69 
Fault Isolation 3-71 
Power Troubleshooting 3-72 
Signal Troubleshooting 3-73 
Database Maintenance Job 3-74 
Adjusting Circuit Cards 3-79 
Replacing Inoperative items  3-80 
Restarting the REDCOM IGX 3-81 
Lesson 3 Exercise 3-83 
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Fault Isolation  

 
Purpose  Fault isolation is the critical element of troubleshooting.  The goal of fault 

isolation is to make the corrective actions as efficient as possible. 

 
Fault Isolation 
in CCS System 

When performing fault isolation, all administrative and diagnostic indicator 
lamps are in their normal state, you should examine all trouble reports 
thoroughly so the exact meaning of the problem is understood.  Check 
external interface equipment such as those listed below first: 
 
• Power 
• Distribution frame 
• Cabling 
• DTC 

 
Fault Analysis Do not make the assumption in that the problem (fault) is associated with the 

CCS equipment.  The following questions should be asked to help define the 
source of the problem: 
 
• Were any changes made recently to the database assignments that could 

cause the problem? 
 
• Was there an extended power failure that may have caused: 

− Clearing the non-volatile RAM database? 
− Reverting back to the permanent database? 
 

• Is the problem condition associated with: 
− One circuit? 
− A group of circuits on the same circuit board? 
− A group of circuits in a single shelf? 
− A multi-shelf system as a whole? 
− Is the problem intermittent or continuous? 
 

• Were any changes made recently to cabling that could cause the problem? 
 
• Could the problem be caused by “crossed symptoms”? 
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Power Troubleshooting 

 
Power 
Concerns 

As a switchboard operator, one of your primary responsibilities will be to 
troubleshoot power failures as quickly as possible.  Power is one element of 
communications systems that cannot be compromised, it must be provided on 
a continual basis.  Although providing power is not your primary 
responsibility, you must be well versed in how it is delivered to the systems.   

 
REDCOM 
Power 
Equipment 

As stated in lesson 1, the REDCOM is most often mounted within the DTC 
and draws the required power from its PDP.  The DTC also has backup power 
in the form of Uninterruptible Power Supplies (UPS).  The UPS will engage 
to prevent processor crashes in the event of a power outage.   

 
UPS 
Limitations 

The UPS is not designed to operate the REDCOM IGX or telephones when 
activated.  Loss of communications will occur until the primary power is 
restored. 

 
Power 
Troubleshooting 
Inspection 

There are five main areas where power related faults or problems that are 
associated with the REDCOM IGX: 
 
• External power supply (generator or house power). 
• Power connection to the power entry panel (PEP) of the DTC. 
• Circuit breaker panel of the power control panel (PCP) of the DTC. 
• Power ON/OFF switch on front panel of REDCOM IGX. 
• REDCOM IGX ground points. 

 
Preventive 
Measures 

There are a number of preventive measures that can be taken to minimize the 
risk of an unplanned power outage: 
 
• Make sure all power cables are properly installed. 
• Prevent accidental “tripping” of circuit breaker controls by limiting 

movement around equipment. 
• Establish and maintain high-conductive electrical grounding points. 
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Signal Troubleshooting 

 
Signal Cables  The same basic troubleshooting techniques that you would use to identify 

power related faults or problems should be used to troubleshoot signal cable 
faults or problems. 
 
Signal cable in the form of either trunk or loop requires the same basic 
troubleshooting techniques.  The interruption of signal flow will cause the 
operator to become aware of a problem through visual indication and 
subscriber/network supervisor complaints.   

 
Inspection There are three main areas where signal cable faults or problems that are 

associated with the REDCOM IGX could occur: 
 
• Verify cable to distant equipment is operational. 
• Ensure proper connection of Loop Signal Entry Panel (LSEP) of the DTC. 
• Proper patch panel connections are indeed made. 

 
Patch Panel 
Troubleshooting 

Patch panel cables can become corroded or accidentally knocked loose by 
constant foot traffic within the DTC.  The common troubleshooting technique 
is to check for corroded or loose connectors.  

 
Restoring 
Signals 

Steel wool or an eraser can be used to clean corroded connectors.  This is 
usually done at the operator level of maintenance.   
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Database Maintenance Job 

 
MANT Job  Since the CCS does not have alarms to indicate a fault condition, diligent 

monitoring of the switch is required by the operator for detection and 
isolation of any circuit anomalies.  The “MANT” user job of the REDCOM 
Shell (RSH) provides CCS operators and maintenance personnel with the 
means to check the current status of the CCS at a variety of levels.  It can 
show the function of the switch as a whole, or allow you to obtain detailed 
information on the current status of an individual circuit. 

 
MANT Job 
functions 

The Main “MANT” screen provides the means to check hardware verses 
actual programming.  It is a quick way to verify that a card in a particular slot 
agrees with what the switch programming says is there. 
 
By specifying a particular slot in an MSU, the information displayed becomes 
more specific.  This screen will provide a quick “snap shot” of the current 
status of all circuits on a particular CCA. 
 
By specifying an individual circuit, information on the current call data and 
hardware status of a particular circuit is displayed.  
 
Note:   A more detailed listing of these functions is listed in the REDCOM 

Users Manual version. 

 
Diagnostic 
Indicators 

Diagnostic indicators provide a visual indication of the status of a particular 
card or circuit.  The IGX software is designed to detect certain types of fault 
conditions.  Maintenance personnel are alerted to an alarm condition via LED 
indicators mounted on the front of the MSU controller. 

Continued on next page 
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Database Maintenance Job, Continued 

 
MSU 
Controller LED 
Description 

Descriptions of the LEDs are listed in the table below:   

 
Indicator Description Lamp 

Watchdog (WD) 
Timeout 

[red] 

Indicates major fault 
associated with MSU 
controller. 

Flashing LED lamp 

Software (SALM) 
Alarm 
[red] 

Indicates maintenance 
note(s) reported. 

Steady LED lamp 

Low Backup Voltage 
LBUV 
[red] 

Indicates data in backed-
up SRAM may not be 
valid. 

Steady LED lamp 

 

 
Alarm 
Conditions 

The REDCOM IGX will initiate an alarm condition code to illuminate the 
fault indicators.  Alarm conditions include : 

 
• Major and minor hardware  
• Major and minor software faults, such as: 

− Faulty supply voltages 
− Faulty clock supply 
− Faulty ringing current supply 

Continued on next page 
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Database Maintenance Job, Continued 

 
MANT Job 
Screens 

When navigating from MSU to slot to circuit, the “mant” will display the 
operational status of your devices.  It is a quick look at “how” your system is 
doing.  Used in conjunction with the “notes” printout, it will isolate problem 
areas prior to actual failure.  Unique screens are used at the cluster, MSU, 
slot, and circuit levels: 
 
• MSU 
• Slot 
• Circuit 

 
MSU  The MSU level displays a list of the slots in the current CCS shelf, such as: 

 
• Database configuration 
• Hardware configuration 

 
When initialized, the RSH default level for the MANT job is the MSU level.  
The main screen displays a list of the slots on the current CCS shelf.   

 
Slot  The slot level displays the circuits in the current slot.  The information 

depends on the board type residing in the slot.  These board types include: 
 
• Line 
• Trunk 
• Service circuits 
• ISDN circuits 
• MSU controller  
• ETSI  

Continued on next page 
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Database Maintenance Job, Continued 

 
Circuit  The circuit level displays information on the selected circuit.  The displayed 

information reflects the board residing in the slot.  These circuits include 
 
• Line 
• Trunk 
• ISDN circuits 

 
Diagnostics  Diagnostics are small micro-programs used to exercise your system as a 

whole or down to its fundamental elements.  If you have not derived the 
possible cause of the fault, you will have to exercise the equipment to force 
the fault to present itself.  This is the task of the “Diagnostic” tools.  The 
MANT job allows users to view the actual state of a circuit at any given time. 

 
Test Modes You can run circuit test programs on compatible boards with the “cmd” 

command of the REDCOM Shell.  Valid test modes are listed in the table 
below: 

 
Test Mode Function 

Normal Returns the affected circuit to normal operation. 
Self-test Performs a self-test on properly equipped boards (BRI, 

MTI). 
Reset Reboots properly equipped boards (Dynamic Line, BRI, 

T1, MTI). 
Loop Performs loop test on properly equipped boards (T1, 

MTI). The “data=<digit>” qualifier sets the loop mode. 
− “1”=local loop back “cmd=loop data=1” 
− “2”=line-loop loop around, “cmd=loop data=2” 
− “0” clears loop back “cmd=loop data=0” 

Test-access Activates the test access relays on line circuits equipped 
with the test access feature. 

Driver Tests the driver portion of a universal sensor/driver 
board. 

Continued on next page 
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Database Maintenance Job, Continued 

 
Testable 
Circuits 

The following testable circuits are found with the REDCOM IGX in the DTC 
configuration.  The test options for each circuit are listed in the table below: 

 
Circuit Test Parameters 

CTI (Control Terminal Interface) Normal/reset 
BRI (Basic Rate Interface) Normal/loop/self-test 
DLN (Dynamic Line Card) Normal/reset/test-access 
E&M (Trunk card) Normal/self-test 
MTI (Message Transceiver Interface) Normal/loop/self-test 
T1 Loop/reset 
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Adjusting Circuit Cards 

 
Circuit Card 
Handling 
Procedures 

When handling printed circuit cards during troubleshooting, all of the rules of 
safe circuit card handling must be observed.  All cards except the MSU 
controller can be swapped under power; however, the technique is NOT 
RECOMMENDED!  The procedure is listed in the table below: 

 
Step Action 

1 Attach ESD wrist strap to the rack being worked on. 
2 Loosen the retainer screws at top and bottom of board. 
3 Grasp the card tape at the top of card and pull it out.  This will 

unseat the card from the backplane. 
4 Grasp the top and bottom of the card and firmly pull it out of slot 

and away from the shelf. 
5 Place the removed circuit card on/in the approved ESD bag. 
6 Take all necessary precautions to protect the card.  This card 

should be treated as a good working circuit board. 
 
Note:   The replacement card should be a known good card of the 

same type and part number.  Ensure identical settings are 
made to the new board to match that of the faulted board 
(when applicable). 

7 Insert the card into the same slot using firm pressure.  Do not force 
the card. 

8 Verify the fault has been cleared up. 

 
Reseating 
Method 

Often, during movement between operating locations, circuit cards can 
become jarred loose from their slots.  Proper reseating of circuit cards, can 
clear faults and ensure proper operation. 
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Replacing Inoperative Items 

 
Inoperable 
Items 

Once an item of the REDCOM IGX has been identified as inoperable, the 
operator has a few more functions to perform.  The item must be inducted 
into the maintenance cycle at the local unit level and appropriate paperwork 
be maintained within the individual equipment record jacket.  Maintaining a 
proper history of required maintenance, modifications and inventories of the 
REDCOM IGX will promote its proper functioning when it is needed. 

 
Returning 
Defective Items  

REDCOM Labratories provides equipment return tags for all items requiring 
maintenance or return.  Since the REDCOM IGX has a specific warranty 
contract, follow the procedures in the table below to package an item: 

 
Step Action 

1 Carefully insert the item into electrostatic discharge (ESD)-
approved envelope. 

2 Wrap the envelope in bubble wrap. 
3 Insert the item in the suitable shipping carton. 

 
Note:   During the term of the warranty, all items will be shipped to 

the manufacturer for repair/replacement.   

 
Example Below is an example of the equipment return tag: 
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Restarting the REDCOM IGX 

 
Restoration 
Sequence 

After troubleshooting the recognized fault, you should perform limited 
maintenance by changing the faulty item with a known good item.  
Restoration of the communications completes the process.  The restoration 
sequence will be required for several situations: 
 
• Turn on/boot-up 
• After initializing the operating program 
• Extended power outage 

 
Turn On/Boot-
up 

The CCS will automatically obtain its operating programs from non-volatile 
memory located on the controller board set.  The CCS will display a prompt 
after booting with the card.  This option is used most often to install software 
updates from the CCS. 
 
Unless a FLASH card is inserted into the slot on the MSU controller board 
set, it becomes the boot-controlling program. 

 
After 
Initializing the 
Operating 
Program 

After initializing the operating program, the CCS will load the database 
information.  Check the RAM location for a valid database.  When found, the 
REDCOM uses that database for operation. 

 
Extended 
Power Outage 

A power outage lasting longer than the RAM holdover time can result in the 
RAM database being lost.  The CCS will use the last stored database on non-
volatile FLASH memory.  
 
It is a good practice to store a spare copy of the latest database on a FLASH 
card for quick programming of spare controller boards and preplanned 
database changes. 

Continued on next page 
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Restarting the REDCOM IGX, Continued 

 
Reestablishing 
Network Links 

After the switch has been returned to an operational state, the operator must 
make sure the network links are reestablished.  The network links (trunks) 
must be checked between the distant switches and the CDS when the 
REDCOM IGX is mounted within the DTC. 

 
Dispatch 
Console 

After power has been restored to the system, initial alarms will sound from 
the dispatch console.  Clear the alarms by pressing the feature code key and 
the number “4” key on the keypad of the dispatch console.  Verify the 
database settings are still valid for the dispatch console when restoring 
services.  Reprogramming of the parameters may be necessary if the local 
database was erased during the outage. 
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Lesson 3 Exercise 

 
Directions Complete exercise items 1 through 7 by performing the action required.  

Check your answers against those listed at the end of this lesson. 

 
Item 1 What critical element makes troubleshooting as efficient as possible? 

 
a.  Troubleshooting 
b.  Maintenance 
c.  Fault isolation 
d.  Cross training 

 
Item 2 Emergency power is supplied to the REDCOM IGX located within the DTC 

by the Uninterrupted Power Supply (UPS).  The primary reason for the 
emergency power is to _______________ in the event of an outage. 
 
a.  Operate the REDCOM IGX 
b.  Save the line encryption 
c.  Prevent a processor crash 
d.  Power the REDCOM IGX test features 

 
Item 3 Restoring signal to the REDCOM IGX when configured with the AN/TSQ-

227 requires verifying the connections of the _______ of the Signal Entry 
Panel. 
 
a.  LSEP  
b.  Fiber pigtail 
c.  RMC 
d.  LTU 

 
Item 4 The _____ user job of the REDCOM Shell (RSH) provides CCS operators 

and maintenance personnel with the means to check the current status of the 
CCS at a variety of levels. 
 
a.  MANT 
b.  ADM 
c.  XLD 
d.  GEN 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Item 5 All circuit cards except the _____ can be swapped under power, but is not a 

recommended practice. 
 
a.  ETSI 
b.  ring gen 
c.  DLC 
d.  MSU controller 

 
Item 6 The equipment record jacket should maintain a history of all ___________, 

maintenance and inventory of the REDCOM IGX. 
 
a.  damages 
b.  investigations 
c.  receipts 
d.  modifications 

 
Item 7 When restarting the REDCOM IGX, the console alarms can be cleared by 

pressing the ___________ key and #4. 
 
a.  Feature Code 
b.  Spare 
c.  Loop 
d.  Reset 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Answers The table below lists the answers to the exercise items.  If you have any 

questions about these items, refer to the reference page. 
 

Item Number Answer Reference Page 
1 c 3-71 
2 c 3-72 
3 a 3-73 
4 a 3-74 
5 d 3-79 
6 d 3-80 
7 a 3-82 

 
Summary In this lesson, you have learned about the fault isolation, the methods to 

restore power and signal, Database maintenance job functions, adjusting 
circuit cards, completing the maintenance cycle and restarting services.  
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DIGITAL/SWITCHING EQUIPMENT OPERATORS GUIDE 

REVIEW LESSON EXAMINATION 

Review Lesson 

 
Introduction The purpose of the review lesson examination is to prepare you for your final 

examination.  We recommend that you try to complete your review lesson 
examination without referencing the text.  However, those items (questions) 
you are unsure of, restudy the material.  When you finish your review lesson 
and are satisfied with your responses, check your responses against the 
answers provided at the end of this review lesson examination. 

 
Directions Select the ONE answer that best completes the statement or that answers the 

item.  For multiple choice items, circle your response.   

 
Item 1 A dedicated ________MK23 MTVR provides transportation for the DTC. 

 
a. 8-Ton 
b. 7-Ton 
c. 3-Ton 
d. 2-Ton 

 
Item 2 The transition unit nest assembly controls the _______ function of the DTC 

system. 
 
a. send 
b. receive 
c. line multiplexing 
d. line encryption 

Continued on next page 
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Review Lesson, Continued 

 
Item 3 Under TCS control, the AKDC and LKGs provide the crypto 

______________, resynchronization, and key transfers necessary to provide 
end-to-end encrypted digital traffic between local DSVTs and across the 
network. 
 
a. timing 
b. synchronization 
c. alignment 
d. coordination 

 
Item 4 When setting up the DTC for operation, the site chief is concerned with the 

remote operation site not exceeding the 40-foot _______ workstation cable 
length.    
 
a. external 
b. internal 
c. remote 
d. backup 

 
Item 5 Name the grounding point that grounds the switchboard to the chassis of the 

DTC.   
 
a. Internal  
b. External  
c. Curbside 
d. Remote 

 
Item 6 The power entry panel ________ incoming power. 

 
a. filters 
b. conditions 
c. transforms 
d. polarizes 

Continued on next page 
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Review Lesson, Continued 

 
Item 7 Ensure all ______ control and equipment circuit breakers are in OFF position 

before any power is applied to the DTC. 
 
a. vehicle 
b. grounding 
c. transmitting 
d. power 

 
Item 8 The curbside signal entry panel provides connections to two types of 

connectors; __________________ and T1 Signal Entry Panel. 
 
a. Fiber Optic 
b. Loop Signal Entry Panel  
c. Modem Cable 
d. WF-16 telephone wire 

 
Item 9 Which workstation command provides access to the file maintenance 

command? 
 
a. Configuration 
b. Restart SWOLOP 
c. Utilities 
d. Shutdown SWOLOP 

 
Item 10 A capability of the CDS system provides support for up to ______ DTGs at a 

channel rate of 16 or 32 kbps. 
 
a. 14 
b. 12 
c. 11 
d. 10 

Continued on next page 
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Review Lesson, Continued 

 
Item 11 The SRN has ____ slots which are configurable to mission requirements.   

 
a. four 
b. six 
c. eight 
d. ten 

 
Item 12 The _____ front panel houses the status indicators, switches, control knobs, 

and keypads used by the operator for call service. 
 
a. CDS 
b. R-WS 
c. L-WS 
d. RCSP 

 
Item 13 The CDS operates in conjunction with line termination units, remote 

multiplexer/combiners, and distribution boxes ______ and J-1077.   
 
a. J-2317 
b. J-2316 
c. J-1043 
d. J-1042 

 
Item 14 Sgt Zarate is the switchboard operator, he is about to bring the CDS to an 

online state.  Before he applies power he must set the program load to the 
proper position, ______ or MANUAL. 
 
a. LOAD 
b. AUTO 
c. RUN 
d. OPR 

Continued on next page 
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Review Lesson, Continued 

 
Item 15 The third step to power up CDS, press the LAMP-ALM TST/RESET 

pushbutton; the audible alarm and all indicators except the _________ 
indicator should be off. 
 
a. online 
b. power 
c. offline 
d. run 

 
Item 16 When manually loading the CDS operating program, select the switch 

____________ from the drop-down menu of the SWOLOP Main Menu. 
 
a. initialization 
b. resynchronization 
c. online 
d. boot up 

 
Item 17 When observing faults on the CDS the __________ FAULT and FAN 

FLT/OV temp fault lamps will illuminate when faults occur. 
 
a. OPERATOR 
b. SUPERVISOR 
c. SUMMARY 
d. MASTER 

 
Item 18 ESOP software provides an interactive display, which is used to add, delete, 

_______, or display database parameters.   
 
a. change 
b. save 
c. apply 
d. modify 

Continued on next page 
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Review Lesson, Continued 

 
Item 19 Trunk encryption devices provide __________ and transmission security for 

the TRC, TCS, and LDRM trunks. 
 
a. verification 
b. COMSEC   
c. keymat 
d. power 

 
Item 20 To affiliate his/her phone number, the installer must follow the steps; press 

“8,” press ____, dial three-digit Personal Code (PC), dial the directory 
number of the subscriber (minus the area code). 
 
a. P 
b. I 
c. R 
d. C 

 
Item 21 To connect the subscriber, press the _____ ______ pushbutton. Listen for dial 

tone. Enter the directory number using the keypad.  Listen for the called party 
to answer. 
 
a. OPR RLS 
b. SPLIT 1 
c. DIAL OUT 
d. CALL SEIZE 

 
Item 22 The five areas, where the loss of power can occur are in relatively close 

proximity of each other: _________, ground connections, PCP/Circuit 
breaker panel and CDS power switch. 
 
a. generator site 
b. PEP 
c. power supply 
d. vehicle power 

Continued on next page 
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Review Lesson, Continued 

 
Item 23 The ESOP Local Network Diagram (LND) will provide _______ indication   

of link faults.   
 
a. visual 
b. audible 
c. primary 
d. immediate 

 
Item 24 In telephone systems, a __________ test is used to test a line when a signal is 

sent to a network destination and is returned as received to the originator. 
 
a. line 
b. loopback 
c. system 
d. digital 

 
Item 25 When handling printed circuit cards, all of the rules must be observed:  follow 

proper electrostatic discharge (ESD) procedures, use ESD ________ 
whenever handling cards, use a proper card extractor to remove cards. 
 
a. wrist strap 
b. handle 
c. envelope 
d. extractor 

 
Item 26 The AOD test results provide five equipment status codes: Unit Good, Unit 

_____, Unit Busy, Unit Undefined, and Invalid for Switch Type. 
 
a. Bad 
b. Inop 
c. Failed 
d. Abort 

Continued on next page 
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Review Lesson, Continued 

 
Item 27 Repair actions at the organizational level may consist of ________ suspected 

inoperative components and replacing them. 
 
a. replacing 
b. removing 
c. reordering 
d. upgrading 

 
Item 28 MSgt Allford is the communications chief for MWCS-38.  He orders you to 

bring the CDS offline for maintenance.  When restarting the CDS, set the 
AUTO/MANUAL switch to AUTO.  Press and release the ______ switch.  
Once loading is complete, the CDS front panel will display diagnostic code 
650000.   
 
a. LOAD 
b. RUN 
c. OPR 
d. FILL 

 
Item 29 The Modular Switching Unit (MSU) is the main component of the REDCOM 

IGX.  It requires two additional items, the IGX ______ (computer) and the 
dispatch console to control and operate the switchboard. 
 
a. control 
b. host 
c. module 
d. console 

 
Item 30 The MSU controller board is composed of two boards: MSU controller board 

MSU __________ board   
 
a. supervisor 
b. master 
c. regulator 
d. director 

Continued on next page 
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Review Lesson, Continued 

 
Item 31 The IGX is normally configured for a specific power source (100, 120, or 

____ VAC) and cannot be used with any other power source.   
 
a. 210 
b. 220 
c. 230 
d. 240 

 
Item 32 Since the REDCOM IGX is most often mounted within the DTC, the same 

cable connection techniques to the SEP are used. The REDCOM IGX utilizes 
a combination of the trunk lines and the DTC _____ _____ to achieve 
connectivity between users and nodes alike.   
 
a. patch panel 
b. user panel 
c. CDS panel 
d. operator panel 

 
Item 33 The_______ provides a connector (female end) for the common RJ-11 or 

“Phone Jack” cord connection. 
 
a. J-1077 
b. J-2317 
c. CAT-V 
d. C-block 

 
Item 34 Basic initialization of the REDCOM IGX is accomplished by performing a 

number of steps, but the _________________ of both the DTC power control 
panel, and applying power to the roadside rack must be performed first.   
 
a. remote workstation 
b. local workstation 
c. call service position 
d. power-on procedures 

Continued on next page 
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Item 35 Once the proper power has been applied to the REDCOM IGX, the operator 

must check the following fault indicators: Ring Generator LEDs, _____ card 
indicators. 
 
a. RMC 
b. CDS 
c. MEP 
d. MSU 

 
Item 36 The IGX supports a number of signaling parameters that you can change to 

match the host: _____ ______, Character Length, Parity, Baud rate. 
 
a. Stop Bits 
b. Bandwidth rate 
c. Power level 
d. Config set 

 
Item 37 The following user jobs are available through RSH: ADM, ____, MANT, 

XLD, RUN, CONV, BASIC, HOST, BOOK, PSR. 
 
a. BURN 
b. STO 
c. AUTO 
d. MAN 

 
Item 38 All user job screens contain the following components:  Display Window, 

_______, Command Line(s), Name, Title, More Information Indicator, Status 
Line are all components of a user job screen. 
 
a. Prompt 
b. DBASE 
c. Login 
d. Program 

Continued on next page 
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Item 39 The two types of secure terminals used are the ______ and STE.   

 
a. STU-III 
b. SMU 
c. TA-1 
d. LC-5 

 
Item 40 The call connection procedure when a subscriber, or another switchboard 

operator calls the dispatch console, a ring tone will be heard at the position 
and the ______ indicator will illuminate.  
 
a. in-use 
b. user 
c. busy 
d. online 

 
Item 41 The critical element for troubleshooting is _______ isolation.   

 
a. fault 
b. primary 
c. key 
d. function 

 
Item 42 The DTC UPS will engage to prevent processor ________ in the event of a 

power outage.   
 
a. crashes 
b. freeze-up 
c. loss 
d. over speed 

Continued on next page 
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Item 43 Cable to distant equipment is operational, connection of ______ _______ 

Entry panel of the DTC, and patch panel connections are the three main areas 
where signal cable faults or problems that are associated with the REDCOM 
IGX could occur. 
 
a. power distribution  
b. loop distribution 
c. power signal 
d. loop signal 

 
Item 44 The ______ screen can show the function of the switch as a whole, or allow 

you to obtain detailed information on the current status of an individual 
circuit. 
 
a. MNTS 
b. ADM 
c. GEN 
d. MANT 

 
Item 45 All cards except the _____ _________ can be swapped under power but is 

highly discouraged.  
 
a. ring generator 
b. MSU controller 
c. MSU generator 
d. ring controller 

 
Item 46 When returning an inoperable item, carefully insert the item into a(an) 

__________ __________ approved envelope.  
 
a. U.S. Postal Service  
b. electrostatic discharge (ESD) 
c. Waterproof travel 
d. Non-flexible 

Continued on next page 



MCI Course 0614 R-13           Review Lesson Examination 

Review Lesson, Continued 

 
Item 47 When the IGX has returned to an operational state, the operator must ensure 

all _______ links are reestablished.   
 
a. network 
b. digital 
c. analog 
d. external 

Continued on next page 
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Answers The table below lists the answers to the review lesson examination items.  If 

you have question about these items, refer to the reference page. 
 

Item Number Answer Reference 
1 b 1-4 
2 d 1-8 
3 b 1-14 
4 c 1-22 
5 a 1-23 
6 a 1-24 
7 d 1-25 
8 b 1-29 
9 c 1-32 
10 b 2-5  
11 b 2-9 
12 d 2-17 
13 a 2-20 
14 b 2-25 
15 c 2-25 
16 a 2-27 
17 c 2-29 
18 d 2-31 
19 b 2-46 
20 c 2-51 
21 d 2-52 
22 b 2-61 
23 a 2-63 
24 b 2-64 
25 a 2-67 
26 c 2-69 
27 b 2-72 
28 a 2-73 
29 b 3-5 
30 a 3-6 
31 d 3-24 
32 a 3-25 
33 d 3-29 

Continued on next page 
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Answers, 
continued 

 

 
Item Number Answer Reference 

34 d 3-36 
35 d 3-41 
36 a 3-42 
37 a 3-43 
38 a 3-46/47 
39 a 3-58 
40 c 3-63 
41 a 3-71 
42 a 3-72 
43 d 3-73 
44 d 3-74 
45 b 3-79 
46 b 3-80 
47 a 3-82 
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