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Study Guide 

  
Congratulations Congratulations on your enrollment in a distance education course from the 

Distance Learning and Technologies Department (DLTD) of the Marine 
Corps Institute (MCI).  Since 1920, the Marine Corps Institute has been 
helping tens of thousands of hard-charging Marines, like you, improve their 
technical job performance skills through distance learning.  By enrolling in 
this course, you have shown a desire to improve the skills you have and 
master new skills to enhance your job performance.  The distance learning 
course you have chosen, MCI 2525B, Communications Security, provides 
instruction to privates through sergeants in the Communications occupational 
fields.  You will be instructed on COMSEC related terms and definitions, 
components of COMSEC, security classifications, safeguarding measures, 
and reporting procedures. 

  
Your Personal 
Characteristics 

• YOU ARE PROPERLY MOTIVATED.  You have made a positive 
decision to get training on your own.  Self-motivation is perhaps the most 
important force in learning or achieving anything.  Doing whatever is 
necessary to learn is motivation.  You have it! 

 
• YOU SEEK TO IMPROVE YOURSELF.  You are enrolled to 

improve those skills you already possess, and to learn new skills.  When 
you improve yourself, you improve the Corps! 

 
• YOU HAVE THE INITIATIVE TO ACT.  By acting on your own, 

you have shown you are a self-starter, willing to reach out for 
opportunities to learn and grow. 

 
• YOU ACCEPT CHALLENGES.  You have self-confidence and believe 

in your ability to acquire knowledge and skills.  You have the self-
confidence to set goals and the ability to achieve them, enabling you to 
meet every challenge. 

 
• YOU ARE ABLE TO SET AND ACCOMPLISH PRACTICAL 

GOALS.  You are willing to commit time, effort, and the resources 
necessary to set and accomplish your goals.  These professional traits will 
help you successfully complete this distance learning course. 

Continued on next page 
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Study Guide, Continued 

  
Beginning Your 
Course 

Before you actually begin this course of study, read the student information 
page.  If you find any course materials missing, notify your training officer or 
training NCO.  If you have all the required materials, you are ready to begin. 
 
To begin your course of study, familiarize yourself with the structure of the 
course text.  One way to do this is to read the table of contents.  Notice the 
table of contents covers specific areas of study and the order in which they are 
presented.  You will find the text divided into several study units.  Each study 
unit is comprised of two or more lessons and lesson exercises. 

  
Leafing 
Through the 
Text 

Leaf through the text and look at the course.  Read a few lesson exercise 
questions to get an idea of the type of material in the course.  If the course has 
additional study aids, such as a handbook or plotting board, familiarize 
yourself with them. 

  
The First Study 
Unit 

Turn to the first page of study unit 1.  On this page, you will find an 
introduction to the study unit and generally the first study unit lesson.  Study 
unit lessons contain learning objectives, lesson text, and exercises. 

  
Reading the 
Learning 
Objectives 

Learning objectives describe in concise terms what the successful learner, 
you, will be able to do as a result of mastering the content of the lesson text.  
Read the objectives for each lesson and then read the lesson text.  As you read 
the lesson text, make notes on the points you feel are important. 

  
Completing the 
Exercises 

To determine your mastery of the learning objectives and text, complete the 
exercises developed for you.  Exercises are located at the end of each lesson, 
and at the end of each study unit.  Without referring to the text, complete the 
exercise questions and then check your responses against those provided. 

Continued on next page 
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Study Guide, Continued 

  
Continuing to 
March 

Continue on to the next lesson, repeating the above process until you have 
completed all lessons in the study unit.  Follow the same procedures for each 
study unit in the course. 

  
Preparing for 
the Final Exam 

To prepare for your final exam, you must review what you learned in the 
course.  The following suggestions will help make the review interesting and 
challenging. 
 
• CHALLENGE YOURSELF.  Try to recall the entire learning sequence 

without referring to the text.  Can you do it?  Now look back at the text to 
see if you have left anything out.  This review should be interesting.  
Undoubtedly, you’ll find you were not able to recall everything.  But with 
a little effort, you’ll be able to recall a great deal of the information. 

 
• USE UNUSED MINUTES.  Use your spare moments to review.  Read 

your notes or a part of a study unit, rework exercise items, review again; 
you can do many of these things during the unused minutes of every day. 

 
• APPLY WHAT YOU HAVE LEARNED.  It is always best to use the 

skill or knowledge you’ve learned as soon as possible.  If it isn’t possible 
to actually use the skill or knowledge, at least try to imagine a situation in 
which you would apply this learning.  For example make up and solve 
your own problems.  Or, better still, make up and solve problems that use 
most of the elements of a study unit. 

 
• USE THE “SHAKEDOWN CRUISE” TECHNIQUE.  Ask another 

Marine to lend a hand by asking you questions about the course.  Choose 
a particular study unit and let your buddy “fire away.”  This technique can 
be interesting and challenging for both of you! 

 
• MAKE REVIEWS FUN AND BENEFICIAL.  Reviews are good habits 

that enhance learning.  They don’t have to be long and tedious.  In fact, 
some learners find short reviews conducted more often prove more 
beneficial. 

Continued on next page 
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Study Guide, Continued 

  
Tackling the 
Final Exam 

When you have completed your study of the course material and are confident 
with the results attained on your study unit exercises, take the sealed envelope 
marked “FINAL EXAM” to your unit training NCO or training officer.  
Your training NCO or officer will administer the final examination and return 
the examination and the answer sheet to MCI for grading.  Before taking your 
final examination, read the directions on the DP-37 answer sheet carefully. 

  
Completing 
Your Course 

The sooner you complete your course, the sooner you can better yourself by 
applying what you’ve learned!  HOWEVER--you do have 2 years from the 
date of enrollment to complete this course.   

  
Graduating! As a graduate of this distance education course and as a dedicated Marine, 

your job performance skills will improve, benefiting you, your unit, and the 
Marine Corps.  

  
Semper Fidelis! 
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STUDY UNIT 1 

IDENTIFYING COMSEC MATERIAL 

Overview 

 
Scope Every Marine has the responsibility to ensure information critical to the 

security of our nation does not fall into the wrong hands.  Although our 
methods of communicating have changed quite a bit since World War II, the 
famous quote “Loose lips sinks ships” still holds true today.  We have come a 
long way since relying on Navajo code talkers to encrypt messages and for 
that very reason, it is paramount that every Marine communicator understands 
Communications Security (COMSEC).  This study unit contains information 
that will help you identify COMSEC material. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

Lesson See Page 
Terms and Definitions 1-3 
Security Classifications 1-15 
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LESSON 1 

TERMS AND DEFINITIONS 

Introduction 

 
Scope This lesson is designed to help you understand COMSEC.  In addition, 

definitions associated with COMSEC and its components will be addressed. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify the definition of COMSEC. 
 
• Identify the components of COMSEC. 
 
• Identify the definition of COMSEC material. 
 
• Identify the categories of COMSEC material. 
 
• Identify types of keying material. 
 
• Identify types of COMSEC equipment. 
 
• Identify types of COMSEC information. 

Continued on next page 
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Introduction, Continued 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 1-3 
COMSEC and its Components 1-5 
COMSEC Material 1-6 
Lesson 1 Exercise 1-9 
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COMSEC and its Components 

 
Overview Marines will often use the term COMSEC generically, without really 

knowing what exactly COMSEC means.  To grasp COMSEC, you must 
understand that it can be broken down into components and these components 
can be broken down even further. 

 
Definition  Communications Security (COMSEC) is protective measures taken to deny 

unauthorized persons information derived from telecommunications of the 
U.S. government concerning national security, and to ensure the authenticity 
of such telecommunications.  

 
Components  COMSEC is considered to have four main components:  Crypto Security, 

Emission Security, Transmission Security, and Physical Security.  No single 
component is more valuable than any other, but when used together, they 
create communications security.  The following table will define and give 
examples of each component: 
 

Component Definition Examples 
Crypto  
Security 

Results from the provision of 
technically sound 
cryptosystems and their proper 
use. 

Use of COMSEC equipment and keying 
material designed to protect 
information, as well as the use of other 
COMSEC information such as 
codebooks and call signs. 

Emission 
Security 

Results from controlling 
compromising emanations 
from telecommunication and 
information systems. 

TTransient Electromagnetic Pulse 
Surveillance TechnologyT (TEMPEST) 
is the primary method of controlling 
compromising emanations from 
COMSEC equipment.  TEMPEST 
prevents electromagnetic energy from 
escaping into the atmosphere. 

Transmission 
Security 

Results from the application of 
measures designed to protect 
transmissions from interception 
and exploitation by means 
other than cryptanalysis. 

Frequency hopping.  
Deceptive transmissions (random key). 
Limit on-air time and exhibit good radio 
discipline. 
 

Physical 
Security 

Results from using physical 
measures designed to safeguard 
COMSEC material or 
information from being 
accessed or intercepted by 
unauthorized persons. 

Secure storage. 
Life-cycle accountability. 
Secure distribution between authorized 
recipients. 
Limited access to only authorized 
individuals. 
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COMSEC Material 

 
Definition  As you can see, the components of COMSEC are nothing more than four 

areas of security that give us overall communications security.  Within these 
areas, we use different tools.  Some of these tools fall under what we call 
COMSEC material.  
 
COMSEC material is defined as the material used to protect U.S. government 
transmissions, communications, and the processing of classified or sensitive 
unclassified information related to national security from unauthorized 
persons.  In addition, it includes material used to ensure the authenticity of 
such communications. 

 
Categories  COMSEC material can be broken down into three categories: 

 
• Keying material 
• COMSEC equipment 
• COMSEC information 

 
Keying 
Material 

Keying material is the information (usually a sequence of random binary 
digits) used initially to set up and periodically change the operations 
performed in crypto-equipment for the purpose of encrypting/decrypting 
electronic signals.  You will find that keying material comes in three forms, 
paper based keying material, non-paper based keying material, and electronic 
keying material.  The term key is synonymous with the term variable.  The 
following table describes each form of keying material. 

Continued on next page 
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COMSEC Material, Continued 

 
Keying 
Material, 
continued 

 

Form  Description 
Paper based  
 

Includes keylists, codes, authenticators (includes Identify 
Friend or Foe (IFF)), and one-time pads, but does not include 
key tapes.  Keying material can be designated for use as 
operational, exercise, test (on the air), maintenance (off the air), 
or training (off the air (classroom)).  The majority of keying 
material bears the following types of short titles: 
 
• Keylists (AKAK/USKAK) 
• Codes (AKAC/USKAC) 
• Authenticators (AKAA/USKAA 
• One-time Pads (AKAP/USKAP) 
 
UExtractable Keying Material: 
 
Permit the extraction and removal of individual segments of key 
for hourly, daily, weekly, etc., use.  Individual segments are 
indicated by perforations, dotted lines, or similar separations to 
permit removal.  Some examples of extractable keying material 
are key tapes, and authentication systems consisting of hourly 
or daily authentication tables. 
 
UNon-extractable Keying Material: 
 
Designed to remain intact throughout its entire effective period.  
An example of non-extractable keying material is operations or 
numeral codes with separate encode and decode sections. 
 

Non-paper based Key tapes, keying plugs, keyed microcircuits, removable media 
(floppy disks), magnetic tapes, and keying material in solid 
state form such as programmable read-only memories 
(PROMs), read-only memories (ROMs), metallic oxide semi-
conductor (MOS) chips, and micro-miniature tamper protection 
systems (micro-TPS). 
 

Electronic Includes electronically generated key, either produced by a key 
processor or other key variable generating device, electronic 
keys converted from key tape, electronic keys stored on 
magnetic media converted from key tape, electronic keys stored 
on magnetic media (floppy disk), and key loaded onto a fill 
device (KSD 64A). 
 

Continued on next page 
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COMSEC Material, Continued 

 
COMSEC 
Equipment 

COMSEC equipment is designed to provide security to communications by 
encrypting data for transmission and decrypting data for authorized 
recipients; also, equipment designed specifically to aid in, or as an essential 
element of, the conversion process.  COMSEC equipment includes crypto, 
crypto-ancillary, crypto-production, and authentication equipment.  The 
following table describes the different types of COMSEC equipment. 

 
Equipment Description 

Crypto  Equipment that embodies a cryptographic logic. 
Examples include KG-82 and the KG-84. 

Crypto-ancillary  Equipment designed specifically to facilitate 
efficient or reliable operation of crypto-
equipment, but does not perform cryptographic 
functions.  Examples include the AN/CYZ 10 
and the KYK-13.  

Crypto-production  Equipment designed to generate crypto keys 
(variables).  Examples include KGX 93. 

Authentication  Equipment used to confirm the identity or 
eligibility of a station, originator, or individual.  
An example is the Mark 7 IFF and Identify 
Friend or Foe. 

 
COMSEC 
Information 

COMSEC information includes policy, procedural, general doctrinal 
publications, equipment maintenance manuals, operating instructions, call 
signs, frequency systems, and miscellaneous written material.  
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 11 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 Which is the definition for COMSEC? 

 
a. Protective measures taken to deny unauthorized persons information 

derived from telecommunications of the U.S. government concerning 
national security, and to ensure the authenticity of such 
telecommunications. 

b. Disclosure of information or data to unauthorized person(s), or a violation 
of the security policy of a system in which unauthorized intentional or 
unintentional disclosure, modification, destruction, or loss of an object 
may have occurred. 

c. Cryptographic algorithm designed for the protection of unclassified 
information and published by the National Institute of Standards and 
Technology in Federal Information Processing Standard (FIPS) 
Publication 46. 

d. Services and agencies of the U.S. government to automate the planning, 
ordering, generating, distributing, storing, filling, using, and destroying of 
electronic key and management of other types of COMSEC material. 

 
Item 2 Transmission security, physical security, emission security, and ___________ 

security are components of COMSEC.  
 
a. voice 
b. global 
c. crypto  
d. identification 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Item 3 Through 
Item 6 

UMatchingU:  For items 3 through 6, match the component in column 1 to its 
definition in column 2.  Place your responses in the spaces provided. 

 
Column 1 
 
UComponent 
 

Column 2 
 
UDefinitionU 

___ 3. Transmission security 
___ 4. Physical security 
___ 5. Crypto security 
___ 6. Emission security 

a. Results from the application of 
measures designed to protect 
transmissions from interception and 
exploitation by means other than 
cryptanalysis. 

b. Results from the provision of 
technically sound cryptosystems and 
their proper use. 

c. Results from the controlling 
compromising emanations from 
COMSEC equipment. 

d. Results from using physical measures 
designed to safeguard COMSEC 
material or information from being 
accessed or intercepted by 
unauthorized persons. 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Item 7 Material used to protect U.S. government transmissions, communications, and 

the processing of classified or sensitive unclassified information related to 
national security from unauthorized persons, and that material used to ensure 
the authenticity of such communications is the definition of   
 
a. computer security. 
b. COMSEC facility. 
c. COMSEC material. 
d. cryptographic component. 

 
Item 8 COMSEC equipment, COMSEC related information, and ______________ 

are all categories of COMSEC material. 
 
a. computer security 
b. keying material 
c. bulk encryption 
d. carry card 

 
Item 9 Which is an example of keying material?  

 
a. Crypto, crypto-ancillary, crypto-production, and authentication equipment 
b. COMSEC storage facilities, secure telephones, safes, and EKMS 

managers 
c. Key lists, codes, and authenticators (includes Identify Friend or Foe, and 

one-time pads) 
d. Policy, procedural, and general doctrinal publications, equipment 

maintenance manuals, operating instructions, call signs, and frequency 
systems 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Item 10 Which is an example of COMSEC equipment?  

 
a. Passwords, call signs, and EKMS managers 
b. Crypto, crypto-ancillary, crypto-production, and authentication equipment 
c. Key lists, codes, and authenticators (includes Identify Friend or Foe, and 

one-time pads) 
d. Policy, procedural, and general doctrinal publications, equipment 

maintenance manuals, operating instructions, call signs, and frequency 
systems 

 
Item 11 Which is an example of COMSEC related information?  

 
a. Policy, procedural, general doctrinal publications, equipment maintenance 

manuals, operating instructions, call signs, and frequency systems 
b. Key lists, codes, and authenticators (includes Identify Friend or Foe, and 

one-time pads) 
c. COMSEC storage facilities, secure telephones, safes, and EKMS 

managers 
d. Crypto, crypto-ancillary, crypto-production, and authentication equipment 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 a 1-5 
2 c 1-5 
3 a 1-5 
4 d 1-5 
5 b 1-5 
6 c 1-5 
7 c 1-6 
8 b 1-6 
9 c 1-7 
10 b 1-8 
11 a 1-8 
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LESSON 2 

SECURITY CLASSIFICATIONS 

Introduction 

 
Scope This lesson covers the three levels of security classifications, who is 

authorized to classify material, “CCI” markings, and “CRYPTO” markings.    

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify the three levels of security classifications. 
 
• Identify the classification level with its definition. 
 
• Identify who has the authority to classify an item as Top Secret, Secret or 

Confidential. 
 
• Identify the definition of “CRYPTO.” 
 
• Identify the definition of Controlled Cryptographic Item (CCI). 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 1-15 
Classifications Levels 1-16 
Security Markings  1-18 
Lesson 2 Exercise 1-19 
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Classification Levels 

 
Overview All classified information has a degree of potential danger to national security 

if compromised by the enemy.  Therefore, the Department of Defense has 
established three distinct levels of security classification to identify those 
potential dangers.  Those three levels are known as Top Secret, Secret and 
Confidential.   

 
Security 

Classification 
Definition Example 

Top Secret Information in which 
unauthorized 
disclosure could 
reasonably be 
expected to cause 
exceptionally grave 
damage to the 
national security. 

Information whose unauthorized 
release could result in armed 
hostilities against the U.S. or its 
allies; a disruption of foreign 
relations vitally affecting the 
national security; the compromise of 
vital national defense plane; the 
disclosure of complex cryptographic 
and communication intelligence 
systems; the disclosure of sensitive 
intelligence.  Operations and the 
disclosure of significant scientific or 
technological developments are vital 
to national security. 

Secret Information in which 
unauthorized 
disclosure could 
reasonably be 
expected to cause 
serious damage to 
the national security. 

Information whose unauthorized 
release could result in the disruption 
of foreign relations significantly 
affecting the National security; the 
significant impairment of a program 
or policy directly related to the 
national security; the disclosure of 
significant military plans or 
intelligence operations; and the 
disclosure of scientific or 
technological developments relating 
to national security. 

Confidential Information in which 
unauthorized 
disclosure could 
reasonably be 
expected to cause 
damage to the 
national security. 

Information whose unauthorized 
release could result in disclosure of 
ground, air, and naval forces (force 
levels and force dispositions); or 
disclosure of performance 
characteristics, such as design, test, 
and production data of U.S. 
munitions and weapon systems. 

Continued on next page 
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Classification Levels, Continued 

 
Authority to 
Classify 

The authority to originally classify information as 
 
• Top Secret, Secret, or Confidential rests with the Secretary of the Navy 

(SECNAV) and officials delegated the authority.  The SECNAV 
personally designates certain officials to be Top Secret Original 
Classification Authorities (OCAS).  

 
• Secret or Confidential is built-in to Top Secret original classification 

authority.  The SECNAV authorizes the Chief Naval Operations (CNO) to 
designate certain officials as Secret OCAS.   

 
• Confidential is built-in to Secret original classification authority.  OCAS 

are designated by virtue of their position. 
 
Original classification authority is not transferable and will not be further 
delegated.  Only the current billet holder of the positions listed in exhibit 4A 
of SECNAV INST 5510.36__ have original classification authority.  You  
will find periodic updates to exhibit 4A on the CNO homepage at 
Uhttp://www.navysecurity.navy.milU. 
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Security Markings 

 
Overview  All classified material must be clearly marked.  The classification of 

COMSEC material is indicated by the standard classification markings:  Top 
Secret (TS), Secret (S), Confidential (C), or Unclassified (U).  The security 
classification assigned to COMSEC material determines its storage and 
access requirements.   
 
Other markings that are not levels of security classification, but serve as clear 
warnings as to how the material should be handled are “CCI” and “CRYPTO.” 

 
CRYPTO The marking or designator “CRYPTO” identifies all COMSEC keying 

material used to protect or authenticate classified or sensitive unclassified 
government or government-derived information, the loss of which could 
adversely affect national security.  The marking “CRYPTO” is not a security 
classification. 

 
CCI Controlled Cryptographic Item (CCI) is the designator which identifies secure 

telecommunications or information handling equipment, or an associated 
cryptographic component, which is unclassified but controlled within the 
Communications Security Material Control System (CMCS).  The marking 
“CCI” is not a security classification. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 7 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 What are the levels of security classification?  

 
a. Secret, Classified, and Confidential 
b. Top Secret, Secret, and Confidential 
c. Top Secret, Secret, and Official Use Only 
d. Official Use Only, Top Secret, and CRYPTO  

 
Item 2 Through 
Item 4 

UMatchingU:  For items 2 through 4, match the classification in column 1 to its 
definition in column 2.  Place your responses in the spaces provided. 

 
Column 1 
 
UClassification 
 

Column 2 
 
UDefinitionU 

___ 2. Secret 
___ 3. Top Secret 
___ 4. Confidential 

a. Information in which unauthorized disclosure 
could reasonably be expected to cause 
exceptionally grave damage to the national 
security. 

b. Information in which unauthorized disclosure 
could reasonably be expected to cause serious 
damage to the national security. 

c. Information in which unauthorized disclosure 
could reasonably be expected to cause damage 
to the national security. 

 
Item 5 The SECNAV has the authority to classify information up to the ________ 

level. 
 
a. CCI 
b. Secret 
c. Top Secret 
d. Confidential 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Item 6 CCI is a designator used to identify secure telecommunications or information 

 
a. whose unauthorized disclosure could reasonably be expected to cause 

serious damage to the national security.  
b. whose unauthorized disclosure could reasonably be expected to cause 

exceptionally grave damage to the national security. 
c. handling equipment, or an associated cryptographic component, which is 

unclassified but controlled within the CMCS. 
d. whose unauthorized disclosure could reasonably be expected to cause 

damage to the national security. 

 
Item 7 The marking or designator __________ identifies all COMSEC keying 

material that is used to protect or authenticate classified or sensitive 
unclassified government or government-derived information. 
 
a. “CCI” 
b. “CRYPTO” 
c. “COMSEC” 
d. “CONFIDENTIAL” 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 b 1-16 
2 b 1-16 
3 a 1-16 
4 c 1-16 
5 c 1-17 
6 c 1-18 
7 b 1-18 
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STUDY UNIT 2 

SAFEGUARDING COMSEC MATERIAL 

Overview 

 
Scope There is much more to COMSEC than just being able to identify COMSEC 

material.  Once identified, no effort should be spared to ensure that the 
material is properly stored and handled.  Allowing COMSEC material to fall 
into the wrong hands could have grave consequences.  The purpose of this 
study unit is to provide you with knowledge needed to properly safeguard 
COMSEC material. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

Lesson See Page 
Access Procedures  2-3 
Two-Person Integrity 2-11 
Control and Accountability  2-19 
Storage and Protection 2-29 
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LESSON 1 

ACCESS PROCEDURES  

Introduction 

 
Scope This lesson will aid you in understanding access procedures for COMSEC 

material. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify security clearance requirements for access to COMSEC material. 
 
• Identify the agency designated by the Secretary of the Navy as the single 

clearance granting authority for the Department of the Navy. 
 
• Identify the “Need-to-Know” requirements for access to COMSEC 

material. 
 
• Identify the briefing/indoctrination required for individuals granted access 

to COMSEC material. 
 
• Identify written authorization requirements for access to COMSEC keying 

material. 
 
• Identify access requirements to COMSEC material. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-3 
Access Requirements  2-4 
Access to Keying Material 2-6 
Access to COMSEC Equipment 2-7 
Lesson 1 Exercise 2-8 
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Access Requirements 

 
Overview There are three major requirements that you must meet before being 

authorized access to COMSEC material.  The following requirements are 
listed below: 
 
• Proper security clearance 
• Need-to-know 
• Security brief 

 
Security 
Clearances 

The first requirement for access to classified COMSEC material is a security 
clearance equal to or higher than the classification of the COMSEC material 
involved.  If for any reason a security clearance has been revoked, access to 
classified material is also revoked. 

 
Interim 
Clearances 

Interim clearances may be granted by the commanding officer (CO) or officer 
in charge (OIC) subject to certain conditions.  Interim clearances are valid 
until an actual clearance is granted; however, they may not exceed one year 
without confirmation from the investigating agency that the investigation 
contains no disqualifying information.  
 
Commands are responsible for making inquiries before the one-year interim 
clearance expires.  Results of inquiries must be documented and retained 
pending investigation outcome.  Should the investigating agency declare its 
intent to deny the individual a clearance, the CO/OIC will immediately 
suspend the interim clearance and associated accesses and follow 
SECNAVINST 5510.30 (series) procedures (Suspending Access for Cause, 
paragraph 9-18). 

 
Clearance 
Granting 
Authority 

The Department of the Navy Central Adjudication Facility (DON CAF) is 
designated by the Secretary of the Navy as the single clearance granting 
authority for the Department of the Navy.  DON CAF issues final security 
clearances for civilian and military personnel at the request of DON 
commands and activities upon confirmation that granting the clearance is 
clearly consistent with the interests of national security.  

Continued on next page 
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Access Requirements, Continued 

 
Need-to-Know The second requirement for access to classified COMSEC material is a 

“Need-to-know.”  COMSEC material must be restricted to properly cleared 
individuals whose official duties require access to the material.  The fact that 
an individual has a security clearance or holds a certain rank or position, does 
not in itself entitle an individual access to COMSEC material.  Access to 
classified as well as unclassified COMSEC material requires a valid  
need-to-know. 

 
Security 
Briefing 

The third requirement is that all individuals granted access to COMSEC 
material be properly indoctrinated regarding the sensitivity of the material, 
the rules for safeguarding such material, the procedures for reporting 
COMSEC incidents, the laws pertaining to espionage (Title 18, U.S.C., 
Sections 793, 794, and 798), and the rules pertaining to foreign contacts, 
visits, and travel.  
 
See SECNAVINST 5510.30 (series) for the minimum-security education 
requirements for DON commands. 
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Access to Keying Material 

 
Additional 
Requirement 

We have just discussed the three major requirements for access to COMSEC 
material.  These three requirements are the same for all classified items 
whether it is COMSEC related or not. 
 
However, in order to be granted access to COMSEC keying material, we have 
an additional requirement.  That requirement is written authorization. 

 
Written 
Authorization 

All personnel having access to COMSEC keying material must be authorized 
in writing by the commanding officer.  An individual letter or an access list 
may be used for this authorization. 

 
Individual 
Letter 

If an individual letter is used, the letter remains in effect until the status for an 
individual changes.  A revocation of a clearance or if duties no longer require 
access to COMSEC keying material is an example of a change of status. 

 
Access List If an access list is used, it must be updated whenever the status of an 

individual changes or at a minimum, annually. 
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Access to COMSEC Equipment 

 
Overview Up to this point, we have discussed the requirements for granting access to 

COMSEC material.  We will now take a look at how requirements for access 
to COMSEC equipment may be effected by the keying material in it. 

 
COMSEC 
Equipment Not 
Designated CCI 
(Keyed) 

Access to keyed COMSEC equipment not designated as CCI requires a 
clearance equal to or higher than the classification of the equipment or keying 
material, whichever is higher.  In other words, you may have a piece of 
COMSEC equipment that is labeled “Confidential.”  If the equipment is 
loaded with keying material classified as “Secret,” then the user must have a 
Secret clearance or above in order to use this equipment.  

 
COMSEC 
Equipment Not 
Designated CCI 
(Unkeyed) 

Access to unkeyed COMSEC equipment not designated a CCI may be 
granted to U.S. citizens whose official duties require access and who possess 
a security clearance equal to or higher than the classification of the 
equipment. 

 
COMSEC 
Equipment 
Designated CCI 
(Keyed) 

When keyed, equipment designated as CCI assumes the classification of the 
keying material it contains, and must be handled in accordance with the 
control and safeguarding requirements for classified keying material. 

 
COMSEC 
Equipment 
Designated CCI 
(Unkeyed) 

A security clearance is not required for access to unkeyed equipment 
designated as CCI.  Normally, access must be restricted to U.S. citizens 
whose duties require such access.  The EKMS 1 provides further guidance on 
granting access to resident aliens and foreign nationals. 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 6 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 Access to classified COMSEC material requires which security clearance? 

 
a. Clearance equal to or higher than the classification of the COMSEC 

material involved 
b. Clearance one level higher than the classification of the COMSEC 

material involved 
c. No security clearance 
d. Top Secret clearance 

 
Item 2 Which is the single clearance granting authority for the Department of the 

Navy? 
 
a. DON CAF 
b. EKMS Manager 
c. Security Officer  
d. Commanding Officer 

 
Item 3 Access to classified COMSEC material must be restricted to properly cleared 

individuals  
 
a. that knows how to use the equipment. 
b. that has the rank of Sergeant or above. 
c. who have a security clearance of Secret or higher. 
d. whose official duties require access to COMSEC material. 

 
Item 4 All individuals granted access to COMSEC material must be properly 

indoctrinated regarding the rules for safeguarding such material, the 
procedures for reporting COMSEC incidents, the laws pertaining to 
espionage, the rules pertaining to foreign contacts, visits, travel, and the 
 
a. rules of engagement. 
b. sensitivity of the material. 
c. cost of COMSEC material lost or stolen. 
d. mission of the unit requiring COMSEC material. 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Item 5 All personnel having access to COMSEC keying material must be authorized 

in writing by the  
 
a. EKMC manager. 
b. commanding officer. 
c. CMS vault custodian. 
d. staff non-commissioned officer in charge. 

 
Item 6 Access to keyed COMSEC equipment requires a clearance equal to 

 
a. the equipment that is loaded. 
b. or higher than the equipment that is loaded. 
c. or higher than the keying material that is used. 
d. or higher than the classification of the equipment or keying material, 

whichever is higher.  

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 a 2-4 
2 a 2-4 
3 d 2-5 
4 b 2-5 
5 b 2-6 
6 d 2-7 
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LESSON 2 

TWO-PERSON INTEGRITY 

Introduction 

 
Scope This lesson covers two-person integrity (TPI) procedures that are required for 

certain COMSEC material. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify requirements for TPI. 
 
• Identify COMSEC material that requires TPI at the local level. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-11 
TPI Procedures 2-12 
TPI at the Local Element 2-13 
Lesson 2 Exercise 2-16 
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TPI Procedures 

 
Overview Two people are said to be more honest than one.  At least that is one of the 

theories behind the control measure that we will discuss in this lesson.  This 
control measure is known as two-person integrity (TPI).   

 
Definition TPI is handling and storage, designed to prevent single-person access to 

certain COMSEC material. 

 
TPI Handling TPI handling requires that at least two persons, authorized access to 

COMSEC keying material, be in constant view of each other, and the 
COMSEC material requiring TPI whenever that material is accessed and 
handled.  Each individual must be capable of detecting incorrect or 
unauthorized security procedures with respect to the task being performed. 

 
TPI Storage TPI storage requires the use of two approved combination locks (each with a 

different combination) with no one person authorized access to both 
combinations.  
 
TPI storage may also be maintained by the use of a General Services 
Administration (GSA) procured security container or vault door equipped 
with a combination lock meeting Federal Specification FF-L-2740. 
(SECNAVINST 5510.36, Exhibit 10B, lists locks meeting this specification.)  
 
When not in use, material requiring TPI must be protected by a TPI-approved 
locking device/physical barrier (in the case of equipment) or locked in a TPI 
storage container.  Storage containers will be discussed in detail later in the 
study unit. 
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TPI at the Local Element 

 
Overview This lesson topic covers COMSEC material that requires TPI at the local 

element (LE) level.  This is the level at which you, the communicator, will 
most likely operate. 

 
Local Element 
(LE)  

The LEs are separate entities, units or commands, internal or external to the 
parent Electronic Key Management System (EKMS) account that requires 
COMSEC material.  They receive their COMSEC material from a single 
EKMS account.  Local elements are normally issued material for immediate 
use and are part of the lowest tier within the EKMS architecture. 
 
Refer to the EKMS 1 for details on the four different tiers that make up that 
architecture. 

 
COMSEC 
Material 
Requiring TPI 

TPI at the local element level must be applied to the following COMSEC 
material from time of receipt through turn-in to the EKMS manager or 
alternate, or until material is destroyed:  
 
• All TOP SECRET paper keying material marked or designated CRYPTO. 
 
• TOP SECRET electronic key whenever it is generated, transferred over-

the-air-rekey/over-the-air-key-transfer (OTAR/OTAT), relayed or received 
(OTAT) in an unencrypted form. There are no TPI requirements for 
recipients of a key received via OTAR under conditions where no fill 
device is required at the receiving terminal. 

 
• Fill devices containing unencrypted TOP SECRET key.  
 
• Unloaded fill devices in an operational communications environment 

containing keyed crypto-equipment from which unencrypted TOP 
SECRET key may be extracted. 

Continued on next page 
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TPI at the Local Element, Continued 

 
COMSEC 
Material 
requiring TPI, 
continued 

UNotes U:   TPI is not required if the equipment itself does not permit extraction 
of loaded keys (e.g., KG-66, KG-81, KG-84 A/C, KG-94, KY-57/58, 
KY-65/75, KYV-5/KY-99, KVG-11, KWR-46, and KG-194A), or if 
equipment key ports are protected against unauthorized key 
extraction using a TPI-approved locking device/physical barrier.  In 
this case, the unloaded fill devices may be stored under single-lock 
protection. 

 
• Equipment that generates and allows for the extraction of unencrypted 

TOP SECRET key. 
 
• Certified key variable generator equipment (e.g., KG-83) installed for 

operational use.  Specially designed locking bars are available for this 
equipment and may be used to meet TPI requirements. 

 
UNotes U:   1.  Single-person access to KGX-93s in unrestricted commands is 

authorized. 
 

2.  Restricted commands must be accessed in accordance with TPI 
rules and when not manually accessed, restricted commands must 
be protected by the specially designed locking bar. 

 
Exceptions to 
TPI 
Requirements 

There are exceptions to TPI requirements.  Some of those exceptions are as 
follows: 
 
• Mobile users are exempt from COMSEC key TPI requirements only while 

operating in a tactical exercise or operational field environment.  USMC 
tactical units, Naval Special Warfare (SPECWAR) units, Naval 
Construction Battalion units, Explosive Ordnance Disposal (EOD) units, 
and Mobile Inshore Undersea Warfare units (MIUWUs) are considered 
mobile units. 

 
• TPI is not required for fill devices during the actual loading process in 

aircraft, but TPI is required on loaded fill devices, which contain 
unencrypted TOP SECRET key up to the flight line boundary. 

Continued on next page 
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TPI at the Local Element, Continued 

 
Exceptions to 
TPI 
Requirements, 
continued 

UNotes U:   1.  Loaded fill devices placed in an aircrew comm. box locked with 
TPI-approved combination locks fulfills TPI requirements. 
Consequently, one air crewmember may transport the locked 
comm box up to the flight line boundary. 

 
2.  Loaded fill devices may be stored onboard the aircraft in a single-

lock container while the aircraft is in a flight status. 

 
COMSEC 
Material 
Exempt From 
TPI 
Requirements 

The following COMSEC material equipment is completely exempt from TPI 
requirements: 
 
• TPI is not required at any level for COMSEC keying material marked 

SECRET, CONFIDENTIAL, or UNCLASSIFIED, regardless of CRYPTO 
markings. 

 
• KG-83 key variable generators when the “Dutch Doors” are properly 

secured with TPI locking devices. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 2 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 TPI is a system of handling and storing, designed to prevent ______________ 

access to certain COMSEC material. 
 
a. unrestricted 
b. unauthorized 
c. single-person 
d. multiple-person 

 
Item 2 Which is a true statement regarding COMSEC material requiring TPI? 

 
a. TPI is required at every level for COMSEC keying material marked 

SECRET, CONFIDENTIAL, or UNCLASSIFIED, regardless of 
CRYPTO markings. 

b. TPI is not required at any level for COMSEC keying material marked 
SECRET, CONFIDENTIAL, or UNCLASSIFIED, regardless of 
CRYPTO markings. 

c. TPI is required at the local level for COMSEC keying material marked 
SECRET, CONFIDENTIAL, or UNCLASSIFIED, regardless of 
CRYPTO markings. 

d. TPI is not required at any level for COMSEC keying material marked 
TOP SECRET, SECRET, CONFIDENTIAL, or UNCLASSIFIED, 
regardless of CRYPTO markings. 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 c 2-12 
2 b 2-15 

 
 



MCI Course 2525B 2-18 Study Unit 2, Lesson 2 Exercise 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(This page intentionally left blank.) 
 
 
 



MCI Course 2525B 2-19 Study Unit 2, Lesson 3 

LESSON 3 

CONTROL AND ACCOUNTABILITY FOR COMSEC MATERIAL 

Introduction 

 
Scope This lesson will introduce you to the different types of reports used to account 

for COMSEC material, the accountability legend codes, and the standard 
form 153 (SF 153). 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify receipt reports. 
 
• Identify destruction reports. 
 
• Identify possession reports. 
 
• Identify conversion reports. 
 
• Identify inventory reports. 
 
• Identify generation reports. 
 
• Identify cancellation reports. 
 
• Identify relief from accountability reports. 
 
• Identify transfer reports. 
 
• Identify AL Codes. 
 
• Identify an SF 153. 

 
In This Lesson This lesson contains the following topics: 

 
Topic See Page 

Introduction 2-19 
Audit Trail 2-20 
Accountability Legend Codes 2-21 
Standard Form 153 2-23 
Lesson 3 Exercise 2-25 
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Audit Trail 

 
Overview Up until now, we have discussed safeguarding procedures and requirements 

that pertain to the individuals handling COMSEC material and the COMSEC 
material itself.  We will now take a look at some of the reports that are 
required when accounting for this material when individuals or equipment are 
not in your control.  

 
COMSEC 
Material 
Accounting 
Reports 

COMSEC material accounting reports (e.g., SF-153) provide an audit trail for 
each item of accountable COMSEC material.  These reports may be prepared 
manually or computer-generated.  The various reports and a brief description 
of their general use is listed in the following table: 

 
Report Description 

 
Transfer Report Documents and reports the movement of COMSEC material 

from one EKMS account to another or from one LE to 
another LE (i.e., local custody issue (LCI)). 
 

Destruction Report Documents and reports the destruction of COMSEC 
material. 
 

Possession Report Documents and reports possession of COMSEC material. 
 

Receipt Report Documents and reports receipt of COMSEC material. 
Receipt Reports are usually combined with a transfer report. 
 

Relief From 
Accountability 
Report 

Relieves the originating account of accountability for 
COMSEC material assigned AL Codes 1, 2, or 6.  

Conversion Report Documents and reports the removal of old short titles and/ 
or accounting data from the COR database and the entry of 
new data. 
 
UNoteU:   Conversion reports are submitted only when 

specifically directed by the COR or DCMS. 
 

Inventory Report Documents and reports the physical inventory of COMSEC 
material. 
 

Generation Report Documents the generation or import of key. 
 

Cancellation Report Cancels a transfer report initiating (TRI) or issue report 
initiating (IRI), and to document/report the cancellation. 
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Accountability Legend Codes 

 
What is it You may have noticed that some of the accounting reports are required based 

on the accountability legend (AL) code the COMSEC material has been 
assigned.   

 
Accountability 
Legend Codes 

Accountability legend codes determine how COMSEC material is accounted 
for within the CMCS.  Five AL codes are used to identify the minimum 
accounting controls required for COMSEC material.  The degree of 
accountability required for each AL code is listed below. 

 
Traditional 
Hardcopy 
COMSEC 
Material 

AL codes assigned to traditional hardcopy COMSEC material are listed in the 
table below: 
 
AL code 1 COMSEC material is continuously accountable to the 

central office of record (COR) by accounting (serial/ 
register) number from production to destruction. 

AL code 2 COMSEC material is continuously accountable to the COR 
by quantity from production to destruction. 

AL code 4 After initial receipt to the COR, COMSEC material is 
locally accountable by quantity and handled/safeguarded 
based on its classification.  

 
Electronically 
Generated Keys 

AL codes assigned to electronically generated keys are listed in the table 
below: 
 
AL code 6 COMSEC material that is electronically generated and 

continuously accountable to the COR from production to 
destruction. 

AL code 7 COMSEC material that is electronically generated and 
locally accountable to the generating facility.  

Continued on next page 
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Accountability Legend Codes, Continued 

 
Classification The classification of COMSEC material has no bearing on the AL code 

assigned to it.  For example, Top Secret COMSEC material may be assigned 
AL Code 1; however, there is also Secret, Confidential, and Unclassified 
COMSEC material that is assigned AL Code 1. 
 
Remember, AL codes determine how material is accounted for and 
classification determines handling and storage requirements. 

 
COMSEC- 
Related Items 
Without AL 
Codes 

COMSEC-related items (i.e., items that are not accountable within the CMCS 
and, consequently, are not assigned an AL Code) are to be handled and 
safeguarded based on their assigned classification.  
 
UNotes U:   1.  SECNAVINST 5510.36 (series) defines handling and accounting 

requirements for classified information and SECNAVINST 
5720.42 (series) For Official Use Only (FOUO) and unclassified 
information within the DON. 

 
2.  COMDTINST M5510.23 (series) contains information for the 

proper and effective classification, safeguarding and accounting 
of other classified information. 

 
AL Code 
Assignments 

AL codes are assigned by the originating government department or agency 
that produces the COMSEC material and represent the minimum accounting 
standard.  AL codes will appear on all accounting reports, but not necessarily 
on the material. 
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Standard Form 153 

 
Standard Form The accuracy for accounting for COMSEC material is extremely important.  

We have discussed the different types of reports and the AL codes that are 
used to help account for this material.  We will now look at the standard form 
153 (SF 153) that is used to document these reports. 

 
Preprinted  
SF 153 
COMSEC 
Material 
Reports 

There are currently many authorized versions of the preprinted SF 153 
COMSEC material report.  All versions contain identical data blocks of 
information, but may be assigned different numbers.  The example SF 153 
that follows this lesson is revision 9-88.   
 
The Local COMSEC Material Software (LCMS)-generated SF 153 conforms 
to revision 12-96.  Detailed instructions for filling out the SF 153 can be 
found in Annex T of the EKMS 1.   

Continued on next page 
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Standard Form 153, Continued 

 
SF 153 
Example 
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Lesson 3 Exercise 

 
Directions Complete exercise items 1 through 14 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 Through 
Item 8 

UMatchingU:  For items 1 through 8, match the report in column 1 to its 
description in column 2. 
 

Column 1 
 
UReport U 

Column 2 
 
UDescriptionU 

 
      1.  Transfer Report 
      2.  Destruction Report 
      3.  Possession Report 
      4.  Receipt Report 
      5.  Conversion Report 
      6.  Inventory Report 
      7.  Generation Report 
      8.  Cancellation Report 
 

 
a. Documents and reports the destruction of 

COMSEC material. 
b. Documents and reports receipt of 

COMSEC material, and are usually 
combined with a transfer report. 

c. Documents and reports the movement of 
COMSEC material from one EKMS 
account to another or from one LE to 
another LE (i.e., local custody issue 
(LCI)). 

d. Documents and reports possession of 
COMSEC material. 

e. Document the generation or import of 
key. 

f. Cancels a transfer report initiating (TRI) 
or issue report initiating (IRI), and to 
document/report the cancellation. 

g. Documents and reports the physical 
inventory of COMSEC material. 

h. Documents and reports the removal of 
old short titles and/or accounting data 
from the COR database and the entry of 
new data. 

i. Relieves the originating account of 
accountability for COMSEC material 
assigned AL Codes 1, 2, or 6.  

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Item 9 Through 
Item 13 

UMatchingU:  For items 9 through 13, match the AL Code in column 1 to its 
accounting method in column 2. 

 
Column 1 
 
UReport U 

Column 2 
 
UDescription 
 

        9.  AL Code 1 
      10.  AL Code 2 
      11.  AL Code 4 
      12.  AL Code 6 
      13.  AL Code 7 

a. COMSEC material that is electronically 
generated and continuously accountable 
to the COR from production to 
destruction. 

b. COMSEC material is continuously 
accountable to the COR by quantity from 
production to destruction. 

c. COMSEC material is continuously 
accountable to the central office of record 
(COR) by accounting (serial/register) 
number from production to destruction. 

d. COMSEC material that is electronically 
generated and locally accountable to the 
generating facility. 

e. After initial receipt to the COR, 
COMSEC material is locally accountable 
by quantity and handled/safeguarded 
based on its classification. 

 
Item 14 Which standard form is used to record a transfer report? 

 
a. Standard Form 136 
b. Standard Form 153 
c. Standard Form 710 
d. Standard Form 712 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

 Item number Answer Reference 
1 c 2-20 
2 a 2-20 
3 d 2-20 
4 b 2-20 
5 h 2-20 
6 g 2-20 
7 e 2-20 
8 f 2-20 
9 c 2-21 
10 b 2-21 
11 e 2-21 
12 a 2-21 
13 d 2-21 
14 b 2-23 
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LESSON 4 

STORAGE AND PROTECTION 

Introduction 

 
Scope This lesson will provide you with the guidelines and requirements for storing  

COMSEC material properly.   Based on its security classification, you will 
also know the proper storage containers used for COMSEC material. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify the authorized methods for storing COMSEC material.   
 
• Identify the authorized methods for storing COMSEC keying material. 
 
• Identify the authorized methods for storing COMSEC equipment. 
 
• Identify the required forms for storage containers containing COMSEC 

material.  

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 2-29 
Storing COMSEC Material 2-30 
Storing Keying Material 2-34 
Storing COMSEC Equipment 2-36 
Required Forms for Storage Containers 2-38 
Lesson 4 Exercise 2-42 
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Storing COMSEC Material 

 
Overview To expect a Marine to sit in front of a piece of COMSEC material and watch 

it 24 hours a day, 7 days a week is impossible.  Therefore, it is imperative that 
you understand how to properly store COMSEC material. In this lesson, we 
will discuss authorized methods of storing COMSEC material.  

 
Storage 
Requirements 

Store COMSEC material only in containers and spaces approved for their 
storage. Unless COMSEC material is under the direct control of authorized 
persons, keep the containers and spaces locked. 
 
Comply with applicable information on supplementary controls (e.g., guards 
and alarms) for safeguarding classified material in accordance with 
SECNAVINST 5510.36. 

 
Store 
Separately 

Store COMSEC material separately from other classified material in separate 
containers or in separate drawers.  This helps ensure separate control for 
COMSEC material and expedites emergency destruction/protection.  
Weapons or sensitive items, such as money, jewelry, or precious metals 
should not be stored in the same security containers used to store classified 
material. 

 
Avoid Common 
Areas 

Unless absolutely necessary, do not place COMSEC material containers in 
commonly used passageways or other spaces where access cannot be 
controlled.  During non-working hours, security containers should be located 
in locked areas and not accessible to general traffic. 

 
External 
Markings 

External markings revealing the classification level of information being 
stored in a specific security container, vault, or secure room is unauthorized. 
External markings that label priorities for emergency evacuation and 
destruction are also unauthorized. 

Continued on next page 
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Storing COMSEC Material, Continued 

 
GSA The General Services Administration (GSA) establishes and publishes 

minimum standards, specifications, and supply schedules for containers, vault 
doors, modular vaults, alarm systems, and associated security devices suitable 
for the storage and destruction of classified items. 

 
Top Secret 
Storage 

TOP SECRET material may be stored in a GSA-approved storage container, 
secure room, or vault based on specific criteria. 

 
GSA-Approved 
Security 
Container 

TOP SECRET material may be stored in a GSA-approved security container 
with one of the following supplemental controls: 
 
• The location housing the security container will be subject to continuous 

protection by cleared guard or duty personnel. 
 
• Cleared guard or duty personnel will inspect the security container once 

every 2 hours. 
 
• An intrusion detection system (IDS) used with personnel responding to the 

alarm within 15 minutes of the alarm annunciation. 
 
• A GSA-approved security container equipped with a lock meeting Federal 

Specification FF-L-2740.  

 
Secure Room 
or Vault 

TOP SECRET material may be stored in an open storage area (secure room) 
or vault, which is equipped with an IDS with personnel responding to the 
alarm within 15 minutes of the alarm annunciation, if the area is covered by 
Security-in-Depth or a 5-minute alarm response if it is not. 

Continued on next page 
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Storing COMSEC Material, Continued 

 
Secret Storage SECRET material may be stored in any manner authorized for TOP SECRET 

material.  In addition, it may be stored in a GSA-approved security container 
or secure room based on specific criteria. 

 
GSA-Approved 
Security 
Container 

SECRET material may be stored in a GSA-approved security container, 
modular vault, or vault without supplemental controls. 

 
Secure Room SECRET material may be stored in an open storage area (secure room) with 

one of the following supplemental controls: 
 
• The location housing the open storage area will be subject to continuous 

protection by cleared guard or duty personnel. 
 
• Cleared guard or duty personnel will inspect the area once every 4 hours. 
 
• An IDS with a response time within 30 minutes of alarm annunciation. 

 
Confidential 
Storage 

Store CONFIDENTIAL material in the same manner prescribed for Top 
Secret or Secret except that supplemental controls are not required. 

 
Field 
Conditions 

Under field conditions during military operations, the commanding officer 
may require or impose security measures deemed adequate to meet the 
storage requirements listed previously. 

Continued on next page 
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Storing COMSEC Material, Continued 

 
TPI Storage COMSEC material requiring TPI storage at the local element level must be 

stored under one of the following options: 
 
• Inside a communications security management system (CMS) vault 

equipped with one manufacturer built-in combination lock on the door, and 
the TPI material stored in a GSA-approved container with a single or dual 
combination lock. 

 
• Inside a CMS vault, where the vault door is equipped with a combination 

lock that meets the requirements of Federal Specifications FF-L-2740.  If 
an electro-mechanical lock is used, it must be programmed in either the 
dual combination or supervisory/subordinate mode for access. 

 
• In a GSA-approved security container meeting Federal Specification  

AA-F-358G with a dual lock. 
 
• In a GSA-approved security container with combination lock meeting 

Federal Specification FF-L-2740. 
 
• In a special access control container (SACC) securely welded to the 

interior of a GSA-approved security container drawer. 
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Storing Keying Material 

 
Unclassified 
CRYPTO 

Unclassified dTata encryption standard (TDES) COMSEC keying material 
marked or designated CRYPTO must be stored in the most secure manner 
available to the user.  This may be in approved safes if available, locked file 
cabinets, key-locked rooms, containers, etc. 

 
Classified 
CRYPTO 

Classified COMSEC keying material marked or designated CRYPTO must be 
stored as indicated below: 
 
UStorage at Shore StationsU: 
 
• Store TOP SECRET keying material in a strongbox or special access 

control container within a vault or in a GSA-approved security container 
with two combination locks. 

 
• Store SECRET keying material in a CMS vault or in any security container 

approved for storing SECRET or TOP SECRET keying material. 
 
• Store CONFIDENTIAL keying material in a file cabinet having a built-in 

three-position manipulation-resistant dial-type combination lock, or in any 
storage container approved for storing SECRET or TOP SECRET keying 
material. 

Continued on next page 
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Storing Keying Material, Continued 

 
Classified 
CRYPTO, 
continued 

UStorage on Board Department of the Navy ShipsU: 
 
• Store TOP SECRET keying material in a GSA-approved security container 

with an electro-mechanical lock meeting Federal Specification FF-L-2740, 
or in a strong room, or in any storage container approved for storing TOP 
SECRET keying material at shore stations. 

 
• Store SECRET keying material in a steel security filing cabinet having a 

lock bar secured with an electro-mechanical lock meeting Federal 
Specification FF-L-2740 procured from the GSA Federal Supply Schedule, 
or in a strong room, or in any storage container approved for storing 
SECRET or TOP SECRET keying material at shore stations. 

 
• Store CONFIDENTIAL keying material in a file cabinet secured with an 

electro-mechanical lock meeting Federal Specification FF-L-2740, or in 
any storage container approved for storing SECRET or TOP SECRET 
keying material at shore stations. 

 
TUStorage in Mobile SituationsU:T 

 
• TOP SECRET, SECRET, or CONFIDENTIAL keying material may be 

stored in a standard, approved field safe or in any similar security 
container secured by an electro-mechanical lock meeting Federal 
Specification FF-L-2740. 
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Storing COMSEC Equipment 

 
Store and 
Protect 

Some COMSEC equipment may, because of its configuration, require special 
storage facilities and procedures that are normally addressed in the handling 
and security doctrine for the specific system.  There are additional 
requirements you may need to know to store and protect COMSEC 
equipment. 

 
Unclassified 
Unkeyed 
Equipment 

Store unclassified, unkeyed equipment in a manner sufficient to preclude any 
reasonable chance of pilferage, theft, sabotage, tampering, or access by 
unauthorized persons. 

 
CCI  Unkeyed CCI or CCI keyed with unclassified key marked or designated 

CRYPTO must also be stored in a manner that affords protection against 
pilferage, theft, sabotage, or tampering, and ensures that access and 
accounting integrity are maintained. 

 
Classified 
Unkeyed 
Equipment 

Store classified, unkeyed equipment in the same manner as classified material 
of the same classification. 
 
UNoteU:   When installed in an operational configuration (e.g., in a ship, aircraft, 

shelter, vehicle, backpack or building), classified unkeyed COMSEC 
equipment may be left unattended, provided the commanding officer 
or other responsible authority judges it is protected sufficiently to 
preclude any reasonable chance of pilferage, theft, sabotage, 
tampering, or access by unauthorized persons. 

 
Keyed 
Equipment 

Protect all keyed equipment based on the classification of the equipment or 
the keying material, whichever is higher.  Additionally, ensure that 
procedures are in effect to prevent unauthorized use of the equipment or 
extraction of its key.  When equipment containing encrypted key is located in 
an unmanned space, the Crypto Ignition Key (CIK) must be removed and 
protected in another location. 

Continued on next page 
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Storing COMSEC Equipment, Continued 

 
Computers Protect computer systems performing COMSEC functions by hardware and 

software controls to prevent unauthorized access and penetration.  Protect 
machine-readable copies of COMSEC programs in accordance with their 
classification. 
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Required Forms for Storage Containers 

 
Required 
Forms 

Now that we have discussed the proper storage containers for COMSEC 
material, we need to take a look at the required forms for each of those 
containers.  These forms are SF 700, SF 702, and Optional Form 89 (OF 89). 

 
SF 700 An SF 700 must be placed on the inside of the COMSEC storage container 

for each lock combination found on it.  Instructions for filling out the SF 700 
are located on the top left corner of the form.  
 
This form has two parts.   
 
UPart 1U has an area to record contact information should the safe be found 
unsecured.  Part 1 is taped to the inside of the storage container. 
 
UPart 2U contains the combination to the storage container that Part 1 is taped 
inside of.  When filled out, Part 2 is sealed in an envelope and safeguarded in 
accordance with appropriate security requirements.   
 
An example of SF 700 can be found on page 2-39.  

 
SF 702 An SF 702, security container open and closure log must be maintained for 

each lock on a COMSEC storage container.  Each opening and closure of the 
container must be annotated on the Standard Form 702.  If a combination lock 
meeting FF-L-2740 specifications is used to maintain TPI, a SF 702 will be 
used for each combination. 
 
The form is used to record the date and time a person opens and closes the 
storage container, and the initials of that person.  In addition, it is also used to 
record the date and time the security container is checked to ensure it was 
secure.  This is usually done by a guard or someone on duty.  
 
An example of SF 702 can be found on page 2-40. 

 
Optional  
Form 89 

A security container is considered restored to its original integrity if all 
damaged or altered parts are replaced and permanent records document the 
replaced parts.  A maintenance record for security containers and vault doors 
(OF 89) must be used as a permanent record, and retained for the service life 
of the security container and vault door. 
 
An example of an OF 89 can be found on page 2-41. 

Continued on next page 
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Required Forms for Storage Containers, Continued 

 
SF 700 
Example 

 

Continued on next page 
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Required Forms for Storage Containers, Continued 

 
SF 702 
Example 

Continued on next page 
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Required Forms for Storage Containers, Continued 

 
OF 89 Example 
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Lesson 4 Exercise 

 
Directions Complete exercise items 1 through 4 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 TOP SECRET material may be stored in a GSA-approved security container 

along with a cleared guard or duty personnel inspecting the container every 
 
a. hour. 
b. 2 hours. 
c. 3 hours. 
d. 4 hours. 

 
Item 2 Store TOP SECRET keying material in a ____-approved security container 

with ____ combination lock(s). 
 
a. CCI; two  
b. GSA; one 
c. GSA; two  
d. USA; one  

 
Item 3 Unkeyed CCI material must be stored in a 

 
a. manner that affords protection against pilferage, theft, sabotage, or 

tampering, and ensures that access and accounting integrity are 
maintained. 

b. GSA-approved safe that has two combination locks with locking bars with 
no one individual having both  combinations 

c. vault equipped with an intrusion device with a 30 minutes response time 
from cleared guards or duty. 

d. vault continuously monitored 24 hours by cleared guard or duty. 

 
Item 4 Which standard form is used to record the opening and closing of a COMSEC 

storage container? 
 
a. Standard Form 700 
b. Standard Form 702 
c. Standard Form 710 
d. Standard Form 712 

Continued on next page 
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Lesson 4 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 
 Item number Answer Reference 

1 b 2-31 
2 c 2-34 
3 a 2-36 
4 b 2-38 
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STUDY UNIT 3 

SHIPPING COMSEC MATERIAL 

Overview 

 
Scope There are times when COMSEC material must be shipped from one unit to 

another or from a unit to a maintenance facility.  When this occurs, you must 
use certain procedures to reduce the chances of compromise.  The purpose of 
this study unit is to provide you the knowledge needed to wrap, pack, and 
transport COMSEC material. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

Lesson See Page 
Preparing COMSEC Material for Shipment 3-3 
Transporting COMSEC Material 3-11 
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LESSON 1 

PREPARING COMSEC MATERIAL FOR SHIPMENT 

Introduction 

 
Scope This lesson covers the procedures to prepare COMSEC material for shipment. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify procedures for wrapping COMSEC material prior to shipping. 
 
• Identify procedures for packaging COMSEC material prior to shipping. 
 
• Identify procedures for marking COMSEC material wrapping prior to 

shipping. 

 
In This Lesson This lesson contains the following topics: 

 
Topic See Page 

Introduction 3-3 
Wrapping COMSEC Material 3-4 
Packaging COMSEC Material 3-6 
Lesson 1 Exercise 3-8 
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Wrapping COMSEC Material 

 
Overview Shipping COMSEC material is a little more than just throwing the material in 

a cardboard box and mailing it.  This lesson covers some of those 
requirements. 

 
Packaging 
Material and 
Shipping 
Containers 

Materials used for packaging COMSEC material for transportation must be 
strong enough to protect the material while in transit, prevent items from 
breaking through the container, and enable detection of any tampering. 

 
Wrapping 
Requirements 

When wrapping COMSEC material, the following requirements must be met: 
 
• Remove all status markings from COMSEC material prior to wrapping 

for physical shipment.  Shipment of COMSEC material with status 
markings intact is a practice dangerous to security (PDS).  Detailed 
information on PDS will be discussed in the next Study Unit. 

 
• COMSEC keying material and classified COMSEC material must be 

double-wrapped (using a non-transparent wrapper) and securely sealed. 
 
• Unclassified COMSEC material other than keying material need to be 

wrapped only once using a non-transparent wrapper. 

 
Wrapper 
Marking 
Requirements 

Along with the wrapping requirements, there are marking requirements as 
well.  These are broken down into inner wrapper requirements and outer 
wrapper requirements. 

Continued on next page 
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Wrapping COMSEC Material, Continued 

 
Inner Wrapper 
Requirement 

The inner wrapper must be marked with the following information: 
 
• Highest classification of the material. 
 
• TO and FROM addressees. 
 
• EKMS account number of both the shipping and receiving command. 
 
• CRYPTO or other special handling markings. 
 
• Controlled package number. 
 
• “TO BE OPENED ONLY BY EKMS MANAGER.” 

 
Outer Wrapper 
Requirement 

The outer wrapper must be marked with the following information: 
 
• “TO” and “FROM” addressees. 
 
• Any applicable notation to aid delivery of the package. 
 
UNoteU:   The outer wrapper must never reveal whether the package contains 

classified information or keying material.  The contents of the package 
are not to be disclosed in any manner on the outer wrapper.  

 
• The way a package is addressed may vary slightly depending on the 

shipment method used.  Use the following guidance:  
 

− When transporting material via Defense Courier Service (DCS), 
conform to DCS guidance on packaging requirements.  Further 
information on DCS can be obtained by contacting your servicing 
DCS station.  

 
− Material transmitted by State Department diplomatic pouch must 

indicate that “Courier Accompaniment is Required.”  
 

− When using a commercial carrier to transport CCI, a complete address 
must be used (this includes the street address, building number, and zip 
code).  Some commercial carriers may require the telephone number of 
the receiving command be annotated. 
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Packaging COMSEC Material 

 
Packaging 
Restrictions 

When packaging COMSEC material, there are some restrictions that must be 
adhered to.  Listed below are some of those restrictions: 
 
• Package keying material separately from its associated COMSEC 

equipment unless the application or design of the equipment is such that 
the corresponding keying material cannot be physically separated from it.  

 
• Ship equipment with embedded COMSEC material the same way as 

keying material is shipped.  
 
• Pack primary and associated keying material (e.g., KW-46 BAV and UV) 

in separate packages within a shipment.  Encrypted TEK and its associated 
KEK must be shipped in separate packages.  

 
• Do not ship COMSEC equipment in a keyed condition unless removal of 

the keying material is impossible.  
 
• Remove batteries from COMSEC equipment (including fill devices) unless 

the removal is impossible.  
 
UNoteU:   For equipment using a crypto-ignition key (CIK), CIKs must be 

shipped separately unless they are not yet initialized (associated with 
the equipment) or they are zeroized (disassociated) before shipping.  

 
• When shipping keying material marked CRYPTO, packages will contain 

no more than four editions (for material that is superseded quarterly or 
more frequently) or two editions if the material is superseded semi-
annually or less frequently.  

 
UNoteU:   This restriction does not apply to packaged irregularly superseded 

keying material and may be waived by DCMS//N5// when 
establishing a new account or in cases where supply is difficult and 
the number of shipments is limited.  

Continued on next page 
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Packaging COMSEC Material, Continued 

 
Packaging 
Restrictions, 
continued 

• If the quantity of material to be shipped exceeds that listed in the previous 
paragraph, the material must be split into several packages and entered into 
DCS in staggered shipments that are not likely to be combined.  

 
UNoteU:   There is no restriction on the number of short titles that can be 

enclosed in each package or the number of copies of an edition.  
 
• The key processor (KP) must be packed and shipped via DCS separately 

from any of its associated CIKs or KSD-64A’s.  The KP must be zeroized 
prior to shipment for maintenance or recertification.  In the event the KP 
becomes inoperable and the operator is unable to confirm that the KP has 
been zeroized, then the KP CIK should be zeroized (e.g., three times in a 
STU-III) and the SF-153 transfer report annotated that the KP was not able 
to be zeroized due to KP failure, KP zeroization unconfirmed. All KPs will 
be sent via DCS back to CMIO Broken Copy Stock for further transfer to 
Air Force maintenance depots for recertification/repair.  

 
• Magnetic media (e.g., removable media such as floppy disks, tape, etc.) 

containing an encrypted key must be shipped separately from their 
associated key encryption keys (KEKs). Magnetic media used to transport 
encrypted key must be marked “SECRET–COMSEC accountable.”  Media 
label must also indicate whether content(s) is/are EKMS transactions or 
not. 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 3 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 When shipping  COMSEC keying material and classified COMSEC material, 

it must be 
 
a. wrapped using a transparent wrapper.  
b. wrapped using a non-transparent wrapper. 
c. double-wrapped using a transparent wrapper. 
d. double-wrapped using a non-transparent wrapper. 

 
Item 2 When packaging COMSEC material, package _______ _______ separately 

from its associated COMSEC equipment. 
 
a. technical manuals 
b. keying material 
c. inventory sheets 
d. power cables 

 
Item 3 When shipping COMSEC material, the outer wrapper must never reveal that 

the package contains _______________ material.  
 
a. fragile 
b. explosive 
c. expensive 
d. classified 

Continued on next page 
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Lesson 1 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 d 3-4 
2 b 3-6 
3 d 3-5 
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LESSON 2 

TRANSPORTING COMSEC MATERIAL 

Introduction 

 
Scope This lesson provides you with the knowledge needed to identify authorized 

couriers for transporting COMSEC material. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify couriers authorized to transport COMSEC keying material. 
 
• Identify couriers authorized to COMSEC equipment (less CCI). 
 
• Identify couriers authorized to COMSEC equipment marked CCI. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 3-11 
Keying Material Couriers 3-12 
COMSEC Equipment Couriers 3-14 
Couriers for Other COMSEC Material 3-19 
Miscellaneous COMSEC Information 3-20 
Lesson 2 Exercise 3-21 
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Keying Material Couriers 

 
Overview As previously mentioned, you cannot just throw COMSEC material in a 

cardboard box; you cannot just throw a stamp on it and take it to the nearest 
mail drop off box.  You must select the appropriate courier.  This lesson 
covers the authorized couriers for transporting COMSEC material.   

 
Keying 
Material 

The courier required for transporting keying material depends on the 
classification of the keying material being transported.  The table below lists 
which courier is required to transport keying material or designated CRYPTO 
and items that embody or describe a cryptographic logic or algorithm 
according to its classification. 
 

Classification Authorized Courier 
TOP SECRET and 
SECRET 

• Defense Courier Service (DCS). 
 
• State Department Courier Service (SDCS). 
 
• Formally cleared department, agency, or contractor 

individuals designated as couriers.  TOP SECRET 
keying material must be handled in accordance with 
two-person integrity (TPI) standards.  This is to include 
using pilots/personnel of ships in company to transport 
TOP SECRET keying material. 

 
UNoteU:   TPI is not required for TOP SECRET keying 

material in the custody of the DCS or SDCS. 
CONFIDENTIAL • Any method approved for TOP SECRET or SECRET. 

 
• U.S. Postal Service Registered mail provided the 

material does not pass through a foreign postal system, 
or any foreign inspection. 

 
UNoteU:   Registered mail sent to FPO AE/FPO AP 

Addresses does not pass out of U.S. control. 
 
• Cleared commercial courier using Protective Security 

Service (PSS).  Commercial carriers who employ 
personnel with security clearances granted by the 
Defense Investigative Service provide PSS.  These 
commercial couriers are cleared only to the SECRET 
level.  

Continued on next page 
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Keying Material Couriers, Continued 

 
Keying 
Material, 
continued 

 

 Classification Authorized Courier 
UNCLASSIFIED 
 

• TAny method approved for TOP SECRET, SECRET, or 
CONFIDENTIAL. 

 
• TUncleared commercial carrier services provided all of the 

following requirements are met:  
 

− TThe carrier provides electronic tracking of the 
shipment that is equivalent to the tracking available 
through the United States Postal Service registered 
mail;  

 
− A distant end receipt signature is provided;  

 
− The service is limited to shipments within the limits 

of the United States, its territories and possessions,  
 

AND 
 

− The carrier must be a firm incorporated in the United 
States. 

 
UNoteU:   1.  Under no circumstances will uncleared 

commercial carrier services be used to ship 
classified keying material marked or designated 
CRYPTO. 

 
2.  Never ship any keying material via regular U.S. 

mail. 
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COMSEC Equipment Courier 

 
COMSEC 
Equipment (less 
CCI) 

The table below list couriers that are authorized to transport COMSEC 
equipment that is not marked CCI, according to its classification. 
 

Classification Authorized Courier 
TOP SECRET and  
SECRET 
 
 

• Any method approved for TOP SECRET or SECRET 
keying material. 

 
• SECRET COMSEC equipment may also be shipped by 

cleared commercial carrier using PSS. 

CONFIDENTIAL • TAny method approved for TOP SECRET or SECRET.  
 
• TU.S. Military or military-contract air service (e.g., Air 

Force Mobility Command (AMC), LOGAIR, and 
QUICKTRANS) provided that a continuous chain of 
accountability and custody be maintained.  

 
• TU.S. Postal Service Registered mail provided the 

material does not pass through a foreign postal system 
or any foreign inspection.T 

UNCLASSIFIED Unclassified equipment may be transported by any method 
approved for the transportation of valuable government 
property. 
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COMSEC Equipment Couriers, Continued 

 
COMSEC 
Equipment 
(CCI) 

As stated in Study Unit 1, CCI is not a classification, but it is a controlled 
item; therefore, it too requires that certain criteria must be met in order to 
transport it.  Below are the authorized couriers for CCI equipment.  
 

• Authorized U.S. government department, service, or agency courier (e.g., 
Navy Supply System). 

 
• Authorized U.S. government Contractor/Company or U.S. citizen courier. 
 
• U.S. Postal Service Registered mail or express mail (see block on page 3-16).  
 
• Commercial carriers (non-military aircraft) (see block on page 3-17).    
 
• U.S. military, military-contractor, or private air service (e.g., AMC, 

LOGAIR, or QUICKTRANS), provided the carrier satisfies the 
requirements identified above for commercial non-military aircraft 
carriers. 

 
• U.S. Diplomatic Courier Service. 
 
• DCS outside CONUS; when no other methods of secure transportation are 

available.  Obtain prior authorization from DCS before any unkeyed CCIs 
are introduced into the DCS system. 

 
• Commercial passenger aircraft (see block on page 3-18). 
 
• Non-U.S. citizens who are employed by the U.S. government at foreign 

locations where there is a significant U.S. military presence (two or more 
military bases) may transport CCI material, provided there is a signature 
record that provides continuous accountability for custody of the shipment 
from the time of pick-up to arrival at the final destination. 

 
Note:   A U.S. citizen must accompany the foreign driver carrying the 

material, or the material must be contained in a closed vehicle or 
shipping container (e.g., CONEX, DROMEDARY, or similar 
authorized container) that is locked with a high security lock, and 
contains a shipping seal that will prevent undetected access to the 
enclosed material. 

 

Continued on next page 



MCI Course 2525B 3-16 Study Unit 3, Lesson 2 

COMSEC Equipment Courier, Continued 

 
U.S. Postal 
Service 

U.S. Postal Service Registered mail or express mail provided the material 
does not at any time pass out of U.S. postal control, pass through a foreign 
postal system, pass through any foreign inspection, or otherwise fall under the 
control of unescorted foreign nationals.  When using express mail, the shipper 
must obtain assurance from U.S. Postal Service authorities that the material 
will receive continuous electronic or manual tracking to the point of delivery, 
and obtain a recipient’s signature.  Material must be introduced into the postal 
system “across-the-counter” at a U.S. Postal Service Facility; postal drop 
boxes must not be used. 
 
Notes:   1.  There are certain restrictions governing the size and weight of 

packages that can be shipped via registered mail.  Prior to 
shipping the CCI, check with the postal service to determine 
whether the shipment qualifies. 

 
2. First, fourth, certified, insured, and Parcel post are not authorized 

methods of shipping CCI equipment.  

Continued on next page 
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COMSEC Equipment Courier, Continued 

 
Commercial 
Carriers 

Commercial carriers (non-military aircraft) may be used to transport CCI  
within the United States, its territories, and possessions, providing the carrier 
warrants in writing the following:  
 
• Specifies it is a firm incorporated in the United States, which provides 

door-to-door service. 
 
• Guarantees delivery within a reasonable number of days based on the 

distance to be traveled.  
 
• Maintains a means of tracking individual packages within its system to the 

extent that should a package becomes lost, the carrier can provide 
information regarding the last known location of the package within 24 
hours following notification. 

 
• Guarantees the integrity of the vehicle’s contents at all times. 
 
• Guarantees that the package will be stored in a security cage should it 

become necessary for the carrier to make a prolonged stop at a carrier 
terminal. 

 
• Uses a signature/tally record (e.g., a carrier’s local signature/tally form or 

the DD Form 1907 or Form AC-10) that accurately reflects a continuous 
chain of accountability and custody by each individual who assumes 
responsibility for the shipment while it is in transit; 

 
OR 

 
−  Maintains an electronic tracking system that reflects a chain of 

accountability and custody, which is similar to that provided by the 
manually prepared signature/tally record. 

 
−  Ensures positive identification of the actual recipient of the material 

at the final destination.  
 

− Uses a hard-copy printout that serves as proof of service; the printout 
must reflect those points during transit where electronic tracking of 
the package or shipment occurred.  

Continued on next page 
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COMSEC Equipment Couriers, Continued 

 
Commercial 
Passenger 
Aircraft 

Commercial passenger aircraft may be used within the United States, its 
territories, and possessions.  Transport of CCI material outside the United 
States, its territories, and possessions on a U.S. flag or any foreign-owned, 
controlled, or chartered aircraft, is strongly discouraged because of the threat 
of terrorists and the lack of U.S. control. 
 
Note:   Requirements/restrictions for shipping CCI on commercial aircraft are 

listed in detail under article 535.M of the EKMS 1. 
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Couriers for Other COMSEC Material 

 
COMSEC 
Information 

COMSEC material not covered above is known as COMSEC information and 
is transported according to its classification.  The table below lists the 
authorized couriers. 
 

Classification 
 

Authorized Courier 

TOP SECRET 
 
 

Must be transported by DCS, SDCS, or cleared department, 
agency, or contractor courier. 

SECRET   
 

• Any method approved for TOP SECRET. 
 
• Cleared commercial courier using PSS.  Commercial 

carriers who employ personnel with security clearances 
granted by the Defense Investigative Service provide 
PSS.  These employees are cleared only to the SECRET 
level. 

 
CONFIDENTIAL • Any method approved for TOP SECRET or SECRET. 

 
• U.S. Postal Service Registered mail provided the material 

does not pass through a foreign postal system or any 
foreign inspection. 

 
• U.S. Military or military-contract air service (e.g., Air 

Force Mobility Command (AMC), LOGAIR, or 
QUICKTRANS) provided that a continuous chain of 
accountability and custody be maintained. 

 
UNCLASSIFIED Any means that will reasonably ensure safe and undamaged 

arrival at its destination.  
 
Notes:   1.  Unclassified items may be shipped with classified 

items when there is an operational need to 
provide both types together (e.g., elements, 
subassemblies, and assemblies that function 
together and are necessary to the operation of a 
classified COMSEC equipment or system).  

 
2.  In the above situation, the material must be 

shipped in a manner approved for the highest 
classification of material contained in the 
package. 
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Miscellaneous Courier Information 

 
Commercial 
Aircraft 

COs, OICs, or Staff CMS Responsibility Officers (SCMSROs) are 
authorized, in cases of operational necessity, to approve the use of 
commercial aircraft to transport only that quantity of COMSEC material 
required to fulfill immediate operational needs, provided:  
 
• Departmental and FAA Advisory Circular (AC NO. 108-3) procedures are 

followed.  
 
• Couriers are briefed on their responsibilities. 
 
Direct flights should be used and unless operationally necessary, do not 
transport keying material in aircraft over hostile territory. 
 
U.S. flag aircraft can be used to courier COMSEC material within CONUS 
(includes Alaska, Hawaii, and U.S. territories/possessions). 
 
Transportation of COMSEC material outside of CONUS on a U.S. flag or any 
foreign-owned, controlled, or chartered aircraft is strongly discouraged 
because of the threat by terrorists and the lack of U.S. control. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 3 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 TOP SECRET and SECRET keying material marked or designated CRYPTO 

and items that embody or describe a cryptographic logic or algorithm must be 
transported by which of the following couriers? 
 
a. Cleared commercial courier 
b. TDefense Courier Service (DCS)T 
c. U.S. Postal Service Registered mailT 
d. Uncleared commercial carrier services 

 
Item 2 SECRET COMSEC equipment not marked CCI may be shipped by a cleared 

commercial carrier 
 
a. using PSS. 
b. flying overseas. 
c. flying within the U.S. 
d. designated in writing. 

 
Item 3 Commercial carriers may transport CCI equipment if it can provide the last 

known location within _____ hours of notification of the package being lost. 
 
a. 12 
b. 24 
c. 36T 
d. 48 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 b 3-12 
2 a 3-14 
3 b 3-17 
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STUDY UNIT 4 

COMSEC INCIDENTS 

Overview 

 
Scope As mentioned at the beginning of this course, every Marine has the 

responsibility to ensure information critical to the security of our nation does 
not fall into the wrong hands.  Part of that responsibility includes reporting 
COMSEC incidents when they occur.  This study unit will provide you with 
the knowledge needed to identify and report such incidents. 

 
In This Study 
Unit 

This study unit contains the following lessons: 

Lesson See Page 
Identifying COMSEC Incidents 4-3 
Reporting COMSEC Incidents 4-13 
Practices Dangerous to Security 4-23 
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LESSON 1 

IDENTIFYING COMSEC INCIDENTS 

Introduction 

 
Scope This lesson will provide you with information needed to identify COMSEC 

incidents. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• TIdentify a cryptographic incidentT. 
 
• Identify a personnel incident. 
 
• Identify a physical incident. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 4-3 
Categories of COMSEC Incidents 4-4 
Cryptographic Incidents 4-5 
Personnel Incidents 4-7 
Physical Incidents 4-8 
Lesson 1 Exercise 4-11 
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Categories of COMSEC Incidents 

 
Overview To some degree, every item of COMSEC material is accounted for and 

controlled because of the role it plays in the cryptographic processes that 
protect or authenticate U.S. government information transmitted 
electronically.  To counter the threat posed to secure communications by 
COMSEC material mishandling, losses, or thefts, the National Security 
Agency (NSA) established the National COMSEC Incident Reporting and 
Evaluation System (NCIRES). 

 
Purpose of 
NCIRES 

The NCIRES serves primarily to ensure that all reported incidents involving 
COMSEC material are evaluated so that actions can be taken to minimize 
their adverse impact on national security.  The NCIRES is comprised of NSA, 
the heads of departments or agencies, material controlling authorities (CAs) 
and equipment resource managers.  Within the DON, the incident reporting 
and evaluation system also includes Closing Action Authorities (CAAs). 

 
Prompt and 
Clear 
Information 

To be effective, the NCIRES must receive prompt and clear information 
relating to the circumstances surrounding an incident.  This information is 
critical to the rapid initiation of appropriate damage limitation or recovery 
measures by the evaluating authority. 

 
Categories of 
Incidents 

COMSEC incidents (violations) fall under three categories.  There are 
cryptographic incidents, personnel incidents, and physical incidents.  Each of 
these incidents will be covered separately in this lesson. 

 
Unique 
Incidents 

Additional reportable incidents that may be unique to a given cryptosystem or 
to an application of a cryptosystem will be listed in the operating instructions 
and maintenance manuals for that cryptosystem.  Accordingly, each 
command must ensure that these documents are reviewed during COMSEC 
incident/security familiarization training.   
 
You will find an additional listing of STU-III incidents in Annex AB of the 
EKMS 1.  Additional listing of STEs, KOV-14s, and IRIDIUMS can be 
found in Annex AC of the EKMS 1.   
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Cryptographic Incidents 

 
First Category The first category of COMSEC incidents are cryptographic incidents.  The 

examples below are broken down into incidents involving keying material 
and incidents involving COMSEC equipment. 

 
Incidents 
Involving 
Keying 
Material 

The following are examples of cryptographic incidents involving the use of 
COMSEC keying material that is compromised, superseded, defective, 
previously used (and not authorized for reuse), or incorrect application of 
keying material such as: 
 
• Use keying material that was produced without the authorization of NSA.   
 
• TWithout NSA authorization, use any keying material for other than its 

intended purpose.   
 
• TUnauthorized extension of a crypto period. 
 
• TUse or attempted to use a key generator/key processor (for example, KG-

83) beyond its mandatory recertification date without prior approval.T 

 
Incidents 
Involving 
COMSEC 
Equipment 

TThe following are examples of cryptographic incidents involving COMSEC 
equipment:   
 
• The use of COMSEC equipment having defective cryptographic logic 

circuitry, or use of an unapproved operating procedure, such as 
 

− Plain text transmission resulting from a COMSEC equipment failure or 
malfunction.   

 
− Any transmission during a failure or after an uncorrected failure that 

may cause improper operation of COMSEC equipment.   
 

− Operational use of equipment without completion of required alarm 
check test or after failure of required alarm check test. 

Continued on next page 
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Cryptographic Incidents, Continued 

 
Incidents 
Involving 
COMSEC 
Equipment, 
continued 

• Use of any COMSEC equipment or device that has not been approved by 
NSA. 

 
• Discussion via nonsecure telecommunications of the details of a COMSEC 

equipment failure or malfunction. 
 
• Detection of malicious codes (viruses) on the EKMS system (LMD/KP). 
 
• Failure to return a key processor for re-certification when it is due. 
 
• Any other occurrence that may jeopardize the crypto security of a 

COMSEC system. 

Continued on next page 
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Personnel Incidents 

 
Second 
Category 

The second category of COMSEC incidents are personnel incidents, for 
example: 
 
• Known or suspected defection. 

 
• Known or suspected espionage. 
 
• Capture by an enemy of persons who have detailed knowledge of 

cryptographic logic or access to keying material. 
 
• Unauthorized disclosure of Personal Identification Numbers (PINs) or 

passwords that are used on systems, which also allow access to COMSEC 
material/information or unauthorized disclosure of information concerning 
COMSEC material. 

 
• Attempts by unauthorized persons to effect disclosure of information 

concerning COMSEC material.   
 
UNoteU:   For COMSEC purposes, a personnel incident does not include 

instances of indebtedness, spousal abuse, child abuse, substance 
abuse, or unauthorized absence (when there is no material missing or 
reason to suspect espionage or defection). 
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Physical Incidents 

 
Third Category The examples below fall under the third category of COMSEC incidents 

known as physical incidents.   

 
Physical Loss 
or Compromise 

The physical loss or compromise of COMSEC material:  
 
• A loss of COMSEC material occurs when it cannot be physically located 

or accounted for.  This includes whole editions as well as a classified 
portion thereof (for example, a classified page from a maintenance manual 
or key tape segment).  If a record of destruction is required but is not 
available, the material must be considered lost.   

 
• A compromise is the unauthorized disclosure of COMSEC material to a 

person(s) who does not have a valid clearance, authorized access or a 
need-to-know. 

 
Unauthorized 
Access 

Unauthorized access to COMSEC material by uncleared persons or persons 
inappropriately cleared. 

 
Outside of 
Required 
Accountability 

COMSEC material discovered outside of required accountability or physical 
control, for example:  
 
• Material reflected on a destruction report as having been destroyed and 

witnessed, but found not to have been destroyed. 
 
• Material left unsecured and unattended where unauthorized persons could 

have had access (e.g., leaving a LMD/KP terminal unattended after an 
administrator or operator has logged on and the KP PIN has been entered). 

 
Absence or non-use of required local custody issue (LCI) documentation for 
material issued to user personnel.  This includes instances where documents 
not meeting the criteria of Article 712 are substituted for LCI documents. 

Continued on next page 
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Physical Incidents, Continued 

 
Failure to 
Maintain TPI 

Failure to maintain required two-person integrity (TPI) for TOP SECRET 
keying material, except where a waiver has been granted, for example: 
 
• Single person access to unencrypted TOP SECRET keying material 

marked or designated CRYPTO, except when authorized in an emergency, 
(this includes FDs that contain unencrypted TOP SECRET keying 
material). 

 
• Single person access to the key processor (KP) during TPI mode 

operations (i.e., generating unencrypted TOP SECRET keying material). 

 
Improperly 
Packaged or 
Shipped 

COMSEC material improperly packaged or shipped.   

 
Damaged 
Wrapper 

Receipt of classified equipment, and keying material marked or designated 
CRYPTO with a damaged inner wrapper. 

 
Improper 
Destruction 

Destruction of COMSEC material by other than authorized means or not 
completely destroyed and left unattended. 

 
Unauthorized 
Maintenance 

Actual or attempted unauthorized maintenance (including maintenance by 
unqualified personnel) or the use of a maintenance procedure that deviates 
from established standards. 

 
Unauthorized 
Reproduction 

Unauthorized copying, reproduction, or photographing of COMSEC material.  

 
Falsification Deliberate falsification of COMSEC records. 

 
Jeopardizing 
Incidents 

Any other incident that may jeopardize the physical security of COMSEC 
material. 

Continued on next page 
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Physical Incidents, Continued 

 
Tampering Tampering with or penetration of a cryptosystem, for example: 

 
• COMSEC material received in protective packaging (e.g., key tape 

canisters) which shows evidence of tampering.   
 
• Unexplained (undocumented) removal of keying material from its 

protective technology.   
 
• Known or suspected tampering with or unauthorized modification of 

COMSEC equipment.   
 
• Discovery of a clandestine electronic surveillance or recording device in or 

near a COMSEC facility.   
 
• Activation of the anti-tamper mechanism on or unexplained zeroization of 

COMSEC equipment when other indications of unauthorized access or 
penetration are present.   

 
UNotes U:   1.  Hold information concerning tampering with COMSEC 

equipment, penetration of protective technologies, or clandestine 
devices on a strict need-to-know basis.  Immediately and 
simultaneously report to NSA//I253//, the CONAUTHs, and those 
information addressees in Article 965.   

 
2.  When tampering or penetration is known or suspected, wrap and 

seal the material along with all protective technologies and place 
the package in the most secure limited-access storage available.  
The material must not be used or otherwise disturbed until further 
instructions are received from NSA. 

 
3.  Where a clandestine surveillance or recording device is suspected, 

do not discuss it in the area of the device.  Take no action that 
would alert the COMSEC exploiter, except on instructions from 
the applicable counterintelligence organization or NSA.  Take no 
action that would jeopardize potential evidence. 

Continued on next page 
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Lesson 1 Exercise 

 
Directions Complete exercise items 1 through 3 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 Superseded, defective, previously used, or incorrect application of keying 

material is an example of a _______________ incident. 
 
a. cryptographic 
b. destruction 
c. personnel 
d. physical 

 
Item 2 Known or suspected espionage is an example of a _____________ incident. 

 
a. cryptographic 
b. destruction 
c. personnel 
d. physical 

 
Item 3 Unauthorized access to COMSEC material by uncleared persons is an 

example of a _______________ incident. 
 
a. cryptographic 
b. destruction 
c. personnel 
d. physical 

Continued on next page 
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Physical Incidents, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 a 4-5 
2 c 4-7 
3 d 4-8  
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LESSON 2 

REPORTING COMSEC INCIDENTS 

Introduction 

 
Scope This lesson will cover the identifying methods for reporting COMSEC 

violations. 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify the types of incident reports.   
 
• Identify timeframes for reporting COMSEC incidents according to their 

precedence. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 4-13 
Incident Reports 4-14 
Initial and Amplifying Reports 4-16 
Final Letter and Interim Reports 4-20 
Lesson 2 Exercise 4-21 
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Incident Reports 

 
Overview Now that you have seen examples of the typical COMSEC incidents, you 

should be better prepared to identify incidents if or when they occur. 
 
We will now look at the four reports used to document and report COMSEC 
incidents that have taken place.  The initial, amplifying, final letter, and 
interim reports.  The purpose of this lesson is not to teach you how to fill out 
each report in every situation, but to make you aware of the different type of 
incident reports that may have to be submitted should an incident arise.  
Greater detail on filling out the reports can be found in the EKMS 1. 

 
Initial Report Submit an initial report for each COMSEC incident.  If all facts regarding the 

incident are included in the initial report, it may be accepted as a final report 
by the appropriate Closing Action Authority (CAA) identified in the table 
below. 
 

Command Preparing Report 
 

CAA 

Coast Guard 
 

COGARD TISCOM ALEXANDRIA 
VA//ISD-3B// 

Marine Corps 
 

CMC WASHINGTON DC//C4/CPIA// 

Military Sealift 
 

COMSC WASHINGTON DC//N62M// 
 

Navy Fleet/shore activities 
administratively subordinate 

COMLANTFLT NORFOLK 
VA//N61EKMS// 
OR 
COMUSNAVEUR LONDON 
UK//N6//  
OR 
COMPACFLT HONOLULU HI//N6// 

Navy shore activity not 
administratively subordinate to a 
COMFLT or COMSC 

DCMS WASHINGTON DC//N5// 
 

Naval Reserve force units and activities COMNAVRESFOR NEW ORLEANS 
LA//01D//  

Continued on next page 
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Incident Reports, Continued 

 
Amplifying 
Report 

Submit the amplifying report whenever significant new information is 
discovered or is requested by the evaluating authority.  This report may also 
serve as a final report, if accepted by the appropriate CAA. 

 
Final Letter 
Report 

The final letter report is submitted only if specifically requested by the 
appropriate CAA identified in the table listed under Initial reports. 

 
Interim Report If an interim report is required but submission must be delayed because local 

inquiries/investigations are ongoing, submit an interim report every 30 days 
until the final letter report is submitted. 
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Initial and Amplifying Report 

 
Format Look at some of the information required in initial and amplifying reports.   

 
Once again, detail on filling out this report can be found in the EKMS 1. 

 
Subject of 
Report 

The subject of each report will be “INITIAL REPORT OF COMSEC 
INCIDENT” or “AMPLIFYING REPORT OF COMSEC INCIDENT.” 

 
References If applicable, the report must include references to the following: 

 
• Paragraph number of the operating or maintenance instruction, or the 

EKMS 1 in which the reported insecurity is listed 
 
• Previously forwarded reports relating to the incident  

 
Paragraph 1 The body or text of the report starts with paragraph 1.  Identify the EKMS 

account number of the violating command or activity.  If the actual violator is 
a local element of the EKMS account identified, state so here. 

 
Paragraph 2 In paragraph 2, identify the material involved, as follows: 

 
• Documents, hard-copy keying material, and electronic key converted 

from keytape:  Include the full short title and edition, accounting number, 
specific segments, tables, pages, if not a complete edition or document, the 
classification, and the controlling authority (CONAUTH) of each short 
title listed. 

 
• Field-generated key:  List the short title, key designator, tag, or other 

identifier, circuit designator, type of crypto equipment used to secure the 
circuit, and type of key generator.  

 
• Equipment (including CCI):  Include the nomenclature or system 

designator, modification number(s) if applicable, serial number of AL 1 
equipment (all other by quantity), and associated or host equipment.  If the 
equipment was keyed, also identify the information previously identified 
for keying material.  

Continued on next page 
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Initial and Amplifying Reports, Continued 

 
Paragraph 3 In paragraph 3, identify the personnel involved.  Provide duty position and 

level of security clearance.  For personnel incidents only, also provide name 
and rank/grade. 

 
Paragraph 4 In paragraph 4, describe the circumstances surrounding the incident.  Give a 

chronological account of the events, which led to the discovery of the incident 
and, when known, sufficient details to give a clear picture of how the incident 
occurred.  If the reason for the incident is not known, describe the events that 
led to the discovery of the incident. 

 
Paragraph 5 In paragraph 5, provide command estimate of possibility of compromise with 

one of the following opinions:  
 
• COMPROMISE 
• COMPROMISE CANNOT BE RULED OUT 
• NO COMPROMISE 

 
Paragraph 6 In paragraph 6, the information required is based on the surrounding 

circumstances of the COMSEC incident.  Your incident report may require 
more detailed information based on the circumstance and type of incident.  
Refer to EKMS 1 for detailed information. 
 
UCryptographic incidentsU: 
 
• Incorrect use of COMSEC keying material or use of an unapproved 

operating procedure 
• Use of malfunctioning COMSEC equipment. 
• Unauthorized modification or maintenance of COMSEC equipment 
 
UPersonnel incidentsU: 

 
• Known or suspected defection, espionage attempted recruitment, 

unauthorized absence, sabotage, capture, hostile cognizant agency, or 
treason. 

Continued on next page 
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Initial and Amplifying Report, Continued 

 
Paragraph 6, 
continued 

UPhysical incidents U: 
 
• Unauthorized access to COMSEC material 
• Loss of COMSEC material 
• COMSEC material discovered outside of required COMSEC control or 

accountability of loss of TPI 
• Receipt of classified equipment, CCI equipment, or keying material, 

marked or designated CRYPTO with a damaged inner wrapper 
• Known or suspected tampering with COMSEC equipment or penetration 

of protective technology 
• Unauthorized photography or reproduction 
• Aircraft crash 
• Material lost at sea 
• Space vehicle mishap 
• Missing mobile unit 

 
Paragraph 7 In paragraph 7, state whether an investigation has been initiated.  If so, 

identify the type of investigation initiated (i.e., local command inquiry, NCIS, 
or JAG). 

 
Paragraph 8  In paragraph 8, indicate whether an SF 153, Relief from Accountability or 

Possession Report will be forwarded.  If so, identify transaction number, if 
known. 

 
Paragraph 9 In paragraph 9, include the name and telephone number of an individual who 

is prepared to respond to questions from the evaluating authority. 

 
Precedence and 
Timelines 

Initial reports must be reported via naval message within specific timeframes 
based on their precedence of Immediate, Priority, or Routine.   

Continued on next page 
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Initial and Amplifying Report, Continued 

 
Immediate Submit an immediate precedence message within 24 hours after discovery if 

the incident involves any of the following: 
 
• Effective key 
• Key scheduled to become effective within 15 days 
• Incidents involving espionage, subversion, defection, theft, tampering, 

clandestine exploitation, sabotage, hostile cognizant agent activity, or 
unauthorized copying, photographing or reproduction 

 
UNoteU:   Following the submission of an IMMEDIATE Precedence incident 

report, the reporting command must ensure that an individual familiar 
with the details of the incident report is available to respond rapidly to 
possible questions from the evaluating authority. 

 
Priority Submit a priority message within 48 hours after discovery if the incident 

involves any of the following: 
 
• Future key scheduled to become effective in more than 15 days 
• Superseded key 
• Reserve on board (ROB) key 
• Contingency key 

 
Routine Submit a routine precedence message within 72 hours after discovery if the 

incident is not covered under the Immediate or Priority submission 
requirements. 

 
Investigations 
in Progress 

Neither a local command inquiry nor external agency investigation in 
progress excuses commands from complying with the incident reporting 
timeframes of the EKMS 1.  When it is believed that reporting an incident 
through normal naval message channels might compromise an investigation 
in progress, the violating command must contact DIRNSA (I01P3) or DCMS 
(Code N5) by other secure means (e.g., STU-III phone) to provide 
information concerning the incident. 
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Final Letter and Interim Reports 

 
Final Letter The final letter report is the most comprehensive report of an incident.  Final 

letter reports are required only when specifically requested by the CAA of the 
violating command.  It must include a comprehensive and complete report of 
the investigation conducted into the incident, and must state action taken by 
the command to prevent recurrence of the same type of incident. 
 
Final letter reports may be requested for keying or non-keying materials, as 
deemed appropriate by the CAA.   
 
CAAs may request final letter reports for incidents that have been evaluated 
by the CONAUTH of the material or other evaluating authority as, 
“COMPROMISE or COMPROMISE CANNOT BE RULED OUT.” 
 
Submit the final letter report to the CAA via the administrative chain of 
command.  Report distribution requirements can be found in Article 975.a of 
the EKMS 1.    

 
Interim  If the final letter report cannot be completed and forwarded within 30 days of 

the submission of the initial report, submit an interim report.  At a minimum, 
the interim report must 
 
• Reference the initial report.   
• Indicate the progress of the inquiry or investigation. 
• Summarize any new development since the last report. 
• Provide a brief statement explaining the reason(s) for the delay in 

submitting the final report. 
 
Submit the interim report(s) to the same addressees as for the final letter 
report. 
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Lesson 2 Exercise 

 
Directions Complete exercise items 1 through 2 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 The four types of COMSEC incident reports are the initial report, amplifying 

report, final letter report, and ____________ report. 
 
a. interim 
b. summary 
c. readiness  
d. after action  

 
Item 2 When a COMSEC incident occurs requiring an immediate precedence 

message, submit the message within ______ hours after the discovery of the 
incident. 
 
a. 12 
b. 24T T 
c. T36T  
d. 48 

Continued on next page 
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Lesson 2 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 a 4-15 
2 b 4-19  
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LESSON 3 

PRACTICES DANGEROUS TO SECURITY 

Introduction 

 
Scope This lesson covers the information needed to identify and report Practices 

Dangerous to Security (PDS). 

 
Learning 
Objectives 

On completion of this lesson, you should be able to 
 
• Identify non-reportable PDS. 
 
• Identify reportable PDS. 

 
In This Lesson This lesson contains the following topics: 
 

Topic See Page 
Introduction 4-23 
Non-Reportable PDS 4-24 
Reportable PDS 4-26 
Lesson 3 Exercise 4-27 
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Non-Reportable PDS 

 
Overview In the previous lesson, we discussed COMSEC incidents and incident reports.  

There is one more method for reporting COMSEC incidents.  This method is 
used to report what is called Practices Dangerous to Security (PDS).  PDSs, 
while not reportable to the national level (i.e., NSA), are practices, which 
have the potential to jeopardize the security of COMSEC material, if allowed 
to perpetuate.   

 
Types The following are two types of PDSs: 

 
• Non-reportable PDSs are not reported outside of the chain of command, 

but are still reportable to the Commanding Officer and must be 
documented in accordance with local command directives. 

 
• Reportable PDSs are reported to the CONAUTH of the material, to 

DCMS, and the COR depending on the nature of the incident. 

 
Non-
Reportable 
Example 

The following PDSs are examples of non-reportable PDSs: 
 
• Improperly completed accounting reports (i.e., unauthorized signatures, 

missing signatures or required accounting information, incomplete short 
title information). 

 
• Physical COMSEC keying material transferred with status markings still 

intact. 
 
• Mailing of SF 153 Form with status dates annotated for material listed. 
 
• COMSEC material not listed on account inventory when documentation 

exists to indicate that the material is charged to the account, or COMSEC 
material not listed on local element (LE) or user inventory when 
documentation exists at the account level to indicate that the material was 
issued to the LE or user, as applicable. 

 
• Issue of keying material in hardcopy form marked/designated CRYPTO, 

without authorization, to a LE more than 30 days before its effective 
period. 
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Non-Reportable PDS, Continued 

 
Non-
Reportable 
Example, 
continued 

• Late destruction (includes key in a fill device) of COMSEC material (i.e., 
destruction not completed within the timeframes in this manual), except 
where a waiver has been granted. 

 
• Removing keying material from its protective packaging prior to issue for 

use, or removing the protective packaging without authorization, as long as 
the removal was documented and there was no reason to suspect 
espionage. 

 
• Receipt of a package with a damaged outer wrapper, but an intact inner 

wrapper. 
 
• Activation of the anti-tamper mechanism on or unexplained zeroization of 

COMSEC equipment, as long as no other indications of unauthorized 
access or penetration was present. 

 
• Failure to maintain OTAR/OTAT logs. 
 
• KP-specific non-reportable PDSs: 
 

− Failure to perform a KP changeover every three months. 
− Failure to perform a KP rekey annually. 
− Failure to update KP CIK Pins every six months. 
− Failure to properly maintain KP CIK/PIN log. 
 

• Loss or finding of unclassified material as defined in Article 1015.   
 
UNoteU:   Although this PDS is categorized as non-reportable, DCMS must be 

contacted so the item can be replaced or accounted for. 

Continued on next page 
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Reportable PDS 

 
Reportable 
Example 

The following are examples of reportable PDSs: 
 
• Premature or out-of-sequence use of keying material before its effective 

date, as long as the material was not reused. 
 
UNoteU:   Premature use is defined as an on-the-air attempt to establish 

communications/transmit data.  If material prematurely used is reused 
without consent of the CONAUTH, report as a CRYPTOGRAPHIC 
incident in accordance with Chapter 9. 

 
• Inadvertent (i.e., early) destruction of COMSEC material, or destruction 

without authorization of the controlling authority (CONAUTH), as long as 
the destruction was properly documented. 

 
UNoteU:   Whenever this occurs, annotate the destruction record of the material 

as follows:  “Material destruction was not authorized, but was 
properly destroyed and witnessed.”  See Article 1010 if resupply of 
destruction material is required. 

 
• Not completing and returning FC Inventory IAW Article 766.d.(1)(c), 

except where a waiver has been granted. 
 
• No Special or Combined Inventory was conducted due to Change of 

Command IAW Article 766.c.(3) or change of Manager IAW Article 
766.c.(4). 

 
• Unauthorized adjustment of preconfigured default password parameters on 

LMD (LCMS SCO password lockout and/or reset).  See Article 515.i. for 
details. 

 
Documentation The format for reporting PDSs can be found in Article 1010 of the EKMS 1. 
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Lesson 3 Exercise 

 
Directions Complete exercise items 1 through 2 by performing the action required.  

Check your answers against those listed at the end of the lesson. 

 
Item 1 Which is an example of a non-reportable PDS? 

 
a. PTremature use of keying material. 
b. Inadvertent destruction of COMSEC material. 
c. Unauthorized adjustment of preconfigured default password parameters 

on LMD. 
d. Physical COMSEC keying material transferred with status markings still 

intact. 

 
Item 2 Which is an example of a reportable PDS? 

 
a. PTremature use of keying material. 
b. TFTailure to maintain OTAR/OTAT logs. 
c. Improperly completed accounting reports. 
d. Mailing of SF153 forms with status dates for material listed. 

Continued on next page 
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Lesson 3 Exercise, Continued 

 
Answers The table below lists the answers to the lesson exercise.  If you have any 

questions about these items, refer to the reference page. 
 

Item number Answer Reference 
1 d 4-24 
2 a 4-26  
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REVIEW LESSON EXAMINATION 

Review Lesson 

 
Introduction The purpose of the review lesson examination is to prepare you for your final 

examination.  We recommend that you try to complete your review lesson 
examination without referring to the text, but for those items (questions) you 
are unsure of, restudy the text.  When you finish your review lesson and are 
satisfied with your responses, check your responses against the answers 
provided at the end of this review lesson examination. 

 
Directions Select the ONE answer that BEST completes the statement or that answers 

the item.  For multiple choice items, circle your response.  For matching 
items, place the letter of your response in the space provided. 

 
Item 1 Protective measures taken to deny unauthorized persons information derived 

from telecommunications of the U.S. government concerning national 
security, and to ensure the authenticity of such telecommunications is the 
definition of  
 
a. electronic key management. 
b. cryptosecurity. 
c. cryptography. 
d. COMSEC. 

 
Item 2 Transmission security, physical security, crypto security, and ___________ 

security are components of COMSEC. 
 
a. voice  
b. global 
c. emission 
d. identification  

Continued on next page 
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Review Lesson, Continued 

 
Item 3 Transmission security is a component of communications that results from 

 
a. the provision of technically sound cryptosystems and their proper use. 
b. the result of controlling compromising emanations from COMSEC 

equipment. 
c. measures designed to safeguard COMSEC material or information from 

being accessed or intercepted by unauthorized persons. 
d. the application of measures designed to protect transmissions from 

interception and exploitation by means other than cryptanalysis. 

 
Item 4 What is used to protect U.S. government transmissions, communications, and 

the processing of classified or sensitive unclassified information related to 
national security from unauthorized persons, and that material used to ensure 
the authenticity of such communications? 
  
a. Cryptographic component 
b. COMSEC material 
c. Computer security 
d. COMSEC facility 

 
Item 5 Which are the three categories of COMSEC material? 

 
a. Computer security, COMSEC equipment, and COMSEC related 

information 
b. COMSEC equipment, keying material, and COMSEC related information 
c. COMSEC related information, computer security, and keying material 
d. Keying material, computer security, and COMSEC equipment 

 
Item 6 Key lists, codes, authenticators (includes Identify Friend or Foe), and one-

time pads fall under the _______________ category of COMSEC material. 
 
a. keying material 
b. computer security 
c. COMSEC equipment 
d. COMSEC related information 

Continued on next page 
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Review Lesson, Continued 

 
Item 7 Crypto, crypto-ancillary, crypto-production, and authentication equipment fall 

under the ____________ category of COMSEC material. 
 
a. keying material 
b. computer security 
c. COMSEC equipment 
d. COMSEC information 

 
Item 8 Policy, procedural, general doctrinal publications, equipment maintenance 

manuals, operating instructions, call signs, and frequency systems fall under 
the ____________ category of COMSEC material. 
 
a. keying material 
b. computer security 
c. COMSEC equipment 
d. COMSEC information 

 
Item 9 A component of communications security that results from the provision of 

technically sound cryptosystems and their proper use is known as _________ 
security. 
 
a. crypto 
b. physical 
c. emission 
d. transmission  

 
Item 10 Physical security is a component of communications that results from 

 
a. the provision of technically sound cryptosystems and their proper use. 
b. the result of controlling compromising emanations from COMSEC 

equipment. 
c. measures designed to safeguard COMSEC material or information from 

being accessed or intercepted by unauthorized persons. 
d. the application of measures designed to protect transmissions from 

interception and exploitation by means other than cryptanalysis. 

Continued on next page 
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Review Lesson, Continued 

 
Item 11 Emission security is a component of communications that results from 

 
a. the provision of technically sound cryptosystems and their proper use. 
b. the controlling of compromising emanations from COMSEC equipment. 
c. measures designed to safeguard COMSEC material or information from 

being accessed or intercepted by unauthorized persons. 
d. the application of measures designed to protect transmissions from 

interception and exploitation by means other than cryptanalysis. 

 
Item 12 Top Secret, Secret, and __________ are the levels of security classifications. 

 
a. CCI 
b. Crypto 
c. Confidential 
d. Official use only 

 
Item 13 Classification level applied to information whose unauthorized disclosure 

could reasonably be expected to cause serious damage to the national security 
is classified as 
 
a. CCI. 
b. Secret. 
c. Top Secret. 
d. Confidential. 

 
Item 14 Who has the authority to classify information up to the Top Secret level? 

 
a. Anyone that currently holds a Top Secret clearance 
b. The SECNAV and officials delegated authority 
c. Anyone with a “need-to-know”  
d. EKMS managers 

Continued on next page 
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Review Lesson, Continued 

 
Item 15 Secure telecommunications or information handling equipment, or an 

associated cryptographic component, which is unclassified but controlled 
within the CMCS is designated as 
 
a. COMSEC. 
b. EKMS. 
c. CCD. 
d. CCI. 

 
Item 16 Which marking is not a security classification but identifies COMSEC keying 

material which if lost could adversely effect national security? 
 
a. “SECRET” 
b. “COMSEC” 
c. “CRYPTO” 
d. “CONFIDENTIAL” 

 
Item 17 Access to classified COMSEC material requires a 

 
a. Top Secret clearance. 
b. no security clearance. 
c. security clearance one level higher than the classification of the COMSEC 

material involved.  
d. security clearance equal to or higher than the classification of the 

COMSEC material involved. 

 
Item 18 Access to classified as well as unclassified COMSEC material requires a 

valid  
 
a. military identification. 
b. driver’s license. 
c. security badge. 
d. need-to-know. 

Continued on next page 

MCI Course 2525B R-5 Review Lesson Examination 



Review Lesson, Continued 

 
Item 19 All individuals granted access to COMSEC material must be properly 

indoctrinated regarding the rules for safeguarding such material, the 
procedures for reporting COMSEC incidents, the laws pertaining to 
espionage, the rules pertaining to foreign contacts, visits, and travel, and the  
 
a. rules of engagement. 
b. sensitivity of the material. 
c. cost of COMSEC material lost or stolen. 
d. mission of the unit requiring COMSEC material. 

 
Item 20 All personnel having access to COMSEC keying material must be authorized 

in writing by the  
 
a. staff non-commissioned officer in charge. 
b. CMS vault custodian. 
c. commanding officer. 
d. EKMC manager. 

 
Item 21 Which is the single clearance granting authority for the Department of the 

Navy? 
 
a. Commanding officer 
b. EKMS manager 
c. Security officer 
d. DON CAF 

 
Item 22 A security clearance is not required for access to unkeyed equipment 

designated as 
 
a. TOP SECRET. 
b. CRYPTO. 
c. SECRET. 
d. CCI. 

Continued on next page 
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Review Lesson, Continued 

 
Item 23 TPI handling requires that at least two persons, authorized access to 

COMSEC keying material, be in _______________ of each other and the 
COMSEC material requiring TPI whenever that material is accessed and 
handled. 
 
a. arms length 
b. radio contact 
c. constant view 
d. shouting distance 

 
Item 24 TPI must be applied to which of the following COMSEC material from time 

of receipt through turn-in to the EKMS Manager or Alternate, or destruction? 
 
a. All Secret paper keying material marked or designated CRYPTO. 
b. All Classified paper keying material marked or designated CRYPTO. 
c. All Unclassified paper keying material marked or designated CRYPTO. 
d. All Top Secret paper keying material marked or designated CRYPTO. 

 
Item 25 Which report is used to document and/or report the destruction of COMSEC 

material? 
 
a. Receipt Report 
b. Transfer Report 
c. Possession Report 
d. Destruction Report 

 
Item 26 Which AL Code is assigned to COMSEC material that is electronically 

generated and continuously accountable to the COR from production to 
destruction? 
 
a. AL Code 1 
b. AL Code 2 
c. AL Code 4 
d. AL Code 6 

Continued on next page 
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Review Lesson, Continued 

 
Item 27 Which standard form is used to record a destruction report? 

 
a. Standard Form 712 
b. Standard Form 710 
c. Standard Form 153 
d. Standard Form 136 

 
Item 28 Which report is used to document and report receipt of COMSEC material?  

 
a. Receipt Report 
b. Transfer Report 
c. Possession Report 
d. Destruction Report 

 
Item 29 Which report is used to document and report possession of COMSEC 

material? 
 
a. Receipt Report 
b. Transfer Report 
c. Possession Report 
d. Destruction Report 

 
Item 30 Which report is used to document and report the removal of old short titles 

and/or accounting data from the COR database and the entry of new data? 
 
a. Inventory Report 
b. Generation Report  
c. Conversion Report 
d. Cancellation Report 

Continued on next page 
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Review Lesson, Continued 

 
Item 31 Which report is used to document and report the physical inventory of 

COMSEC material? 
 
a. Inventory Report 
b. Generation Report  
c. Conversion Report 
d. Cancellation Report 

 
Item 32 Which report is used to document the generation or import of key? 

 
a. Inventory Report 
b. Generation Report  
c. Conversion Report 
d. Cancellation Report 

 
Item 33 Which report is used to cancel a transfer report initiating (TRI) or issue report 

initiating (IRI), and to document and report the cancellation? 
 
a. Inventory Report 
b. Generation Report  
c. Conversion Report 
d. Cancellation Report 

 
Item 34 Which report is used for a variety of purposes where the originating account 

requires relief of accountability for COMSEC material assigned AL Code 1, 
2, or 6? 
 
a. Inventory Report 
b. Generation Report  
c. Conversion Report 
d. Relief From Accountability Report 

Continued on next page 
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Review Lesson, Continued 

 
Item 35 Which report is used to document and report the movement of COMSEC 

material from one EKMS account to another or from one LE to another LE? 
 
a. Inventory Report 
b. Transfer Report 
c. Generation Report  
d. Conversion Report 

 
Item 36 TOP SECRET material may be stored in a GSA-approved security container 

along with a cleared guard or duty personnel inspecting the container every 
 
a. 4 hours 
b. 3 hours. 
c. 2 hours. 
d. hour. 

 
Item 37 Store TOP SECRET keying material in a ____ -approved security container 

with ___ combination lock(s). 
 
a. USA; one 
b. CCI; two  
c. GSA; one 
d. GSA; two  

 
Item 38 Unkeyed CCI material must me stored in a 

 
a. vault continuously monitored 24 hours by  cleared guard or duty. 
b. vault equipped with an intrusion device with a 30 minutes response time 

from cleared guards or duty. 
c. GSA-approved safe that has two combination locks with locking bars with 

no one individual having both combinations. 
d. manner that affords protection against pilferage, theft, sabotage, or 

tampering, and ensures that access and accounting integrity are 
maintained. 

Continued on next page 
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Review Lesson, Continued 

 
Item 39 Which standard form is placed inside a COMSEC storage container for each 

combination lock? 
 
a. Standard Form 700 
b. Standard Form 702 
c. Standard Form 710 
d. Standard Form 712 

 
Item 40 Ensure all ________ markings are removed from COMSEC material prior to 

wrapping for physical shipment. 
 
a. classification 
b. erroneous 
c. status 
d. crypto 

 
Item 41 When shipping keying material marked CRYPTO, packages will contain no 

more than ______edition(s) for material that is superseded quarterly or more 
frequently. 
 
a. four 
b. three 
c. two 
d. one 

 
Item 42 When shipping COMSEC material, which is the only required markings on 

the outer wrapper? 
 
a. Highest classification 
b. EKMS account number 
c. To and from addressee 
d. Controlled package number  

Continued on next page 
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Review Lesson, Continued 

 
Item 43 TOP SECRET and SECRET keying material marked or designated CRYPTO 

and items that embody or describe a cryptographic logic or algorithm must be 
transported by which of the following couriers? 
 
a. Uncleared commercial carrier services 
b. U.S. Postal Service registered mail 
c. Cleared commercial courier 
d. Defense Courier Service 

 
Item 44 What kind of equipment not designated CCI may be transported by any 

method approved for the transportation of valuable government property? 
 
a. Unclassified 
b. Confidential 
c. Top Secret 
d. Secret 

 
Item 45 Commercial carriers may transport CCI equipment provided it can provide 

the last known location within _____ hours of notification of the package 
being lost. 
 
a. 48 
b. 36 
c. 24 
d. 12 

 
Item 46 Use of keying material that was produced without the authorization of NSA is 

an example of a _______________ incident. 
 
a. physical 
b. personnel 
c. destruction 
d. cryptographic 

 

Continued on next page 
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Review Lesson, Continued 

 
Item 47 COMSEC material improperly packaged or shipped is an example of a 

_______________ incident. 
 
a. cryptographic 
b. destruction 
c. personnel 
d. physical 

 

 
Item 48 Capture by an enemy of persons who have detailed knowledge of 

cryptographic logic or access to keying material is an example of a 
_____________ incident. 
 
a. cryptographic 
b. destruction 
c. personnel 
d. physical 

 
Item 49 The four types of COMSEC incident reports are the initial report, final letter 

report, interim report, and ________ report. 
 
a. summary  
b. readiness  
c. amplifying  
d. after action  

 
Item 50 When a COMSEC incident occurs requiring a priority precedence message, 

the message must be submitted with in ______ hours after the discovery of 
the incident. 
 
a. 24 
b. 36 
c. 48  
d. 72 

Continued on next page 
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Review Lesson, Continued 

 
Item 51 Which is an example of a non-reportable PDS? 

 
a. Premature use of keying material. 
b. Inadvertent destruction of COMSEC material. 
c. Mailing of SF 153 Forms with status dates annotated for material listed. 
d. Unauthorized adjustment of preconfigured default password parameters 

on LMD. 

 
Item 52 Which is an example of a reportable PDS? 

 
a. Failure to maintain OTAR/OTAT logs. 
b. Improperly completed accounting reports. 
c. Mailing of  SF153 forms with status dates for material listed. 
d. Inadvertent destruction of COMSEC material without authorization. 

Continued on next page 
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Review Lesson Solutions, Continued 

 
Review Lesson 
Solutions 

The table below lists the answers to the review lesson examination items.  If 
you have any questions about these items, refer to the reference page. 
 

Item Number Answer Reference 
1 d 1-5 
2 c 1-5 
3 d 1-6 
4 b 1-6 
5 b 1-6 
6 a 1-7 
7 c 1-8 
8 d 1-8 
9 a 1-5 
10 c 1-5 
11 b 1-5 
12 c 1-16 
13 b 1-16 
14 b 1-17 
15 d 1-18 
16 c 1-18 
17 d 2-4 
18 d 2-5 
19 b 2-5 
20 c 2-6 
21 d 2-4 
22 d 2-7 
23 c 2-12 
24 d 2-13 
25 d 2-20 
26 d 2-21 
27 c 2-20 
28 a 2-20 
29 c 2-20 
30 c 2-20 
31 a 2-20 
32 b 2-20 
33 d 2-20 
34 d 2-20 
35 b 2-20  

Continued on next page 
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Review Lesson Solutions, Continued 

 
Review Lesson 
Solutions, 
continued 

Item Number Answer Reference 
36 c 2-31 
37 d 2-34 
38 d 2-36 
39 a 2-38 
40 c 3-4 
41 a 3-6 
42 c 3-5 
43 d 3-12 
44 a 3-14 
45 c 3-15 
46 d 4-5 
47 d 4-9 
48 c 4-7 
49 c 4-15 
50 c 4-19 
51 c 4-24 
52 d 4-26  
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